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2. Strategies and principles
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ExpressVPN's four key strategies

1. MAKE SYSTEMS DIFFICULT TO
COMPROMISE

The front line in our defenses is making our
systems secure. We employ many different
techniques—from cutting-edge encryption to
hardware security devices—to ensure that it's
difficult to break into any of them.

3. MINIMIZE THE TIME OF
COMPROMISE

In addition to minimizing the severity of
potential damage, our processes also help to
limit the duration of compromise and the

amount of time that attackers can stay lurking.
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2. MINIMIZE POTENTIAL
DAMAGE

Despite our efforts, it is still possible that a
motivated attacker may break through our
defenses. We address this risk by applying
guardrails to minimize the damage a potential
attacker can do from their initial foothold.

=0

v

4. VALIDATE OUR SECURITY
CONTROLS

All of our software and services are rigorously
tested to ensure they work as intended and
meet the high standards of privacy and
security that we promise to our customers.
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Kerckhoffs'’s principle
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Your secret stays with you
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Good software design
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3. Authentication
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Step-up authentication
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Network security
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A word about “keys” vs. “Keys”
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Tips for creating secure and
memorable passwords

1 of 2 steps

Set your primary password

Q Think of a significant highlight or event
in your life

E.g., "I got a pet rabbit as a present from my father
when | was 12!"

You'll use this password to access your
Keys account so try to make it strong
and memorable

(/] String random words together for a
secure, memorable password. Add
special characters if you want
E.g., R@bbitPresentFather12!

Primary password Q
E.g. R@bbitPresentFather12!
Tips for a secure, memorable password

Don't reuse your existing passwords
Re-enter primary password L]

Avoid personal information like family
names or birthdays

Avoid common phrases like "iloveyou"

Close
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A word about your recovery code
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Your recovery code

Copy or save your recovery code and
keep it somewhere safe. If you lose
your primary password, this code is the
only way to access your items.
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Summary of cryptographic keys
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5. Password Health
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6. Supply chain security

Internally developed code
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7. Hardening our apps
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8. Server and cloud infrastructure
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9. Security audits

Internal
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GENERAL

Ensure unauthorized modifications to the documents
in the password vault can be detected

Ensure third-party dependencies contain no known
exploitable vulnerabilities

Ensure the cryptographic libraries and primitives used
have no known exploitable weaknesses

Ensure the keys are appropriately sized according to
industry standards and recommendations

Ensure that the encrypted vault cannot be decrypted
other than through the primary password or recovery
code

)

CHROME EXTENSION

Ensure communications through postMessage are
properly checked for the appropriate origins (e.g. from
a malicious page to the password manager extension,
or from a malicious extension to the password
manager extension)

Ensure that credentials do not fill into untrusted
portions in the Document Object Model (DOM),
particularly attacker-controlled iframes

Ensure clickjacking of the password manager
extension is prevented

Ensure user consent is given before autofilling to the
form fields

Ensure the extension is not susceptible to cross-site
scripting (XSS) or CSS injection attacks from any
user-controllable value

Ensure no prototype pollution vulnerability exists in
the codebase from any user-controllable value

)
o)

EXPRESSVPN KEYS SERVER

.

Ensure logs do not store sensitive information

Ensure the database does not contain any secrets
other than the encrypted vault

Ensure the encrypted vault entries do not leak
information about the length or contents of the data it
is protecting

Ensure proper access control (e.g. no other user can
access a different user's password vault without
proper authorization)

Ensure tampered requests are rejected
Ensure replayed requests are rejected

Ensure there is no way of performing a race condition
to corrupt data when multiple devices are syncing at
the same time

Co

MOBILE APPLICATIONS

Ensure the domain/package being autofilled is
checked appropriately before autofilling

Ensure users are aware of the risks if they choose to
use the password manager on a rooted device

Ensure that if biometric authentication and decryption
is enabled, that the authentication and decryption
mechanism cannot be bypassed, even if the device is
lost and rooted afterwards

Ensure any IPC mechanism exposure does not cause
leakage of any sensitive information, even the
encrypted vault itself

Ensure that all data, even encrypted, is removed after
logging out
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2FA: t° QaFt Eoft” d+tFet§ +{ o cdFfE8Y 6 dF" 2+&6 t” ot EIAfdctc t”d fcdEt ; E ofRd
t°  cd; gtd{ REt&Ft ..Bc .. Rd-t§Fet§ + 2d...H ; EBEISd & SE+tdR



AEAD: cddauthenticated encryption with associated data

AES: Rog+FdR_+FE; t§ + < tg+ReR{ o+ §RfctH c; dF§§ot§ + ...Ed+FH[; t§ S Rotg ™ §”
cY6 & dtEF Edvc

AES-256-GCM: g6 Rd...E _< t"gt fcdc Q8§ Edfc g+Rt"d » O8N f+tdE# Rd
t" ot d+cfEIc? t” F +.Rd+t$QY +R &§tdSEBY ..t" d Retg

API: ;; &ot§ - VE S0 8 §S AtdEaFd{ g cdt ..Rd.§8§ +c g+RF +tBFtct” gt d+2?@
R§.dEI+t cfictddct F 00 f+¥Fotd g+R &tdEsFt * §” doF t”"dE

authenticated encryption with associated data: g+ d+FE[; t§ + cF’ dé d t” gt d+cfElc
F +.Rd+t®QY ..t"d Reoto g~Roft” d~tF8T{; td+t®@ "~ §" oRR3S +0CE..B ot§ + t” ot
" gc §c §tdSHY ; E tdFtdR

authentication: t”d ; E Fdcc ..0o@Rot&S g+RodB18&St”d Rd+t8f ..o fcdE?d...H
SE+t§& S gFFdcc ; E8dSdct @ cfctdd

authenticity: t"d ; E; dBY ..2d§&S f+...B5de?@{ 5 do+&St” gt t” dE d+&tc
FET; t S, ” & dafRd+Fd t” ot t” d EIAfdct " @c & gRd ?Y t” d cd+RdE

authorization: t"d ;: E Fdcc ..S88& S gFFdcc ; E283Sdct @ cfctdd

autofill: o+ &; ft 0 dt” Rt ot tobdc Rote .Ed g Retgc fBHd g+Rgft & otFod .&Dt” d
Rotg +o" d?;eSd Eg;; &ot§ +{?gcdR +t"dF +td+xt .t"d.8i®ct 2d .8BR&

Base32: g+ d-F R&S ..27td Retgt o EIctEFtdRcdt ... ~ Beg?@c]d? © oc Rd.§dR
& ~%b

bastion host: g” glRd+dR cdEdEfcdRt & @+8Sd gFFdcct o+ §tdEo® Bgtd +dt” B
E& o+ d+tdEeG-dt” Et 6 &9 §dt”dgtteFEcfEaFd d+; cdR =+t t”d d+tdEgO
+dt” HE

bit: 78 0F R&8 F +c&t§S ..d§"dE E

brute-force attacks: t"d ; E Fdcc ..d+fd d@t&So@ cc®88c§ MRIEt Se§ gFFdcc
t ocfctdo

bug bounty program: ¢ ; E S0 t” ot s@" c ElcdeE" det E; B cdFfBY &cfdc g+R
EIFd&d BIF S+88 + g~RF & ; d+cet§ + ...Eng@® &cfdc

byte: ?8c{t]; Fo@ t” d cd o@ct sRRElcce?d f+§ ..8dd B <F o; ftde{" " &
d+F Rdc g c&Sd F’ gEFtdE

CA: cddcertificate authority



CBOR - cddConcise Binary Object Representation
CD: cddContinuous Delivery
certificate authority: o+ d+t§ft” ot ct Hc{cS+c{#+R &cfdc RE§o(FdBE§Fatdc

certificate: s© E "+ gc o ; [?& K] FIRS§§Fotd{t" & & o+ dOFE +§ Rd+t§SIE...Eg
S&d+ d+t8Y " §” o RE§eCcS+otfH EcfdR?Y o FAESFotd oft” EBY

Chromium: t"d ;d~@ fEd~ " d??E" cdE +" "§&" 0 g+ t"dE d? ?E" cdk okl
?@cdR

Cl: cddContinuous Integration
CI/CD: | =+t&f fc AtdSEt§ +M +t&f fc Td@&dE|

cipher suites: gcdt ..FE[;t SB, " F 08 B"6c fcdR§ ™« t dcta?@” cdFfH
F 50 f+&ot§ ~c{" § RS.dElt F§ " dEcf8dc ..dEB-S RE.dEI+t Gnd® ..cAFfE8Y

cloud credentials * g+ dAFtE <& ; E ... .. Rd+t8] fcdRt gft” d<tFetdt FOfR
Elc fHBdc

commit gc+g;c” t .t"dFfHEd+tctetd ..t"dF Rd?egcd & - §

Concise Binary Object Representation: ¢ ?§ o] Rotg cdE»@ ot§ + ... ot oc Rd.§dR &
~%b

confidentiality: t"d ; E ; dBY ..cdFEFY E; BwoFY ..Rete{fcfod oF 8ocdR" §”
d+FHf; t§ +

Continuous Delivery: gc .t7 gl RdadO; 6 d+t ; BFt§d " "dE F Rd F’ g+Sdc gHl
oft & otFe@ ; H; gEIR ...EEl0ecd E; E RfFt§ +

Continuous Integration: gc .t’ gl RdedO; & d+t ; BFt§d " " dEl F Rd F’ g+Sdc g
oft & etFe@ tdctdR™ " d+ ; fc" dR f; ctEl@d

defense-in-depth: t”d ; BBFt§Fd .. 0cd®wSESd f@8 @ @TdE ..cdFfEY d decfHc t
oF” 8lod g cdFfEBYT S 20

deserialization: g ; E Fdcc 21" " & ¢ ?1td ctElgd H; Elcd+t§S g+ 2AF &
EQtEFtfER?0FE&t o .f@ .f+Ft§ +20 ?AFt gt B+t d

document: ¢ Sd+dB-ct BSd ...Eg BIF IR& t”d agf®[F +c&t&S ..d+FH[; tdR & dtgReto
o+Rt” d d+FH; tdRF +td+tc ;cddstored item <



Document Object Model: t” d Retg El; Elcd+tgt§ + ..t"d ?AFtct’ ot F o ; EBdt’d
CtEfFtfHl g+RF +td+t ..gR Ffod+t +t"d" d?

DOM: cddDocument Object Model

Encrypted User Record: o Rotg EIF ERF +te§8&St"d ; ; REQI-FE; tdR ¥cdE~ t dff
t” d FFREQI-FEY; tdR ¥cdE~ t df{t"d v/?& ARd=t§] df o+R_=FH] tdR
¥cdE-dF FRA RY

encryption: t”d ; E Fdcc ..; E tdFt§S Rete ?Y cF20 2GS § " 8" FH; t SH;, " &
f+Ft§ <c cfF t" ot +@ @+ gFt E* §” t” d &Y Fo+ gFFdcc t” d f+cFE0 ?@R Retg

encryption atrest: t"d ; E; dB] t” ot oY Rote " Btd+t ct BSd & g0 ofc d+FH]; tdR
;§d|{; @&td+t & ~dodEct EIRY

HavelBeenPwned: ¢~ d?c8dt” ot @ c fcdEt F' dFE" " dt” dEt” d&E; dE +oCRete ” ac
?dd+F 0 ; E0 8dR & Retg ?HElgF’ dc

HIBP: cddHavelBeenPwned

HMAC: g" gc” @@cdR 8 dccaSd oft” d+t§et§ + F Rd t” gt fcdc o FE; t SHz;, " & ” @c”
f+Ft§ +t Sdt"dE" §” o FE; t SHz; " & Ed

HTTP: i 1; dEd+t ™&+c.dEVEt F @...EtE+cd §t§S " |; d® dR® R Ffd d+tc &d
" d?; 8Sdc & g d? ?E " cdE

HTTPS: | 1; dBd+t ™&+c.dEVEt F G dFfE{fcdRt tE+cd §"1; dB dR® R Ffd d+tc
cdFfE@ 27 QodEsSs STLS

IAM role: Rd+t8Y g+R FFdcc # 2+2Sdd d+t E @{ B; Elcd+tc g+ Rd+t§7 t" ot " @c c; AF§F
- dB &c8+ct FoHY ftt"dcf?cdt ...;d@t§+ct” ot § & oft” HBdRt ;dE.B

iframe: g+ ™ d@dd+t +t"dT@ t” ot OgRc g+ t"dER Ffd d+t " §" & t” d FfHHl+t
; 2Sd

IND-CDBA: §R&t§S5f&” 0?87 ..Rotg?ocdc{o; E;dBY ..g:occ’ MR o+oSIE
Retg?ocd t” ot ® ; Glc o BHIgRQ +@ gRodEgH] Fo++ t & .dE§.. B ot§ + +t"d EHF HRc
ct EIR& t"d; gcc” MR g+9SJERgtg?ocd

IND-CPA: §R&t§Sf&” 0?83 f+RIEF’ cd+Q @§td+t ottoFE{ @ cdFfEY ; E ; dEY t” gt
§ ; Glc g+ gRodEgH] t” gt ” gc gFFdcct @+ d+FH]; t§ + EBFA Fo+ §.dEfcd.f.O
§..B0 ot8 + ...E.ftfH d+FH[; t§ +c ?gcdR +t"d F§ "dBd+tc ..t” cd d=FH[; t8 +c

integrity: o cdFfBY ; E; dBETt" ot ® ; Glc o+ oRedEGH & + t 2?0t twd;dE §” o
;8IFd ..&..B et§+" 8§ ft 2d§S RdtdFtdR



inter-process communication: g 8 dF’ g-83 t” gt @ c R§.dE+t o; ; Fat§ +ct
F 00 f+%otd o+R &tdBsFt * §” deF” t"dE

IPC: cddinter-process communication
JWT: <@+ Ed? ™MEd+{ g cte+ReR ... EFEIRd+t$0 oc Rd.§dR & ~%b
k-anonymity: o E: dBY ..o Retgcdtt” gt d decfEct”d RASEHd ..o+ <76 87 ; E aRdR

?9t”d Retecdt g+REIRfFdc t”"d BBE ..2d&S f+@fdd BElQcc FotdR” §” o ; oBFf@E
BF R

KDF: cddKey Derivation Function

Kerckhoffs's principle: t"d ; E-F§ @t” ot g FE[; t cfctdd ¢’ f®?2d cdFfH ded+ §..
dadBEt” §S @? ftt”d cfctdd {d+Fd; tt”d EdI{& ; f?& E- "~ @RSd

Key Derivation Function: o .f+Ft§ + fcdRt RdE&d cdFEIt Ed1§S 6 otdEPQE & @ cdFHt
7+-R t"dE§&...O @t§ +

MAC: cddmessage authentication code

MAL-CDBA: 8 g@2?88Y ..F’ cd+ Rete?ocd Sgd d{ @ cdFfB8Y ; E;: dBft" ot ® ; Glc o
; gcc” R & g+eSAERgt@?@cd Fo+ RdtdFt t” ot § 8 2d§Sted ; dEIR” §” 21 ¢ BIoRQ Bd
oRedEEgH] t” ot ” gc gFFdcct o+ d+FH[; t§ + HBFA

message authentication code: g R&8§0G oS fcdRt gft” d+t§etd g & dccoSd o+R §c
§tdSEY

nonce: g+fd ?dEt” ot & +@ fcdR +Fd{dd; OTdR& F +A+Ft§+ " §" g EHAfdctt
; Blod+t Bl; @Y etteFEc

OpenSSL: g+ ;d+c fEdc .t7 oFl @®H ...Et"d ™« ;Et F O

Password Health: gcF Bl §& +; ElccAv+ dfc H; Elcd+t&St"d cdFfBY ..t"d OS§c &
1 fEcof® toE&S &t oFF f+t; Eo§ fcd+; cfE{EIQcd{ctEl+St”{; Bcd+Fd ... %o{
2+R;Et F {fcdR

PBKDF2: vgcc®™ HRQwcdR df TdESwot§ + %f+Ft§ + {@ FE[; t Sy, " & .f+Ft§ + fcdRt
Sd+dmstd FE[; t Sk, ” & Edfc .E & ; scc” HRc{oc Rd.&dR & ~%b

perfect forward secrecy: o cdFfBY .detfEl ..F’ g+S§&SFH;t Sk, " FEdfcc t” ot
cdcc§+c gl + t F 8 ; Ed 8dRdad+ & t”d dad+t t” gt t” d O+StdEB cdFHt &
F o0;EO0&IR

personally identifiable information: Ratg t” gt Fg+ ?d fcdRt Rd+t8% o ; dE +{
§FPRES?ft+ t @ §dRt +@d dc{ sRREccdc{;” +d +fd ?dE{#+R dd g8wRRHEIccdc



PFS: cddperfect forward secrecy

Pll: cddPersonal Identifiable Information

plaintext: g+ Reotgt” ot & + t d+FH[; tdR{c & dt® dc Fe@R FOgBEd+t
ppdk: cddPrimary Password Derived Key

PR: cddPull Request

primary password: t"d; gcc” ERfcdRt f+OFEg dfic fcdEc agf®; EaRdR™ "d+t"d
fcdE.&t c®+c &t _+ HccAv+ dfc

Primary Password Derived Key: o FE[; t Sk; ” & Ed] RAEB:dR .E 8 t"d ; B oH]
;occ” ER fcdRt RAFHE[; tt”d d+FH[; tdR ¥cdE~ t df& t"d_+FH] tdR¥cdE~dF R

primitives: * d@icte?®@” dR 0" Q@Wed®S B” & ¢ ;d|S|{” @c” .f+Ft§ +c{ Ed] d+F’ g+Sdc<
fcdR gc ?2f8R&S ?OFEc & o GBSAEFH]; t SHz; ” & cYctdd

principle of least privilege «t"d ; EF§ @ t" ot dedF[ 8 Rf@ ..oF 8 ; ftdEcfctdd ¢’ f®
+@ " gad gFFdcct t”d .f+Ft§ +c +dFdccol ...E§c @S89 otd fcd{o+R+ & H

Private Identity Key: g+ ~< ; Ebgtd Edf f+@fdt dgF’ fcdE fcdRt c&+ EAfdctc
doRdt t"d_#; HlccAv+ dfic vAcdBEdE

prototype pollution: g gug« FE t of GdB? & t” ot d+o?dc o+ sRedEgH t oRR
o8B ; E: dB8ict SO?¢0 2AFt:Et tT;dc” "& 8 o7 2d " dBIR?Y t"dE ?AFtc

Public Identity Key: g+ ~« ; f?& Y f+&fdt deoF’ fcdE fcdRt ndB{ EAfdctc
doRdt t"d =+ HccAv+ dfc vAcdEdE

Pull Request: g8 dF’ 2+88 & c .t7 oFl RdadO; 8 d+t " "dE g F <t ft Ec$+o0t
t"dEt”d §td<t§+t 0 dBdF RAF g+Sdc .Ed <+dc fEdt @+ t"dEc fHBd

rcdk: cddRecovery Code Derived Key

recovery code: g Agcd d+F RAR{B+R & @ Sd+dmtdR ctEE-St” gt Fg+ ?d fcdRt
EIF adEgFFdcct t”d _+ ElccAv+ dfcogf®§.t”d; B o ; occ” HRE ..B ttd+ E
Oct

Recovery Code Derived Key, o FH; t SHz; ” § Ed RAIE:dR .E 0 t” d BEIF adP] F Rd, fcdR
t RAFE[; tt”d d=FH[; tdR ¥cdE~ ¢ df& t"d _+FH]; tdR¥cdE~dF R

replay attack: o+ ottoFES * " § o+ gRodEgH F @Ftc @S89 otd thr. . § t” d+
BltEp+co 8c § & o+ ottdd ; tt Sp§ FDSEP etd gFFdcc



RS256 «~< j < oc fcdR& t"d E ™c; dF§Fet§ ~ct c&+t"d E ™Rd.§dR& ~%b

RSA: g; f?& EdY FE; t cYctdd fcdR...EcdFfHl Rete tEs+cd &c§ +{" " dHE o EY ; o&
. [?@; Botd<® Sd+dmtdR ...Efcd & FE[; t SB; " & ; d®@t§ <c cfF” oc d+FE;t§ + E
cH-§&S

RSA-PSS: g@ E+ " +@Cc~¢ << N {@; E?0?8tF cS+otfH cF dd d t” ot E; @Fdc
~« Vv I <K o | {Rd.&dR & ~%b

salt: ©+R & Retg; gccdR gc o+ oRR88 +0CE; ftt o +dQ of .f+Ft§ +t &FHacd
Elcggl+Fdt ?EtdQ..Brd ettoFEc

Security Information and Event Management system: g cdFfBf c (t§ +t” gt ; E aRdc
Ho@® d o-odicg ..O0Sc o-RRotg .Ed g;; @et§ +c o-R" R oHl t ; E RfFd cdFfBY
g@EC

security operations center: g .f-Ft§ + " §' § g+ Bg-§0t§+t" ot F ~t&f fc@

3 +§ E ..Et” Hetc{ RdtdFtc sRadEoEpQoFt $81{ o+ R §odct$etdc g+RElc; +Rct
F?dBttoFEc

security screen: ¢ ; BioF| .dotfEH & +; ElccAv+ dfic =& 28 ; @t..Bct’ ot

. Blod<tc &..B ot§ + +t"d g, ; @ot§ - cFEd+ .Ed ?2d§S Fo; tfEHIR§ o cFEd~c” t

" git"d o) Got§ - & F+-8S & t"d ?0FESE f+R

SHA1T: «dFfEljoc” & B"0 {@”w@c” .f+Ft§+tokdc o+ &, ft 8+R ft; ftca Q8§
8 dccoSd R&dct{ Rd.&dR & ~%b

SHA512: g” gc” .f+Ft§ + tebEdc @+ &; ft @+R ft; ftcog (@& & dcceSd R&dct{ Rd.&dR
§ ~%b

SIEM: cddSecurity Information and Event Management system
Signature: ¢ ot” dd etFoCcF’ dd d ...EadB1&St” d oft” d+tF8Y ..0 dccoSdc
SOC: cddSecurity Operations Center

step-up authentication: @6 dF’ g+80 t” ot BIAfdctc o+ oRR§S +oQaFt E...E
oft” d+t§Fet§ + " "d+ g fcdE ...+ ElccAv+ " 8" dct @FFdcc _#; ElccAv+ dfc

stored item + 3 OS§ ;fcdE20 dMecc” HR{ FEIR§NRA?§ FoR Rdte8{ EcdFfH + td
ct BIR§& o fcdhc agf ®;cdddocument <

TLS: ™"p<c; B ofdE«dFfEBY{oFE;t SBy;, "§;Et F Q" ot ; EafRdc d+RQ Q<R
cdFfEY ...ERaetg cd+t ?dt” dd+ ; gE&8c ©dEt” d &tdE-dt



TOTP: t® dQ@gcdR +dQ® d;gcc” HR{g..B ... % t"ot fcdct"d FfEH+t t® d aCc @
c fBd ..f+&fd+dcc{Rd.§&dR & ~%b

User Document Key: t”d FE[; t SEr; ” & Edf fcdRt d+FH[; t g+RRAFHE[; t R Ffd d+tcj
8 dtgRetg @+RR Ffd d+tc F +t@§§&S fcdEwd d g+R; gcc” R E&..D ot§ +

User RootKey: t”d FE; t SHz; ” & EdY fcdRt RAFEY; t t” d d+FH; tdR ¥cdE-dF BRA RY

UserRecordBody: g Retg ctE FtfEl{ d+FH]; tdR ?Y Rd.af®[t” ot ct Elct”d ¥cdE
T Ffod+t dfe+RvEetd Rd=t§T df

vault: t"d F @Ft§ + ..o@R Ffd d+tc g+Rt” dES dtoRete{ f+@fdd t8IRt t”d fcdE

Web Crypto APl: gE | ctg+RefRt” ot Rd.§dc g+ §tdEaFdt ; dE..B FH[;t SB; " &
, dEst§ <c & * d? g; ; &at§ <c

YubiKey: o" olR’ gH oft” d+t§et§ + Rde&Fdt ; E tdFt gFFdcct cYctdd c{tf; Fo@ fcdR
oc g cdF +R.gFt E

zero-knowledge encryption: t”d ; E Fdcc ..d+FH[; t§&S fcdERetg " §” EdY & otdBpQ” ot
Fo++ t ?2d &.dEHIR ERAEdR ?Yt" d cdE§d ; E aRdIE

zxcvbn: g+ ;d+c fBd; @gcc’ HRctE-+St” dct® ot Ecdd
" tt: ceNAE§” f2|F & NRE ; ? +Ni+Fo?-



https://github.com/dropbox/zxcvbn

