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1. Introduction
�Å�÷�� �� �� �� �{�� �� �\ �� �…�ø�Ó�Ó�ø�t�t�ø�F�Ë�c�ø�Š�ø�§�÷�c�t �¨ �d�?�ø�;�; �Ó�§�F�ø�t�§�� �÷�c�c�t�ø�E�t�d�R�¨ �§�t�” �c�t�� �Ó�d�÷�F�E�d�R�d�÷�t�§�ø�Ó�c�{�ð�ø�§�÷�Ó�¶
�¨ �d�ø�Ë�� �E�E�d�ƒ�c�d�R�;�ø�c�c�¨ �� �E�R�c���|�Å�t�j�c�ø�÷�d�÷�� �E�ð�� �ƒ�c�;�E�� �?�Ó�d�ð�} �¨ �§�t�” �ø�c�§�ð�;�Ó�d�?�ƒ�t �F�E�§�ð�§�÷�ø�Ó�Ó�¶
�ƒ�÷�R�d�E�ƒ�t�§�Ó�§�Í�d�R�c�� �Ó�ƒ�t�§�� �÷�|

�� password manager �÷�� �t �� �÷�Ó�¶�ð�ø�Ë�d�c�§�t �d�ø�c�¶�t�� �E�d�;�Ó�ø�F�d�¨ �d�ø�Ë�F�E�d�R�d�÷�t�§�ø�Ó�c�¨ �§�t�” �c�t�E�� �÷�Š�� �÷�d�c�{�§�t
�ø�Ó�c�� �Š�E�d�ø�t�Ó�¶�E�d�R�ƒ�F�d�c�R�ø�ð�ø�Š�d�F�ø�ƒ�c�d�R�?�¶�ø�÷�¶�� �÷�d�F�E�d�R�d�÷�t�§�ø�Ó�j�c�d�±�;�� �c�ƒ�E�d�|�™�� �d�÷�F�� �ƒ�E�ø�Š�d�ð�� �E�d
�¨ �§�R�d�c�;�E�d�ø�R�ø�R�� �; �t�§�� �÷�� �…�t�”�§�c�c�� �Ó�ƒ�t�§�� �÷�{�¨ �d�ø�t �_�±�;�E�d�c�c�Å�v�+ �R�d�F�§�R�d�R�§�t �¨ �ø�c�t�§�ð�d�t�� �R�E�ø�¨ �� �÷�� �ƒ�E
���¤�d�E���� �¶�d�ø�E�c�� �…�c�d�F�ƒ�E�§�t�¶�d�±�;�d�E�t�§�c�d�t�� �R�d�¤�d�Ó�� �; �� �ƒ�E���¨ �÷�;�ø�c�c�¨ �� �E�R�ð�ø�÷�ø�Š�d�E�•ExpressVPN Keys�|

�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�;�� �E�{�c�§�ð�;�Ó�¶�{�n�� �d�¶�c�o�<�§�c�÷�� �t �ø�c�t�ø�÷�R�ø�Ó�� �÷�d�ø�;�; �‚ �§�t �Ó�§�¤�d�c�§�÷�� �ƒ�E�…�Ó�ø�Š�c�”�§�;
�_�±�;�E�d�c�c�Å�v�+ �ø�;�; �c�…�� �E�§�@�‹ �ø�÷�R�� �÷�R�E�� �§�R�{�ø�÷�R�§�÷�ø�?�E���¨ �c�d�E�d�±�t�d�÷�c�§�� �÷�…�� �E�I �”�E�� �ð�d�;�ø�÷�R�� �t�”�d�E
�I �”�E�� �ð�§�ƒ�ð�Q�?�ø�c�d�R�?�E���¨ �c�d�E�c�<�…�� �E�ƒ�c�d�� �÷�#�ø�F�{�È�§�÷�R���¨ �c�{�ø�÷�R���§�÷�ƒ�±�F�� �ð�;�ƒ�t�d�E�c�|�_�¤�d�E�¶�t�”�§�÷�Š�c�t�� �E�d�R
�§�÷�� �d�¶�c�§�c�c�d�F�ƒ�E�d�Ó�¶�c�¶�÷�F�d�R�ø�F�E�� �c�c�ø�Ó�Ó�;�Ó�ø�t�…�� �E�ð�c�…�� �E�d�ø�c�¶�ø�F�F�d�c�c�{�ø�÷�R�� �d�¶�c�ƒ�c�d�E�c�F�ø�÷�c�t�� �E�d�ø�÷�R
�¤�§�d�¨ �ø�c�ð�ø�÷�¶�§�t�d�ð�c�;�Ó�� �Š�§�÷�c�{�c�d�F�ƒ�E�d�÷�� �t�d�c�{�F�E�d�R�§�t�M�R�d�?�§�t �F�ø�E�R�c�<�ø�F�E�� �c�c�ø�c�ð�ø�÷�¶�R�d�¤�§�F�d�c�ø�c�t�”�d�¶
�Ó�§�Ë�d�|

�� �d�¶�c�”�ø�c�ð�ø�÷�¶�c�d�F�ƒ�E�§�t�¶�…�d�ø�t�ƒ�E�d�c�{�§�÷�F�Ó�ƒ�R�§�÷�Šbiometric unlock�{two-factor authentication�{
breach alerts�{�ø�÷�R�ø�c�d�F�ƒ�E�§�t�¶�n�c�F�� �E�§�÷�Š�o�c�¶�c�t�d�ð �…�� �E�d�ø�F�” �Ó�� �Š�§�÷�{�¨ �”�§�F�” �¨ �d�F�ø�Ó�ÓPassword Health�|
�Å�÷�t�”�d�§�÷�t�d�E�d�c�t �� �…�t�E�ø�÷�c�;�ø�E�d�÷�F�¶�ø�÷�R�Š�E�d�ø�t�d�E�c�d�F�ƒ�E�§�t�¶�ø�¨ �ø�E�d�÷�d�c�c�{�¨ �d�F�E�d�ø�t�d�R�t�”�§�c�¨ �”�§�t�d�;�ø�;�d�E�t��
�� �ƒ�t�Ó�§�÷�d�� �ƒ�E�§�ð�;�Ó�d�ð�d�÷�t�ø�t�§�� �÷�� �…�t�”�d�c�d�ø�÷�R�� �t�”�d�E�…�d�ø�t�ƒ�E�d�c�|�È�d�ø�Ó�c�� �t�ø�Ë�d�t�”�d�� �; �; �� �E�t�ƒ�÷�§�t�¶�t��
�R�§�c�F�ƒ�c�c�t�”�d�R�d�c�§�Š�÷�{�; �”�§�Ó�� �c�� �; �”�¶�{�ø�÷�R�F�E�¶�;�t�� �Š�E�ø�;�”�¶�;�E�§�÷�F�§�;�Ó�d�c�� �÷�¨ �”�§�F�” �� �d�¶�c�§�c�?�ƒ�§�Ó�t�{�ð�ø�§�÷�t�ø�§�÷�d�R�{
�ø�÷�R�§�ð�;�E���¤�d�R�|

�È�d�¨ �d�Ó�F�� �ð�d�ø�÷�¶�A�ƒ�d�c�t�§�� �÷�c�� �E�F�� �ð�ð�d�÷�t�c�¶�� �ƒ�ð�ø�¶�”�ø�¤�d�ø�?�� �ƒ�t �� �d�¶�c�� �E�t�”�§�c�¨ �”�§�t�d�;�ø�;�d�E�{�¨ �”�§�F�”
�¶�� �ƒ�F�ø�÷�c�d�÷�R�t�� �ƒ�c�?�¶�F�� �÷�t�ø�F�t�§�÷�Š�_�±�;�E�d�c�c�Å�v�+ �‹�ƒ�;�; �� �E�t�|�Å�…�¶�� �ƒ�…�§�÷�R�ø�?�ƒ�Š�� �E�;�� �t�d�÷�t�§�ø�Ó
�¤�ƒ�Ó�÷�d�E�ø�?�§�Ó�§�t�¶�{�; �Ó�d�ø�c�d�E�d�;�� �E�t �§�t �§�ð�ð�d�R�§�ø�t�d�Ó�¶�t�”�E�� �ƒ�Š�” �� �ƒ�E�?�ƒ�Š�?�� �ƒ�÷�t�¶�;�E�� �Š�E�ø�ð �c�� �� �ƒ�E�d�÷�Š�§�÷�d�d�E�c
�F�ø�÷�¤�ø�Ó�§�R�ø�t�d�ø�÷�R�t�E�§�ø�Š�d�t�”�d�§�c�c�ƒ�d�|

�+���¨ �{�Ó�d�t�j�c�t�ø�Ó�Ë�ø�?�� �ƒ�t �� �d�¶�c�1

�� �������� �' �D�W�D�%�U�H�D�F�K�,�Q�Y�H�V�W�L�J�D�W�L�R�Q�V�5�H�S�R�U�W���9�H�U�L�]�R�Q��
�K�W�W�S�V�������Z�Z�Z���Y�H�U�L�]�R�Q���F�R�P���E�X�V�L�Q�H�V�V���U�H�V�R�X�U�F�H�V���U�H�S�R�U�W�V���G�E�L�U�������������V�X�P�P�D�U�\���R�I���I�L�Q�G�L�Q�J�V��
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https://www.expressvpn.com/support/
https://bugcrowd.com/expressvpn
https://www.verizon.com/business/resources/reports/dbir/2023/summary-of-findings/


2. Strategies and principles
�™�”�d�…�� �Ó�Ó���¨ �§�÷�Š�c�t�E�ø�t�d�Š�§�d�c�”�ø�¤�d�ø�Ó�¨ �ø�¶�c�Š�ƒ�§�R�d�R�”���¨ �¨ �d�;�E�� �t�d�F�t �Å�v�+ �F�ƒ�c�t�� �ð�d�E�R�ø�t�ø�{�ø�÷�R�t�”�d�¶
�ø�;�; �Ó�¶�Ã�ƒ�c�t �ø�c�E�d�ø�R�§�Ó�¶�t�� �”�� �¨ �¨ �d�;�E�� �t�d�F�t �t�”�d�§�t�d�ð�c�§�÷�ø�� �d�¶�c�ƒ�c�d�E�j�c�d�÷�F�E�¶�;�t�d�Rvault�•

ExpressVPN’s four key strategies

�‰�� �E�d�±�ø�ð�;�Ó�d�c�� �…�”���¨ �t�”�d�c�d�;�E�§�÷�F�§�;�Ó�d�c�ø�E�d�§�ð�;�Ó�d�ð�d�÷�t�d�R�ø�F�E�� �c�c�ø�Ó�Ó�_�±�;�E�d�c�c�Å�v�+ �;�E�� �R�ƒ�F�t�c�{

�¤�§�c�§�t �t�”�d�_�±�;�E�d�c�c�Å�v�+ �™�E�ƒ�c�t �I �d�÷�t�d�E�|

4

https://www.expressvpn.com/trust


�Å�÷�R�d�c�§�Š�÷�§�÷�Š�ø�÷�d�¨ �; �ø�c�c�¨ �� �E�R�ð�ø�÷�ø�Š�d�E�…�E�� �ð �t�”�d�Š�E�� �ƒ�÷�R�ƒ�;�{�”�� �¨ �d�¤�d�E�{�¨ �d�ø�Ó�c�� �d�ð�;�Ó���¶�d�R�ø�…�d�¨
�ø�R�R�§�t�§�� �÷�ø�Ó�;�E�§�÷�F�§�;�Ó�d�c�•

Kerckhoffs’s principle
�™�”�d�E�d�÷���¨ �÷�d�R�ð�ø�t�”�d�ð�ø�t�§�F�§�ø�÷�I �Ó�ø�ƒ�R�d�‹�”�ø�÷�÷�� �÷�� �÷�F�d�c�ø�§�R�{�n�@�÷�d�� �ƒ�Š�”�t �t�� �R�d�c�§�Š�÷�c�¶�c�t�d�ð�c�ƒ�÷�R�d�E
�t�”�d�ø�c�c�ƒ�ð�;�t�§�� �÷�t�”�ø�t �t�”�d�d�÷�d�ð�¶�¨ �§�Ó�Ó�§�ð�ð�d�R�§�ø�t�d�Ó�¶�Š�ø�§�÷�…�ƒ�Ó�Ó�…�ø�ð�§�Ó�§�ø�E�§�t�¶�¨ �§�t�” �t�”�d�ð�o(�‹�”�ø�÷�÷�� �÷�{
���� �� �� )�|

�Å�÷�F�E�¶�;�t�� �Š�E�ø�;�”�¶�{�t�”�§�c�§�c�Ë�÷���¨ �÷�ø�cKerckhoffs’s principle�•�t�”�d�§�R�d�ø�t�”�ø�t �ø�c�¶�c�t�d�ð �c�”�� �ƒ�Ó�R�?�d
�c�d�F�ƒ�E�d�d�¤�d�÷�§�…�ø�R�¤�d�E�c�ø�E�§�d�c�Ë�÷���¨ �d�¤�d�E�¶�t�”�§�÷�Š�ø�?�� �ƒ�t �t�”�d�c�¶�c�t�d�ð�U�ø�c�Ó�� �÷�Š�ø�c�t�”�d�¶�R�� �÷�j�t �Ë�÷���¨ �t�”�d
�c�d�F�E�d�t �Ë�d�¶(�� �d�E�F�Ë�”�� �…�…�c�{���� �� �� )�|�Å�÷�t�”�d�F�� �÷�t�d�±�t �� �…�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�{�t�”�§�c�ð�d�ø�÷�c�¶�� �ƒ�E�c�t�� �E�d�R�§�t�d�ð�c
�ø�E�d�c�d�F�ƒ�E�d�d�¤�d�÷�§�…�ø�;�d�E�c�§�c�t�d�÷�t �ø�R�¤�d�E�c�ø�E�¶�”�ø�c�Š�ø�§�÷�d�R�F�� �ð�;�Ó�d�t�d�Ë�÷���¨ �Ó�d�R�Š�d�� �…�� �ƒ�E
�F�E�¶�;�t�� �c�¶�c�t�d�ð�U�ø�c�Ó�� �÷�Š�ø�c�t�”�ø�t �ø�R�¤�d�E�c�ø�E�¶�R�� �d�c�÷�j�t �”�ø�¤�d�¶�� �ƒ�E�;�E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�|

�Å�÷�� �t�”�d�E�¨ �� �E�R�c�{�¨ �d�R�� �÷�j�t �E�d�Ó�¶�� �÷�n�c�d�F�ƒ�E�§�t�¶�t�”�E�� �ƒ�Š�” �� �?�c�F�ƒ�E�§�t�¶�|�o�È�d�¨ �ø�÷�t �� �ƒ�E�F�E�¶�;�t�� �c�¶�c�t�d�ð �t�� �?�d
�…�ƒ�Ó�Ó�¶�t�E�ø�÷�c�;�ø�E�d�÷�t �c�� �t�”�ø�t �§�t �F�ø�÷�?�d�c�t�ƒ�R�§�d�R�{�t�d�c�t�d�R�{�ø�÷�R�§�ð�;�E���¤�d�R�‚ �§�÷�…�ø�F�t�{�t�”�ø�t �§�c�¨ �”�¶�¨ �d�ø�E�d
�¨ �E�§�t�§�÷�Š�t�”�§�c�¨ �”�§�t�d�;�ø�;�d�E�1

Your secret stays with you
�È�”�d�÷�¶�� �ƒ�…�§�E�c�t �c�d�t �ƒ�; �_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�{�t�”�d�ø�;�; �Š�ƒ�§�R�d�c�¶�� �ƒ�t�� �c�d�t �ø�c�t�E�� �÷�Šprimary password�|
�A�d�F�ø�ƒ�c�d�t�”�d�c�d�F�ƒ�E�§�t�¶�� �…�ø�Ó�Ó�¶�� �ƒ�E�c�t�� �E�d�R�§�t�d�ð�c�”�§�÷�Š�d�c�� �÷�t�”�d�c�d�F�E�d�F�¶�� �…�t�”�ø�t �; �E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�{
�¨ �d�R�� �÷�j�t �¨ �ø�÷�t �ø�÷�¶�� �÷�d�?�ƒ�t �¶�� �ƒ�t�� �”�ø�¤�d�§�t�{�÷�� �t �d�¤�d�÷�ƒ�c�|

�™�� �ð�§�÷�§�ð�§�Í�d�E�§�c�Ë�{�¨ �d�R�d�c�§�Š�÷�d�R�ø�F�Ó�§�d�÷�t�Q�c�d�E�¤�d�E�;�E�� �t�� �F�� �Ó�t�”�ø�t �d�÷�c�ƒ�E�d�c�t�”�ø�t �ø�Ó�Ó�F�� �ð�;�ƒ�t�ø�t�§�� �÷�c
�E�d�A�ƒ�§�E�§�÷�Š�¶�� �ƒ�E�;�E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�ø�E�d�R�� �÷�d�§�÷�¶�� �ƒ�E�Ó�� �F�ø�Ó�c�¶�c�t�d�ð �ø�÷�R�÷�d�¤�d�E�Ó�d�ø�¤�d�¶�� �ƒ�E�R�d�¤�§�F�d�|
�™�”�ø�t�j�c�?�d�F�ø�ƒ�c�d�c�d�÷�R�§�÷�Š�¶�� �ƒ�E�;�E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�§�÷�ø�÷�¶�…�� �E�ð �;�d�¤�d�÷�d�÷�F�E�¶�;�t�d�R�<�§�÷�F�E�d�ø�c�d�c�t�”�d�E�§�c�Ë
�� �…�F�� �ð�;�E�� �ð�§�c�d�|�È�d�¨ �ø�÷�t �¶�� �ƒ�E�;�E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�t�� �E�d�ð�ø�§�÷�c�d�F�ƒ�E�d�d�¤�d�÷�§�÷�t�”�d�ƒ�÷�Ó�§�Ë�d�Ó�¶�d�¤�d�÷�t
�t�”�ø�t �÷�d�t�¨ �� �E�Ë�ø�t�t�ø�F�Ë�d�E�c�ø�E�d�”�ø�E�¤�d�c�t�§�÷�Š�¶�� �ƒ�E�t�E�ø�…�…�§�F�¨ �§�t�” �t�”�d�Š�� �ø�Ó�� �…�R�d�F�E�¶�;�t�§�÷�Š�§�t �Ó�ø�t�d�E�|�™�”�d�E�d�…�� �E�d
�¨ �d�¨ �§�Ó�Ó�÷�d�¤�d�E�E�d�A�ƒ�§�E�d�¶�� �ƒ�t�� �c�d�÷�R�¶�� �ƒ�E�;�E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�§�÷�ø�÷�¶�…�� �E�ð�|

�‹�d�d�� �ƒ�E�c�d�F�t�§�� �÷�� �÷�Í�d�E�� �Q�Ë�÷���¨ �Ó�d�R�Š�d�d�÷�F�E�¶�;�t�§�� �÷�…�� �E�ð�� �E�d�R�d�t�ø�§�Ó�|

Good software design
�Å�÷�R�d�c�§�Š�÷�§�÷�Š�� �d�¶�c�{�¨ �d�ð�ø�R�d�c�d�¤�d�E�ø�Ó�R�d�F�§�c�§�� �÷�c�ø�t �t�”�d�¤�d�E�¶�c�t�ø�E�t �t�”�ø�t �ø�Ó�Ó���¨ �d�R�R�d�¤�d�Ó�� �; �d�E�c�t��
�…�� �F�ƒ�c�� �÷�c�d�F�ƒ�E�§�t�¶�¨ �§�t�”�� �ƒ�t �ø�R�R�§�÷�Š�ƒ�÷�÷�d�F�d�c�c�ø�E�¶�F�� �ð�;�Ó�d�±�§�t�¶�� �E�E�d�§�÷�¤�d�÷�t�§�÷�Š�t�”�d�¨ �”�d�d�Ó�•

�” �‰�§�E�c�t�{�¨ �d�¨ �E�� �t�d�ø�c�d�Ó�…�Q�F�� �÷�t�ø�§�÷�d�Rcore library �§�÷�~�ƒ�c�t �ø�c�t�”�d�?�ø�c�d�F�� �ð�;�� �÷�d�÷�t�{�¨ �”�§�F�”
�ø�Ó�Ó���¨ �c�…�� �E�ø�¨ �d�Ó�Ó�Q�R�d�…�§�÷�d�R�§�÷�t�d�E�…�ø�F�d�¨ �§�t�” �F�� �ð�;�ø�t�§�?�§�Ó�§�t�¶�ø�F�E�� �c�c�ð�ø�÷�¶�;�Ó�ø�t�…�� �E�ð�c�§�÷�ø
�t�¶�;�d�Q�c�ø�…�d�ø�÷�R�ð�d�ð�� �E�¶�Q�c�ø�…�d�¨ �ø�¶�|
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https://www.rust-lang.org/


�” �+�d�±�t�{�¨ �d�ƒ�c�d�R�t�”�d�I �� �÷�F�§�c�d�A�§�÷�ø�E�¶�@�?�Ã�d�F�t �~�d�;�E�d�c�d�÷�t�ø�t�§�� �÷(�I �A�@�~)�…�� �Eserialization �ø�÷�R
deserialization �� �…�R�ø�t�ø�§�÷�� �ƒ�E�F�� �ð�ð�ƒ�÷�§�F�ø�t�§�� �÷�c�{�E�d�R�ƒ�F�§�÷�Š�E�§�c�Ë�� �…�R�ø�÷�Š�d�E�� �ƒ�c
�R�d�c�d�E�§�ø�Ó�§�Í�ø�t�§�� �÷�ø�t�t�ø�F�Ë�c�t�”�ø�t �ø�E�d�F�� �ð�ð�� �÷�§�÷�� �t�”�d�E�…�E�ø�ð�d�¨ �� �E�Ë�c�|

�” �‰�§�÷�ø�Ó�Ó�¶�{�¨ �d�ð�ø�R�d�ø�F�� �÷�c�F�§�� �ƒ�c�F�”�� �§�F�d�t�� �; �§�F�Ë�c�t�ø�÷�R�ø�E�R�{�¨ �d�Ó�Ó�Q�t�d�c�t�d�R�F�E�¶�;�t�� �Š�E�ø�;�”�§�F
primitives�|�Å�÷�;�ø�E�t�§�F�ƒ�Ó�ø�E�{�¨ �d�ƒ�c�d�t�”�d�F�Ó�ø�c�c�� �…�F�§�;�”�d�E�c�t�”�ø�t �ø�Ó�Ó���¨ �…�� �E�ø�ƒ�t�”�d�÷�t�§�F�ø�t�d�R
�d�÷�F�E�¶�;�t�§�� �÷�¨ �§�t�” �ø�c�c�� �F�§�ø�t�d�R�R�ø�t�ø�•�� �_�� �T (�~�� �Š�ø�¨ �ø�¶�{�� �� �� �� )�{�¨ �”�§�F�” �c�§�ð�ƒ�Ó�t�ø�÷�d�� �ƒ�c�Ó�¶�d�÷�c�ƒ�E�d�c
�F�� �÷�…�§�R�d�÷�t�§�ø�Ó�§�t�¶�{�§�÷�t�d�Š�E�§�t�¶�{�ø�÷�R�ø�ƒ�t�”�d�÷�t�§�F�§�t�¶�|

Trust but verify
�_�¤�d�÷�§�…�¨ �d�R�d�c�§�Š�÷�d�R�t�”�d�;�d�E�…�d�F�t �c�¶�c�t�d�ð�{�¨ �d�¨ �� �ƒ�Ó�R�c�t�§�Ó�Ó�÷�d�d�R�t�� �¤�d�E�§�…�¶�§�t�c�§�ð�;�Ó�d�ð�d�÷�t�ø�t�§�� �÷�|�� �…�t�d�E
�ø�Ó�Ó�{�?�ƒ�Š�c�F�ø�÷�;�� �t�d�÷�t�§�ø�Ó�Ó�¶�F�E�d�d�; �§�÷�§�…�R�d�¤�d�Ó�� �; �d�E�c�ø�E�d�÷�� �t �F�ø�E�d�…�ƒ�Ó�{�d�R�Š�d�F�ø�c�d�c�ð�ø�¶�F�E�� �; �ƒ�; �¨ �§�t�”�� �ƒ�t
�; �E�� �; �d�E�t�d�c�t�§�÷�Š�{�ø�÷�R�¨ �d�ð�ƒ�c�t �ø�Ó�¨ �ø�¶�c�?�d�E�d�ø�R�¶�…�� �E�§�c�c�ƒ�d�c�§�÷�t�”�d�c�� �…�t�¨ �ø�E�d�c�ƒ�;�; �Ó�¶�F�”�ø�§�÷�|�™�� �d�÷�c�ƒ�E�d
�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�Ó�§�¤�d�c�ƒ�; �t�� �t�”�d�c�d�F�ƒ�E�§�t�¶�Š�ƒ�ø�E�ø�÷�t�d�d�c�R�d�c�F�E�§�?�d�R�§�÷�§�t�c�R�d�c�§�Š�÷�•

�” �@�ƒ�E�F�� �R�d�?�ø�c�d�c�Š�� �t�”�E�� �ƒ�Š�” �ø�?�ø�t�t�d�E�¶�� �…�§�÷�t�d�E�÷�ø�Ópenetration testing�|

�” �È�d�E�d�Š�ƒ�Ó�ø�E�Ó�¶�F�� �ð�ð�§�c�c�§�� �÷�§�÷�R�d�;�d�÷�R�d�÷�t�{�t�”�§�E�R�Q�;�ø�E�t�¶audits �� �…�� �ƒ�E�ø�;�; �c�|

�” �È�d�E�d�ð�ø�§�÷�� �; �d�÷�t�� �c�d�F�ƒ�E�§�t�¶�E�d�c�d�ø�E�F�” �?�¶�t�”�d�;�ƒ�?�Ó�§�F�{�ø�÷�R�ø�÷�¶�� �÷�d�F�ø�÷�E�d�;�� �E�t �c�d�F�ƒ�E�§�t�¶
�§�c�c�ƒ�d�c�t�”�E�� �ƒ�Š�” �� �ƒ�Ebug bounty program�|

�+���¨ �{�Ó�d�t�j�c�R�§�¤�d�§�÷�t�� �”�� �¨ �� �d�¶�c�ø�F�t�ƒ�ø�Ó�Ó�¶�¨ �� �E�Ë�c�|
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https://datatracker.ietf.org/doc/html/rfc8949
https://github.com/advisories/GHSA-j9c5-6p9g-hwf3
https://github.com/advisories/GHSA-j9c5-6p9g-hwf3


3. Authentication
�È�”�d�÷�¶�� �ƒ�c�§�Š�÷�§�÷�t�� �_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�{�¤�ø�E�§�� �ƒ�c�F�E�¶�;�t�� �Š�E�ø�;�”�§�F�ø�÷�R�÷�d�t�¨ �� �E�Ë�� �; �d�E�ø�t�§�� �÷�c�� �F�F�ƒ�E�§�÷
�t�”�d�?�ø�F�Ë�Š�E�� �ƒ�÷�R�|�¡ �d�E�d�¨ �d�j�Ó�Ó�¨ �ø�Ó�Ë�¶�� �ƒ�t�”�E�� �ƒ�Š�” �”�� �¨ �¶�� �ƒ�E�F�� �ð�ð�ƒ�÷�§�F�ø�t�§�� �÷�c�t�� �t�”�d�c�d�E�¤�d�E�ø�E�d
�;�E�� �t�d�F�t�d�R�?�¶�ð�ƒ�Ó�t�§�;�Ó�d�ø�ƒ�t�”�d�÷�t�§�F�ø�t�§�� �÷�ð�d�F�”�ø�÷�§�c�ð�c�{�?�� �t�” �t�”�E�� �ƒ�Š�” �c�t�ø�÷�R�ø�E�R�F�E�¶�;�t�� �Š�E�ø�;�”�§�F
�;�E�� �t�� �F�� �Ó�c�ø�÷�R�t�”�E�� �ƒ�Š�” �ø�R�R�§�t�§�� �÷�ø�Ó�;�E�� �t�d�F�t�§�� �÷�c�§�ð�;�Ó�d�ð�d�÷�t�d�R�ø�t �t�”�d�ø�;�; �Ó�§�F�ø�t�§�� �÷�Ó�ø�¶�d�E�|�È�d�j�Ó�Ó
�§�Ó�Ó�ƒ�c�t�E�ø�t�d�”���¨ �t�”�d�c�d�ð�d�F�”�ø�÷�§�c�ð�c�;�E�� �t�d�F�t �¶�� �ƒ�E�t�E�ø�…�…�§�F�ø�÷�R�¶�� �ƒ�E�ø�F�F�� �ƒ�÷�t �…�E�� �ð �÷�d�t�¨ �� �E�Ë�ø�t�t�ø�F�Ë�d�E�c
�¨ �”�� �ð�§�Š�”�t �?�d�;�ø�c�c�§�¤�d�Ó�¶�Ó�§�c�t�d�÷�§�÷�Š�� �E�ø�t�t�d�ð�;�t�§�÷�Š�t�� �ð�� �R�§�…�¶�t�E�ø�…�…�§�F�t�� �� �ƒ�E�c�d�E�¤�d�E�c�|

Step-up authentication
�� �d�¶�c�ø�F�F�� �ƒ�÷�t�c�ø�E�d�t�§�d�R�t�� �_�±�;�E�d�c�c�Å�v�+ �ø�F�F�� �ƒ�÷�t�c�{�c�� �?�d�…�� �E�d�¶�� �ƒ�F�ø�÷�F�E�d�ø�t�d�� �E�ø�F�F�d�c�c�¶�� �ƒ�E�� �d�¶�c
�ø�F�F�� �ƒ�÷�t�{�¨ �d�÷�d�d�R�t�� �F�� �÷�…�§�E�ð �t�”�ø�t �¶�� �ƒ�ø�E�d�t�”�d���¨ �÷�d�E�� �…�t�”�d�_�±�;�E�d�c�c�Å�v�+ �ø�F�F�� �ƒ�÷�t �t�”�ø�t �§�c�c�§�Š�÷�§�÷�Š
�ƒ�; �…�� �E�� �d�¶�c�|

�™�� �; �d�E�…�� �E�ð �t�”�§�c�ø�ƒ�t�”�d�÷�t�§�F�ø�t�§�� �÷�{�t�”�d�…�§�E�c�t �c�t�d�; �§�c�t�� �¤�ø�Ó�§�R�ø�t�d�¶�� �ƒ�E�_�±�;�E�d�c�c�Å�v�+ �ø�F�F�� �ƒ�÷�t
�F�E�d�R�d�÷�t�§�ø�Ó�c�|�™�”�d�÷�¨ �d�;�d�E�…�� �E�ð �ø�÷�� �t�”�d�E�E�� �ƒ�÷�R�� �…�ø�ƒ�t�”�d�÷�t�§�F�ø�t�§�� �÷�ƒ�c�§�÷�Š�ø�c�d�F�� �÷�R�…�ø�F�t�� �E�t�� �d�÷�c�ƒ�E�d
�t�”�ø�t �t�”�d���¨ �÷�d�E�� �…�t�”�d�ø�F�F�� �ƒ�÷�t �§�c�t�”�d�c�ø�ð�d�;�d�E�c�� �÷�E�d�A�ƒ�d�c�t�§�÷�Š�ø�F�F�d�c�c�t�� �� �d�¶�c���|�™�”�§�cstep-up
authentication �t�ø�Ë�d�c�t�”�d�…�� �E�ð �� �…�ø�c�§�±�Q�R�§�Š�§�t �F�� �R�d�c�d�÷�t �t�� �t�”�d�;�E�§�ð�ø�E�¶�d�ð�ø�§�Ó�ø�R�R�E�d�c�c�ø�c�c�� �F�§�ø�t�d�R
�¨ �§�t�” �t�”�d�_�±�;�E�d�c�c�Å�v�+ �ø�F�F�� �ƒ�÷�t�|�™�”�§�c�F�� �R�d�ð�ƒ�c�t �?�d�d�÷�t�d�E�d�R�§�÷�t�� �t�”�d�ø�;�; �{�ø�…�t�d�E�¨ �”�§�F�” �t�”�d�ƒ�c�d�E�§�c
�ø�ƒ�t�”�d�÷�t�§�F�ø�t�d�R�t�� �_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�{�ø�÷�R�ø�÷�ø�ƒ�t�”�d�÷�t�§�F�ø�t�§�� �÷�t�� �Ë�d�÷�;�§�÷�t�”�d�…�� �E�ð �� �…�ø�	�‹�@�+ �È�d�?
�™�� �Ë�d�÷(�	�È�™)�c�§�Š�÷�d�R�¨ �§�t�” �~�‹�� �� �� �� �<�§�c�E�d�t�ƒ�E�÷�d�R�|�™�”�§�c�t�� �Ë�d�÷�F�� �÷�t�ø�§�÷�c�ø�÷�ø�R�R�§�t�§�� �÷�ø�Ó�c�F�� �; �d�ø�Ó�Ó���¨ �§�÷�Š
�§�t �ø�F�F�d�c�c�t�� �_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�{�?�ƒ�t �§�t �¨ �§�Ó�Ó�c�t�§�Ó�Ó�÷�� �t �?�d�ø�?�Ó�d�t�� �ø�F�F�d�c�c�t�”�d�;�ø�c�c�¨ �� �E�R�c�§�÷�t�”�d�¤�ø�ƒ�Ó�t�{
�c�§�÷�F�d�t�”�d�ƒ�c�d�E�”�ø�c�÷�� �t �; �E���¤�§�R�d�R�t�”�d�c�d�F�E�d�t �; �E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�;�ð�� �E�d�� �÷�t�”�§�c�§�÷�t�”�d�÷�d�±�t �c�d�F�t�§�� �÷�<�|

�� �7�K�L�V�L�V�W�K�H�U�H�F�R�P�P�H�Q�G�H�G�³�� �' �"�´�V�H�W�W�L�Q�J�I�R�U�-�6�2�1 �: �H�E�7�R�N�H�Q�V�D�F�F�R�U�G�L�Q�J�W�R�5�)�&�����������: �H�I�R�O�O�R�Z �F�X�U�U�H�Q�W�E�H�V�W
�S�U�D�F�W�L�F�H�V�L�Q�D�X�W�K�H�Q�W�L�F�D�W�L�Q�J�W�R�N�H�Q�V�D�V�S�H�U�5�)�&����������

�� �1�R�W�H�W�K�D�W�W�K�H�D�E�R�Y�H�S�U�R�F�H�V�V�G�R�H�V�Q�R�W�D�S�S�O�\ �W�R�L�2�6 �X�V�H�U�V�Z�K�R�K�D�Y�H�D�O�U�H�D�G�\ �F�R�P�S�O�H�W�H�G�$�S�S�O�H�
�V���)�$ �S�U�R�F�H�V�V��
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https://www.rfc-editor.org/rfc/rfc7519
https://www.rfc-editor.org/rfc/rfc7519
https://datatracker.ietf.org/doc/html/rfc7518
https://www.rfc-editor.org/rfc/rfc8725


Network security
�� �c�¶�� �ƒ�ƒ�c�d�t�”�d�;�ø�c�c�¨ �� �E�R�ð�ø�÷�ø�Š�d�E�;�§�÷�F�Ó�ƒ�R�§�÷�Š�t�”�d�ø�ƒ�t�”�d�÷�t�§�F�ø�t�§�� �÷�R�d�c�F�E�§�?�d�R�ø�?���¤�d�<�{�Ó�ø�¶�d�E�c�� �…
�ø�ƒ�t�”�d�÷�t�§�F�ø�t�§�� �÷�ø�÷�R�ø�ƒ�t�”�� �E�§�Í�ø�t�§�� �÷�;�E�� �t�d�F�t �ø�Ó�Ó�� �v�Å�E�d�A�ƒ�d�c�t�c�ð�ø�R�d�?�¶�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�|�™�”�d�c�d
�Ó�ø�¶�d�E�c�ø�E�d�§�÷�t�d�÷�R�d�R�t�� �ð�ø�Ë�d�§�t �÷�d�ø�E�Ó�¶�§�ð�;�� �c�c�§�?�Ó�d�…�� �E�ø�÷�ø�t�t�ø�F�Ë�d�E�t�� �Š�ø�§�÷�ø�F�F�d�c�c�t�� �{�R���¨ �÷�Ó�� �ø�R�{
�ø�÷�R�M�� �E�t�ø�ð�;�d�E�¨ �§�t�” �¶�� �ƒ�E�c�t�� �E�d�R�§�t�d�ð�c�|

�‰�§�E�c�t�{�ø�Ó�Ó�÷�d�t�¨ �� �E�Ë�F�� �ð�ð�ƒ�÷�§�F�ø�t�§�� �÷�t�� �_�±�;�E�d�c�c�Å�v�+ �� �v�Å�c�d�E�¤�d�E�c�ø�E�d�;�E�� �t�d�F�t�d�R�t�”�E�� �ƒ�Š�” �™���‹ �� �{�ø�÷�R
�¡ �™�™�v�‹ �§�c�ƒ�c�d�R�§�÷�ø�Ó�Ó�F�� �ð�ð�ƒ�÷�§�F�ø�t�§�� �÷�c�|�+�� �¡ �™�™�v �d�÷�R�;�� �§�÷�t�U�¨ �”�§�F�” �¨ �� �ƒ�Ó�R�� �t�”�d�E�¨ �§�c�d�?�d�§�÷
�;�Ó�ø�§�÷�t�d�±�t�U�§�c�d�±�;�� �c�d�R�|�� �c�d�F�ƒ�E�§�t�¶�;�� �Ó�§�F�¶�§�c�F�� �÷�…�§�Š�ƒ�E�d�R�ø�÷�R�d�÷�…�� �E�F�d�R�ø�t �t�”�d�Š�ø�t�d�¨ �ø�¶�…�� �E�t�”�d
�÷�d�Š�� �t�§�ø�t�§�� �÷�� �…�ø�;�; �E�� �; �E�§�ø�t�d�F�§�;�”�d�E�c�ƒ�§�t�d�c�|�� �R�R�§�t�§�� �÷�ø�Ó�Ó�¶�{�™���‹�¤���|�� �§�c�c�ƒ�;�; �� �E�t�d�R�{�c�� �F�§�;�”�d�E�c�ƒ�§�t�d�c
�;�E���¤�§�R�§�÷�Š�v�‰�‹ �;�; �d�E�…�d�F�t �…�� �E�¨ �ø�E�R�c�d�F�E�d�F�¶�<�ø�E�d�c�ƒ�;�; �� �E�t�d�R�ø�÷�R�ƒ�c�d�R�§�…�t�”�d�F�Ó�§�d�÷�t �c�ƒ�;�; �� �E�t�c�§�t�|�™�”�§�c
�ð�d�ø�÷�c�t�E�ø�…�…�§�F�c�d�÷�t �t�� �� �ƒ�E�c�d�E�¤�d�E�§�c�ð�ƒ�F�” �”�ø�E�R�d�E�t�� �F�� �ð�;�E�� �ð�§�c�d�{�c�§�÷�F�d�ƒ�÷�§�A�ƒ�d�Ë�d�¶�c�ø�E�d
�Š�d�÷�d�E�ø�t�d�R�{�ƒ�c�d�R�{�ø�÷�R�E�� �t�ø�t�d�R�t�”�E�� �ƒ�Š�”�� �ƒ�t�|�@�÷�t�� �; �� �…�t�”�§�c�{�™���‹ �ø�Ó�c�� �; �E���¤�§�R�d�c�t�”�d�c�t�ø�÷�R�ø�E�R
�c�d�F�ƒ�E�§�t�¶�Š�ƒ�ø�E�ø�÷�t�d�d�c�…�� �E�¶�� �ƒ�E�÷�d�t�¨ �� �E�Ë�t�E�ø�…�…�§�F�¨ �§�t�” �ƒ�c�•

�ø�| encrypting �¶�� �ƒ�E�t�E�ø�…�…�§�F�c�� �÷�d�t�¨ �� �E�Ë�ø�t�t�ø�F�Ë�d�E�c�F�ø�÷�÷�� �t �ø�F�F�d�c�c�t�”�d�;�Ó�ø�§�÷�t�d�±�t

�?�| calculating �ø�ð�d�c�c�ø�Š�d�ø�ƒ�t�”�d�÷�t�§�F�ø�t�§�� �÷�F�� �R�d�t�� �; �E�d�¤�d�÷�t �ð�� �R�§�…�§�F�ø�t�§�� �÷�t�� �¶�� �ƒ�E
�F�� �ð�ð�ƒ�÷�§�F�ø�t�§�� �÷�c�¨ �§�t�” �ƒ�c�{�ø�÷�R

�F�| verifying �t�”�ø�t �¶�� �ƒ�ø�E�d�§�÷�R�d�d�R�t�ø�Ó�Ë�§�÷�Š�t�� �t�”�d�E�d�ø�Ó�_�±�;�E�d�c�c�Å�v�+ �� �v�Å�c�d�E�¤�d�E�c

�A�ø�F�Ë�§�÷�Š�t�”�d�c�d�F�ƒ�E�d�F�� �ð�ð�ƒ�÷�§�F�ø�t�§�� �÷�c�§�c�ø�;�ƒ�?�Ó�§�F�F�d�E�t�§�…�§�F�ø�t�d�t�¶�§�÷�Š�t�”�d�_�±�;�E�d�c�c�Å�v�+ �� �v�Å�R�� �ð�ø�§�÷
�÷�ø�ð�d�t�� �t�”�d�c�d�E�¤�d�E�|�™�”�§�c�;�ƒ�?�Ó�§�F�F�d�E�t�§�…�§�F�ø�t�d�F�� �÷�t�ø�§�÷�c�ø�� �� �� �� �Q�?�§�t �~�‹�� �; �ƒ�?�Ó�§�F�Ë�d�¶�� �ø�÷�R�§�c�c�§�Š�÷�d�R�?�¶
�ø�t�E�ƒ�c�t�d�R�I �� (�I �d�E�t�§�…�§�F�ø�t�d�� �ƒ�t�”�� �E�§�t�¶�<�{�¨ �§�t�” �t�”�d�F�d�E�t�§�…�§�F�ø�t�d�c�t�”�d�ð�c�d�Ó�¤�d�c�E�� �t�ø�t�d�R�ø�ƒ�t�� �ð�ø�t�§�F�ø�Ó�Ó�¶
�d�¤�d�E�¶�� �ð�� �÷�t�”�c�;�ø�÷�d�±�ø�ð�;�Ó�d�� �…�ð�§�÷�§�ð�§�Í�§�÷�Š�t�”�d�t�§�ð�d�� �…�F�� �ð�;�E�� �ð�§�c�d�<�|

�+�d�±�t�{�¨ �d�§�ð�;�Ó�d�ð�d�÷�t �ø�÷�� �t�”�d�E�Ó�ø�¶�d�E�� �…�ø�ƒ�t�”�d�÷�t�§�F�ø�t�§�� �÷�ø�t �t�”�d�ø�;�; �Ó�§�F�ø�t�§�� �÷�Ó�ø�¶�d�E�{�?�ƒ�§�Ó�t �ø�E�� �ƒ�÷�R�ø
�� �� �� �� �Q�?�§�t �~�‹�� �Ë�d�¶�;�ø�§�E�Ë�÷���¨ �÷�ø�c�t�”�d�ƒ�c�d�E�j�c�§�R�d�÷�t�§�t�¶�t�”�ø�t �§�c�Š�d�÷�d�E�ø�t�d�R�¨ �”�d�÷�t�”�d�ø�F�F�� �ƒ�÷�t �§�c
�F�E�d�ø�t�d�R�|�™�”�d�~�‹�� �Ë�d�¶�;�ø�§�E�F�� �÷�c�§�c�t�c�� �…�t�¨ �� �; �ø�E�t�c�•

���| �™�”�dprivate key �;�ø�Ó�c�� �F�ø�Ó�Ó�d�R�t�”�dPrivate Identity Key�<�|�™�”�§�c�§�c�ƒ�c�d�R�t�� �; �E�� �R�ƒ�F�d�ø
�F�E�¶�;�t�� �Š�E�ø�;�”�§�F�c�§�Š�÷�ø�t�ƒ�E�d�t�� �; �E���¤�d�t�� �t�”�d�c�d�E�¤�d�E�t�”�ø�t �t�”�d�ƒ�c�d�E�§�c�t�”�d�� �÷�d�ð�ø�Ë�§�÷�Š�t�”�d
�E�d�A�ƒ�d�c�t�|�#�� �E�d�;�E�d�F�§�c�d�Ó�¶�{�t�”�§�c�Ë�d�¶�§�c�ƒ�c�d�R�t�� �c�§�Š�÷�t�”�d�;�ø�¶�Ó�� �ø�R�M�F�� �÷�t�d�÷�t�c�� �…�ø�÷�� �v�Å�E�d�A�ƒ�d�c�t�|
�™�”�d�;�E�§�¤�ø�t�d�Ë�d�¶�§�c�Ë�d�;�t �c�d�F�E�d�t �t�”�E�� �ƒ�Š�” �t�”�d�c�d�F�E�d�t �; �E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�;�E���¤�§�R�d�R�?�¶�t�”�d
�ƒ�c�d�E�ø�÷�R�t�”�§�c�;�ø�E�t �� �…�t�”�d�Ë�d�¶�;�ø�§�E�÷�d�¤�d�E�Ó�d�ø�¤�d�c�t�”�d�R�d�¤�§�F�d�§�÷�;�Ó�ø�§�÷�t�d�±�t�|

�� �| �™�”�dpublic key �;�ø�Ó�c�� �F�ø�Ó�Ó�d�R�t�”�dPublic Identity Key�<�|�™�”�§�c�§�c�ƒ�c�d�R�t�� �¤�d�E�§�…�¶�t�”�d�F�� �÷�t�d�÷�t�c
�� �…�t�”�d�� �v�Å�E�d�A�ƒ�d�c�t �ø�÷�R�d�c�t�ø�?�Ó�§�c�” �t�”�ø�t �t�”�d�ƒ�c�d�E�ð�ø�Ë�§�÷�Š�t�”�d�� �v�Å�E�d�A�ƒ�d�c�t �”�ø�c�ø�F�F�d�c�c�t�� �t�”�d
�v�E�§�¤�ø�t�d�� �d�¶�|�� �c�c�ƒ�Š�Š�d�c�t�d�R�?�¶�t�”�d�÷�ø�ð�d�{�t�”�§�c�;�ø�E�t �� �…�t�”�d�Ë�d�¶�;�ø�§�E�§�c�ð�d�ø�÷�t �t�� �?�d�;�ƒ�?�Ó�§�F
�ø�÷�R�F�ø�÷�?�d�ƒ�c�d�R�?�¶�ø�÷�¶�� �÷�d�t�� �¤�ø�Ó�§�R�ø�t�d�ø�c�§�Š�÷�ø�t�ƒ�E�d�;�E�� �R�ƒ�F�d�R�?�¶�t�”�d�;�E�§�¤�ø�t�d�Ë�d�¶�|�™�”�d

�� �%�D�U�N�H�U���(�����	 �' �D�Q�J���4���������������-�D�Q�X�D�U�\�����1�,�6�7�6�3 ������������ �3�D�U�W�� �5�H�Y�������5�H�F�R�P�P�H�Q�G�D�W�L�R�Q�I�R�U�. �H�\
�0�D�Q�D�J�H�P�H�Q�W���U�H�F�R�P�P�H�Q�G�V�����������E�L�W�5�6�$ �N�H�\�V�W�R�E�H�X�V�H�G�I�R�U�3�X�E�O�L�F�. �H�\ �,�Q�I�U�D�V�W�U�X�F�W�X�U�H���3�. �,����

�� �: �H�I�R�O�O�R�Z �W�K�H�J�X�L�G�H�O�L�Q�H�V�S�U�H�V�H�Q�W�H�G�L�Q�6�3 ������������ �5�H�Y�������* �X�L�G�H�O�L�Q�H�V�I�R�U�W�K�H�6�H�O�H�F�W�L�R�Q���&�R�Q�I�L�J�X�U�D�W�L�R�Q���D�Q�G�8�V�H
�R�I�7�U�D�Q�V�S�R�U�W�/�D�\�H�U�6�H�F�X�U�L�W�\ ���7�/�6�� �,�P�S�O�H�P�H�Q�W�D�W�L�R�Q�V
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https://www.ietf.org/rfc/rfc8446.html
https://www.rfc-editor.org/rfc/rfc8446#section-9.1
https://www.rfc-editor.org/rfc/rfc8446#section-9.1
https://datatracker.ietf.org/doc/html/rfc5246#section-5
https://en.wikipedia.org/wiki/RSA_(cryptosystem)
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-57pt3r1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-52r2.pdf


�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�c�d�E�¤�d�E�c�t�� �E�d�c�t�”�d�;�ƒ�?�Ó�§�F�Ë�d�¶�ø�÷�R�ƒ�c�d�c�§�t �t�� �¤�ø�Ó�§�R�ø�t�d�t�”�d�c�§�Š�÷�ø�t�ƒ�E�d�� �÷
�ø�÷�¶�� �v�Å�E�d�A�ƒ�d�c�t�|

A word about “keys” vs. “Keys”
�‰�� �E�t�”�d�;�ƒ�E�;�� �c�d�c�� �…�t�”�§�c�;�ø�;�d�E�{�E�d�…�d�E�d�÷�F�d�c�t�� �F�E�¶�;�t�� �Š�E�ø�;�”�§�F�Ë�d�¶�c�¨ �§�Ó�Ó�?�d�ƒ�÷�F�ø�;�§�t�ø�Ó�§�Í�d�R
�d�±�F�d�;�t �¨ �”�d�÷�÷�ø�ð�d�R�§�÷�ø�c�;�d�F�§�…�§�F�{�c�§�÷�Š�ƒ�Ó�ø�E�Ë�d�¶�c�ƒ�F�” �ø�c�t�”�dPrivate Identity Key�|
�È�”�d�E�d�¤�d�E�n�� �d�¶�c�o�§�c�F�ø�;�§�t�ø�Ó�§�Í�d�R�ø�÷�R�;�Ó�ƒ�E�ø�Ó�{�¶�� �ƒ�F�ø�÷�c�ø�…�d�Ó�¶�ø�c�c�ƒ�ð�d�¨ �d�j�E�d�t�ø�Ó�Ë�§�÷�Š�ø�?�� �ƒ�t
�t�”�d�;�ø�c�c�¨ �� �E�R�ð�ø�÷�ø�Š�d�E�§�t�c�d�Ó�…�|

�@�÷�F�d�t�”�d�F�Ó�§�d�÷�t �d�c�t�ø�?�Ó�§�c�”�d�c�F�� �ð�ð�ƒ�÷�§�F�ø�t�§�� �÷�¨ �§�t�” �t�”�d�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�c�d�E�¤�d�E�{�t�”�d�…�§�E�c�t �ø�÷�R�� �÷�Ó�¶
�� �v�Å�d�÷�R�;�� �§�÷�t �ƒ�c�d�R�?�¶�t�”�d�F�Ó�§�d�÷�t �t�”�ø�t �R�� �d�c�÷�� �t �E�d�A�ƒ�§�E�d�ø�;�ø�¶�Ó�� �ø�R�c�§�Š�÷�d�R�¨ �§�t�” �t�”�d�ƒ�c�d�E�§�R�d�÷�t�§�t�¶�§�c
�t�”�d�� �v�Å�d�÷�R�;�� �§�÷�t �ƒ�c�d�R�t�� �…�d�t�F�” �t�”�d�d�÷�F�E�¶�;�t�d�R�ƒ�c�d�E�E�d�F�� �E�R���|�� �…�t�d�E�t�”�d�ƒ�c�d�E�R�d�F�E�¶�;�t�c�t�”�d
�d�÷�F�E�¶�;�t�d�R�ƒ�c�d�E�E�d�F�� �E�R�ƒ�c�§�÷�Š�t�”�d�c�d�F�E�d�t �; �E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�{�ø�Ó�Ó�…�ƒ�E�t�”�d�E�F�� �ð�ð�ƒ�÷�§�F�ø�t�§�� �÷�c�t�� �t�”�d
�� �v�Å�c�d�E�¤�d�E�;�§�÷�F�Ó�ƒ�R�§�÷�Š�t�”�� �c�d�t�”�ø�t �…�d�t�F�” �t�”�d�ƒ�c�d�E�j�c�c�t�� �E�d�R�§�t�d�ð�c�{�ø�÷�R�t�”�� �c�d�¨ �”�§�F�” �ð�� �R�§�…�¶�t�”�d�ð�<
�ø�E�d�;�E�� �t�d�F�t�d�R�?�¶�t�”�§�c�ø�R�R�§�t�§�� �÷�ø�Ó�Ó�ø�¶�d�E�� �…�ø�ƒ�t�”�d�÷�t�§�F�ø�t�§�� �÷�|�‹�; �d�F�§�…�§�F�ø�Ó�Ó�¶�{�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�ƒ�c�d�c
�~�‹�� -�v�‹�‹ (�A�d�Ó�Ó�ø�E�d�0 �~�� �Š�ø�¨ �ø�¶�{���� �� �� )�¨ �§�t�” �t�”�d�‹�¡ �� �� ���� �”�ø�c�” �ø�Ó�Š�� �E�§�t�”�ð �ø�÷�R�ø�� ���� �Q�?�§�t �c�ø�Ó�t �t�� �c�§�Š�÷
�d�ø�F�” �E�d�A�ƒ�d�c�t �¨ �§�t�” �t�”�d�;�E�§�¤�ø�t�d�Ë�d�¶�|�� �÷�ø�t�t�ø�F�Ë�d�E�¨ �§�t�”�� �ƒ�t �t�”�d�;�E�§�¤�ø�t�d�Ë�d�¶�§�c�ƒ�÷�ø�?�Ó�d�t�� �c�§�Š�÷
�E�d�A�ƒ�d�c�t�c�� �÷�?�d�”�ø�Ó�…�� �…�t�”�d�ƒ�c�d�E�ø�÷�R�¨ �� �ƒ�Ó�R�t�”�d�E�d�…�� �E�d�”�ø�¤�d�t�”�� �c�d�…�� �E�Š�d�R�E�d�A�ƒ�d�c�t�c�E�d�Ã�d�F�t�d�R�?�¶�t�”�d
�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�� �v�Å�c�d�E�¤�d�E�|

�� �c�ø�÷�d�±�t�E�ø�Ó�ø�¶�d�E�� �…�;�E�� �t�d�F�t�§�� �÷�{�¨ �d�§�÷�F�Ó�ƒ�R�d�ø�÷�ø�R�R�§�t�§�� �÷�ø�Ó�c�§�÷�Š�Ó�d�Q�ƒ�c�d�c�§�Š�÷�d�R�F�E�¶�;�t�� �Š�E�ø�;�”�§�F
nonce �¨ �§�t�”�§�÷�t�”�d�;�ø�¶�Ó�� �ø�R�c�c�d�÷�t �t�� �t�”�d�c�d�E�¤�d�E�|�™�”�§�c�÷�� �÷�F�d�§�c�ø�E�ø�÷�R�� �ð�Ó�¶�� �Š�d�÷�d�E�ø�t�d�R�� �� �Q�?�§�t
�ƒ�÷�c�§�Š�÷�d�R�§�÷�t�d�Š�d�E�� �t�§�d�R�t�� �ø�c�;�d�F�§�…�§�F�ƒ�c�d�E�ø�÷�R�§�c�Š�d�÷�d�E�ø�t�d�R�c�d�E�¤�d�E�Q�c�§�R�d�¨ �”�d�÷�E�d�A�ƒ�d�c�t�d�R�?�¶�ø
�ƒ�c�d�E�|�™�”�§�c�÷�� �÷�F�d�§�c�� �÷�Ó�¶�¤�ø�Ó�§�R�…�� �E�ø�c�§�÷�Š�Ó�d�ƒ�c�d�� �E�…�� �E�� �ð�§�÷�ƒ�t�d�c�{�¨ �”�§�F�”�d�¤�d�E�F�� �ð�d�c�…�§�E�c�t�|�™�”�d
�c�§�÷�Š�Ó�d�Q�ƒ�c�d�;�E�� �; �d�E�t�¶�;�E�d�¤�d�÷�t�creplay attacks�{�¨ �”�d�E�d�§�÷�t�”�d�¤�d�E�¶�ƒ�÷�Ó�§�Ë�d�Ó�¶�d�¤�d�÷�t �t�”�ø�t �ø�;�ø�c�c�§�¤�d
�ø�R�¤�d�E�c�ø�E�¶�ð�ø�÷�ø�Š�d�c�t�� �?�E�d�ø�Ë�™���‹ �t�� �� �?�c�d�E�¤�d�{�F�� �Ó�Ó�d�F�t�{�ø�÷�R�E�d�c�d�÷�R�¶�� �ƒ�E�t�E�ø�…�…�§�F�t�� �� �ƒ�E�c�d�E�¤�d�E�c�{
�t�”�d�÷�� �ƒ�E�c�¶�c�t�d�ð�c�Ë�÷���¨ �t�� �E�d�Ã�d�F�t �t�”�d�E�d�;�Ó�ø�¶�d�R�E�d�A�ƒ�d�c�t �?�d�F�ø�ƒ�c�d�t�”�d�÷�� �÷�F�d�”�ø�c�ø�Ó�E�d�ø�R�¶�?�d�d�÷
�ƒ�c�d�R�|�™�”�d�Ó�ø�t�t�d�E�;�E�� �; �d�E�t�¶�d�÷�c�ƒ�E�d�c�t�”�ø�t �t�”�d�E�d�A�ƒ�d�c�t �§�c�t�§�ð�d�Ó�¶�U�§�…�ø�ƒ�c�d�E�E�d�A�ƒ�d�c�t�d�R�ø�t�� �Ë�d�÷�…�E�� �ð
�t�”�d�c�d�E�¤�d�E�?�ƒ�t �R�§�R�÷�� �t �ƒ�c�d�§�t �¨ �§�t�”�§�÷�� �ð�§�÷�ƒ�t�d�c�{�ø�÷�ø�t�t�ø�F�Ë�d�E�¨ �§�Ó�Ó�÷�� �t �?�d�ø�?�Ó�d�t�� �ø�?�ƒ�c�d�t�”�d�…�ø�F�t �t�”�ø�t
�t�”�d�t�� �Ë�d�÷�¨ �ø�c�c�t�� �E�d�R�ƒ�÷�ƒ�c�d�R�…�� �E�c�� �ð�d�;�d�E�§�� �R�� �…�t�§�ð�d�|

�� �$ �������E�L�W�L�Q�W�H�J�H�U�D�O�O�R�Z�V�I�R�U�D�S�S�U�R�[�L�P�D�W�H�O�\ ���� �T�X�L�Q�W�L�O�O�L�R�Q�S�R�V�V�L�E�O�H�X�Q�L�T�X�H�Q�X�P�E�H�U�V���Z�K�L�F�K�L�Q�P�R�U�H�F�R�X�Q�W�D�E�O�H
�W�H�U�P�V�L�V�D�E�R�X�W������������������������������������ �P�L�O�O�L�R�Q���7�K�H�O�L�N�H�O�L�K�R�R�G�W�K�D�W�W�K�H�U�H�L�V�D�F�R�O�O�L�V�L�R�Q�Z�L�W�K�H�[�L�V�W�L�Q�J�Q�R�Q�F�H�V�I�U�R�P �W�K�H
�V�D�P�H�X�V�H�U���D�V�V�X�P�L�Q�J�W�K�H�X�V�H�U�K�D�V���� �G�H�Y�L�F�H�V���F�D�Q�E�H�D�S�S�U�R�[�L�P�D�W�H�G�Z�L�W�K�W�K�H�H�T�X�D�W�L�R�Q�Q�������P ���Z�K�H�U�H�Q�L�V�W�K�H
�Q�X�P�E�H�U�R�I�H�[�L�V�W�L�Q�J�S�H�U���X�V�H�U�Q�R�Q�F�H���D�Q�G�P �L�V�W�K�H�U�D�Q�J�H�I�R�U�D�Q�R�Q�F�H�� �R�U�P�R�U�H�F�R�Q�F�U�H�W�H�O�\ ������ �������î�������� �Z�K�L�F�K�L�V
�����������« ���������� ���Z�L�W�K���� �]�H�U�R�V�����Z�K�L�F�K�P�H�D�Q�V�L�W�L�V�H�I�I�H�F�W�L�Y�H�O�\ �L�P�S�R�V�V�L�E�O�H�I�R�U�D�Q�D�W�W�D�F�N�H�U�W�R�U�H�S�O�D�\ �D�U�H�T�X�H�V�W���6�H�H
�W�K�H�%�L�U�W�K�G�D�\ �3�U�R�E�O�H�P �I�R�U�D�W�K�H�R�U�H�W�L�F�D�O�H�[�S�O�D�Q�D�W�L�R�Q��

�� �: �H�X�V�H�D�F�U�\�S�W�R�J�U�D�S�K�L�F�D�O�O�\ �V�H�F�X�U�H�U�D�Q�G�R�P �Q�X�P�E�H�U�J�H�Q�H�U�D�W�R�U�F�X�U�U�H�Q�W�O�\ �E�D�V�H�G�R�Q�W�K�H�&�K�D�&�K�D���� �E�O�R�F�N�F�L�S�K�H�U
���V�H�H�6�W�G�5�Q�J�I�R�U�P�R�U�H�L�Q�I�R�U�P�D�W�L�R�Q����

�� �7�K�L�V�D�Y�R�L�G�V�D�³�F�K�L�F�N�H�Q�D�Q�G�H�J�J�´�V�L�W�X�D�W�L�R�Q�Z�K�H�U�H�Z�H�Q�H�H�G�W�K�H�S�U�L�Y�D�W�H�N�H�\ �W�R�V�L�J�Q�W�K�H�U�H�T�X�H�V�W���E�X�W�Z�H�G�R�Q�¶�W�\�H�W
�K�D�Y�H�L�W�V�L�Q�F�H�L�W�¶�V�W�L�H�G�W�R�D�Q�H�Q�F�U�\�S�W�H�G�X�V�H�U�U�H�F�R�U�G�V�W�R�U�H�G�R�Q�W�K�H�V�H�U�Y�H�U��
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https://datatracker.ietf.org/doc/html/rfc4055#section-3
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-102.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-102.pdf
https://www.expressvpn.com/blog/sweet-32-birthday-problem/
https://docs.rs/rand/latest/rand/rngs/struct.StdRng.html
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�_�¤�d�÷�ø�…�t�d�E�ø�ƒ�t�”�d�÷�t�§�F�ø�t�§�� �÷�{�”�� �¨ �d�¤�d�E�{�t�”�d�ƒ�c�d�E�j�c�¤�ø�ƒ�Ó�t �§�c�÷�� �t �¶�d�t �ø�F�F�d�c�c�§�?�Ó�d�ƒ�÷�t�§�Ó�ø�…�t�d�E�ø�;�E�§�ð�ø�E�¶
�;�ø�c�c�¨ �� �E�R�§�c�;�E���¤�§�R�d�R�|�Å�÷�t�”�d�÷�d�±�t �c�d�F�t�§�� �÷�{�¨ �d�¨ �§�Ó�Ó�d�Ó�ø�?�� �E�ø�t�d�� �÷�”���¨ �t�”�d�¤�ø�ƒ�Ó�t �¨ �� �E�Ë�c�|
�‹�; �d�F�§�…�§�F�ø�Ó�Ó�¶�{�¨ �d�¨ �§�Ó�Ó�R�d�t�ø�§�Ó�t�”�d�� �; �d�E�ø�t�§�� �÷�c�t�”�ø�t �_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�;�d�E�…�� �E�ð�c�Ó�� �F�ø�Ó�Ó�¶�� �÷�¶�� �ƒ�E�R�d�¤�§�F�d
�ƒ�c�§�÷�Š�t�”�d�c�d�F�E�d�t �; �E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�|

4. Zero-knowledge encryption
Zero-knowledge encryption �ø�Ó�Ó���¨ �c�¶�� �ƒ�t�� �c�t�� �E�d�§�t�d�ð�c�§�÷�� �d�¶�c�§�÷�ø�¨ �ø�¶�t�”�ø�t �� �÷�Ó�¶�¶�� �ƒ�U�t�”�d
�;�d�E�c�� �÷�¨ �§�t�” �t�”�d�c�d�F�E�d�t �; �E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�U�F�ø�÷�ø�F�F�d�c�c�|�È�”�d�÷�¶�� �ƒ�c�t�� �E�d�§�t�d�ð�c�§�÷�¶�� �ƒ�E�¤�ø�ƒ�Ó�t�{
�¶�� �ƒ�E�;�E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�ø�÷�R�ø�÷�¶�� �t�”�d�E�;�Ó�ø�§�÷�t�d�±�t �§�÷�…�� �E�ð�ø�t�§�� �÷�÷�d�¤�d�E�Ó�d�ø�¤�d�c�¶�� �ƒ�E�R�d�¤�§�F�d�|
�™�”�d�E�d�…�� �E�d�{�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�ø�÷�R�§�t�c�c�d�E�¤�d�E�c�”�ø�¤�d�÷�� �¨ �ø�¶�� �…�ø�F�F�d�c�c�§�÷�Š�t�”�§�c�§�÷�…�� �E�ð�ø�t�§�� �÷�§�÷
�;�Ó�ø�§�÷�t�d�±�t�|�_�¤�d�÷�§�…�ø�c�� �; �”�§�c�t�§�F�ø�t�d�R�ø�t�t�ø�F�Ë�d�E�¨ �d�E�d�t�� �c�� �ð�d�”���¨ �Š�d�t �ø�F�F�d�c�c�t�� �� �ƒ�E�c�¶�c�t�d�ð�c�{�ø�Ó�Ó
�§�÷�…�� �E�ð�ø�t�§�� �÷�§�c�d�÷�F�E�¶�;�t�d�R�U�÷�� �; �Ó�ø�§�÷�t�d�±�t �§�÷�…�� �E�ð�ø�t�§�� �÷�F�� �E�E�d�c�;�� �÷�R�§�÷�Š�t�� �¶�� �ƒ�E�¤�ø�ƒ�Ó�t �§�c�d�¤�d�E�c�t�� �E�d�R�§�÷
�t�”�d�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�R�ø�t�ø�?�ø�c�d�|

�™�� �ƒ�÷�R�d�E�c�t�ø�÷�R�”���¨ �t�”�§�c�¨ �� �E�Ë�c�{�Ó�d�t�j�c�t�ø�Ë�d�ø�Ó�� �� �Ë�ø�t �¨ �”�ø�t �”�ø�;�; �d�÷�c�¨ �”�d�÷�¶�� �ƒ�…�§�E�c�t �F�E�d�ø�t�d�¶�� �ƒ�E
�ø�F�F�� �ƒ�÷�t �¨ �§�t�” �¶�� �ƒ�E�;�E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�ø�÷�R�”���¨ �¨ �d�R�d�E�§�¤�d�t�”�d�÷�d�F�d�c�c�ø�E�¶�F�E�¶�;�t�� �Š�E�ø�;�”�§�F
�§�÷�Š�E�d�R�§�d�÷�t�c�…�E�� �ð �t�”�ø�t �; �E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�|

Account creation
�Å�÷�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�{�t�”�d�� �÷�?�� �ø�E�R�§�÷�Š�;�E�� �F�d�c�c�§�c�E�d�Ó�ø�t�§�¤�d�Ó�¶�c�§�ð�;�Ó�d�|�� �…�t�d�E�c�t�d�;�Q�ƒ�; �ø�ƒ�t�”�d�÷�t�§�F�ø�t�§�� �÷�{
�¶�� �ƒ�c�§�ð�;�Ó�¶�”�ø�¤�d�t�� �; �E���¤�§�R�d�¶�� �ƒ�E�;�E�d�…�d�E�E�d�R�;�E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�{�ø�÷�R�ø�Ó�Ó�F�E�¶�;�t�� �Š�E�ø�;�”�§�F�Ë�d�¶�c�¨ �§�Ó�Ó�?�d
�Š�d�÷�d�E�ø�t�d�R�Ó�� �F�ø�Ó�Ó�¶�� �÷�¶�� �ƒ�E�R�d�¤�§�F�d�§�÷�t�”�d�?�ø�F�Ë�Š�E�� �ƒ�÷�R�|

A word about your primary password
�™�”�§�c�;�ø�c�c�¨ �� �E�R�§�c�t�”�d�Ë�d�¶�t�� �¶�� �ƒ�E�d�÷�t�§�E�d�¤�ø�ƒ�Ó�t�{�t�”�d�E�d�…�� �E�d�§�t �§�c�F�E�§�t�§�F�ø�Ó�Ó�¶�§�ð�;�� �E�t�ø�÷�t �t�”�ø�t �§�t �§�c
�÷�d�§�t�”�d�E�Ó�d�ø�Ë�d�R�÷�� �E�Š�ƒ�d�c�c�ø�?�Ó�d�?�¶�ø�÷�ø�t�t�ø�F�Ë�d�E�|

�™�� �”�d�Ó�; �¶�� �ƒ�F�”�� �� �c�d�ø�c�t�E�� �÷�Š�{unguessable �; �ø�c�c�¨ �� �E�R�{�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�d�¤�ø�Ó�ƒ�ø�t�d�c
�¶�� �ƒ�E�;�E�� �; �� �c�d�R�;�E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�ƒ�c�§�÷�Š�t�”�d�§�÷�R�ƒ�c�t�E�¶�c�t�ø�÷�R�ø�E�R�Í�±�F�¤�?�÷�;�ø�c�c�¨ �� �E�R
�c�t�E�d�÷�Š�t�” �d�c�t�§�ð�ø�t�� �E(�È�”�d�d�Ó�d�E�{�� �� ���� )�|�Í�±�F�¤�?�÷�ð�d�ø�c�ƒ�E�d�c�t�”�d�Š�ƒ�d�c�c�ø�?�§�Ó�§�t�¶�� �…�¶�� �ƒ�E
�;�ø�c�c�¨ �� �E�R�¨ �§�t�”�� �ƒ�t �E�d�Ó�¶�§�÷�Š�� �÷�� �ƒ�t�R�ø�t�d�R�;�ø�c�c�¨ �� �E�R�E�ƒ�Ó�d�c�ø�E�� �ƒ�÷�R�t�”�d�÷�ƒ�ð�?�d�E�� �…�F�ø�;�§�t�ø�Ó
�Ó�d�t�t�d�E�c�ø�÷�R�c�;�d�F�§�ø�Ó�c�¶�ð�?�� �Ó�c���|�Å�…�¶�� �ƒ�E�;�ø�c�c�¨ �� �E�R�§�c�F�� �÷�c�§�R�d�E�d�R�¨ �d�ø�Ë�t�”�d�÷�¶�� �ƒ�¨ �§�Ó�Ó�?�d
�¨ �ø�E�÷�d�R�{�ø�÷�R�§�…�§�t �§�c�t�� �� �¨ �d�ø�Ë�t�”�d�÷�¶�� �ƒ�¨ �§�Ó�Ó�÷�� �t �?�d�ø�?�Ó�d�t�� �; �E�� �F�d�d�R�|

�� �/�H�Q�J�W�K�D�Q�G�F�R�P�S�O�H�[�L�W�\ �U�H�T�X�L�U�H�P�H�Q�W�V�D�U�H�F�R�X�Q�W�H�U�S�U�R�G�X�F�W�L�Y�H�D�V�X�V�H�U�V�W�H�Q�G�W�R�Z�R�U�N�D�U�R�X�Q�G�W�K�H�P �L�Q�S�U�H�G�L�F�W�D�E�O�H
�Z�D�\�V���D�Q�G�V�K�R�X�O�G�Q�R�O�R�Q�J�H�U�L�P�S�R�V�H�G�D�V�U�H�T�X�L�U�H�P�H�Q�W�V�E�H�\�R�Q�G�W�K�H�J�X�L�G�D�Q�F�H�L�Q�1�,�6�7�6�S�H�F�L�D�O�3�X�E�O�L�F�D�W�L�R�Q
�������������%���' �L�J�L�W�D�O�,�G�H�Q�W�L�W�\ �* �X�L�G�H�O�L�Q�H�V���$�X�W�K�H�Q�W�L�F�D�W�L�R�Q�D�Q�G�/�L�I�H�F�\�F�O�H�0�D�Q�D�J�H�P�H�Q�W
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https://docs.google.com/document/d/1cxGu-ULthhF4eQzyvmAALQZh-nyHTc-P-DHRuMrc0XU/edit#heading=h.ub4kxbzfapoa
https://github.com/dropbox/zxcvbn
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63b.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63b.pdf


�Õ�� �ƒ�E�;�E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�c�”�� �ƒ�Ó�R�ø�Ó�c�� �?�dmemorable �d�÷�� �ƒ�Š�” �t�”�ø�t �¶�� �ƒ�¨ �� �÷�j�t �?�d�t�d�ð�;�t�d�R
�t�� �F�� �;�¶�§�t �c�� �ð�d�¨ �”�d�E�d�d�Ó�c�d�§�÷�;�Ó�ø�§�÷�t�d�±�t �;�� �E�§�÷�;�Ó�ø�§�÷�c�§�Š�”�t�{�c�ƒ�F�” �ø�c�?�¶�c�t�§�F�Ë�§�÷�Š�ø�÷�� �t�d�� �÷
�¶�� �ƒ�E�F�� �ð�;�ƒ�t�d�E�<�|�™�”�ø�t�j�c�¨ �”�¶�¨ �d�ø�Ó�c�� �c�ƒ�Š�Š�d�c�t �ƒ�c�§�÷�Š�n�E�ø�÷�R�� �ð�o�¨ �� �E�R�c�¨ �§�t�” �; �d�E�c�� �÷�ø�Ó
�ð�d�ø�÷�§�÷�Š�;�?�ƒ�t �÷�� �t �Š�ƒ�d�c�c�ø�?�Ó�d�§�÷�…�� �E�ð�ø�t�§�� �÷�Ó�§�Ë�d�…�ø�ð�§�Ó�¶�÷�ø�ð�d�c�� �E�?�§�E�t�”�R�ø�¶�c�<�|

Primary Password Derived Key (ppdk)
�¥�c�§�÷�Š�ø�Ë�d�¶�R�d�E�§�¤�ø�t�§�� �÷�…�ƒ�÷�F�t�§�� �÷�F�ø�Ó�Ó�d�R�v�A�� �T�‰�� �{�¨ �d�t�E�ø�÷�c�…�� �E�ð �¶�� �ƒ�E�;�E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�§�÷�t�� �ø
�F�E�¶�;�t�� �Š�E�ø�;�”�§�F�Ë�d�¶�F�ø�Ó�Ó�d�R�t�”�dPrimary Password Derived Key �;�; �; �R�Ë�<�•

�X�X�L�S��� �̂f ���>�0�9�2�4�Y
�A�6�/ �\�X�Y


��X�Z�Q�U�I�Z�a���X�I�[�[�_�W�Z�L�\���[�I�T�\�\���Y�X�W�W�W�W�\���Z�Y
	��

�™�”�d�v�A�� �T�‰�� �…�ƒ�÷�F�t�§�� �÷�ƒ�c�d�c�ø�‹�¡ �� �� ���� �¡ �#�� �I �ø�c�t�”�d�;�c�d�ƒ�R�� �E�ø�÷�R�� �ð �…�ƒ�÷�F�t�§�� �÷�{�¶�� �ƒ�E�;�E�§�ð�ø�E�¶
�;�ø�c�c�¨ �� �E�R�{�ø�� �� �Q�?�¶�t�d�c�ø�Ó�t�����{�ø�÷�R�E�ƒ�÷�c�t�”�d�Ë�d�¶�R�d�E�§�¤�ø�t�§�� �÷�…�ƒ�÷�F�t�§�� �÷�…�� �E�� ���� �{�� �� �� �§�t�d�E�ø�t�§�� �÷�c���� �?�d�…�� �E�d
�E�d�t�ƒ�E�÷�§�÷�Š�ø�� �� �Q�?�¶�t�d�Ë�d�¶�•�t�”�d�;�; �R�Ë�|

���� �7�K�L�V�L�V�E�D�V�H�G�R�Q�U�H�F�R�P�P�H�Q�G�D�W�L�R�Q�V�I�U�R�P �2�: �$�6�3��

���� �1�R�W�H�W�K�D�W�W�K�H�V�D�O�W�L�V�X�Q�L�T�X�H�O�\ �J�H�Q�H�U�D�W�H�G�I�R�U�H�Y�H�U�\ �X�V�H�U�D�Q�G�X�V�H�V�2�S�H�Q�6�6�/�¶�V�5�$�1�' �B�E�\�W�H�V�I�X�Q�F�W�L�R�Q�R�U�W�K�H�: �H�E
�&�U�\�S�W�R�$�3�,�¶�V�J�H�W�5�D�Q�G�R�P�9�D�O�X�H�V�I�X�Q�F�W�L�R�Q���G�H�S�H�Q�G�L�Q�J�R�Q�W�K�H�S�O�D�W�I�R�U�P���7�K�L�V�X�Q�L�T�X�H�V�D�O�W�S�U�H�Y�H�Q�W�V�W�K�H�X�V�H�R�I
�U�D�L�Q�E�R�Z �W�D�E�O�H�V�W�R�S�U�H�F�R�P�S�X�W�H�W�K�H�R�X�W�S�X�W�I�U�R�P �D�K�D�V�K�I�X�Q�F�W�L�R�Q���V�L�J�Q�L�I�L�F�D�Q�W�O�\ �L�Q�F�U�H�D�V�L�Q�J�W�K�H�F�R�P�S�X�W�D�W�L�R�Q�U�H�T�X�L�U�H�G
�I�R�U�D�Q�D�W�W�D�F�N�H�U�W�R�U�H�F�R�Y�H�U�W�K�H�R�U�L�J�L�Q�D�O�S�U�L�P�D�U�\ �S�D�V�V�Z�R�U�G��
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https://datatracker.ietf.org/doc/html/rfc2898#section-5.2
https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html
https://www.openssl.org/docs/manmaster/man3/RAND_bytes.html
https://developer.mozilla.org/en-US/docs/Web/API/Crypto/getRandomValues
https://www.expressvpn.com/blog/salt-hash-password-protection/
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�™�”�d�;�; �R�Ë�÷�d�¤�d�E�Ó�d�ø�¤�d�c�¶�� �ƒ�E�R�d�¤�§�F�d�‚ �§�÷�…�ø�F�t �§�t �§�c�÷�d�¤�d�E�c�t�� �E�d�R�ø�÷�¶�¨ �”�d�E�d�ø�÷�R�d�±�§�c�t�c�� �÷�Ó�¶�?�E�§�d�…�Ó�¶�ø�c
�;�ø�E�t �� �…�t�”�d�¤�ø�ƒ�Ó�t �ƒ�÷�Ó�� �F�Ë�;�E�� �F�d�c�c�|�È�d�ƒ�c�d�t�”�d�;�; �R�Ë�t�� �d�÷�F�E�¶�;�t �R���¨ �÷�c�t�E�d�ø�ð �F�E�¶�;�t�� �Š�E�ø�;�”�§�F�Ë�d�¶
�ð�ø�t�d�E�§�ø�Ó�ø�÷�R�{�c�§�÷�F�d�� �÷�Ó�¶�¶�� �ƒ�Ë�÷���¨ �t�”�d�;�E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�…�E�� �ð �¨ �”�§�F�” �§�t �§�c�Š�d�÷�d�E�ø�t�d�R�{�ø�t�t�ø�F�Ë�d�E�c
�¨ �§�t�”�� �ƒ�t �Ë�÷���¨ �Ó�d�R�Š�d�� �…�¶�� �ƒ�E�;�E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�¨ �� �÷�j�t �?�d�ø�?�Ó�d�t�� �R�d�F�E�¶�;�t �§�t �ø�÷�R�ø�F�F�d�c�c�¶�� �ƒ�E
�c�t�� �E�d�R�§�t�d�ð�c�|

Recovery Code Derived Key (rcdk)
�È�d�ø�Ó�c�� �Š�d�÷�d�E�ø�t�d�ørecovery code �Ó�� �F�ø�Ó�Ó�¶�� �÷�¶�� �ƒ�E�R�d�¤�§�F�d�¨ �”�d�÷�¶�� �ƒ�…�§�E�c�t �c�§�Š�÷�ƒ�; �…�� �E�� �d�¶�c�|�™�”�d
�E�d�F���¤�d�E�¶�F�� �R�d�;�¨ �”�§�F�” �¨ �d�j�Ó�Ó�F�ø�Ó�Ó�Ë�?�d�Ó���¨ �<�§�c�ø���� �Q�?�¶�t�d�c�t�E�§�÷�Š�;�Š�§�¤�§�÷�Š���� �� �Q�?�§�t�c�� �…�c�d�F�ƒ�E�§�t�¶�����<
�Š�d�÷�d�E�ø�t�d�R�…�E�� �ð �ø�F�E�¶�;�t�� �Š�E�ø�;�”�§�F�ø�Ó�Ó�¶�c�d�F�ƒ�E�d�;�c�d�ƒ�R�� �E�ø�÷�R�� �ð �Š�d�÷�d�E�ø�t�� �E�§�ð�;�Ó�d�ð�d�÷�t�d�R�§�÷�@�;�d�÷�‹�‹��
�� �E�t�”�d�È�d�?�I �E�¶�;�t�� �� �v�Å�{�R�d�;�d�÷�R�§�÷�Š�� �÷�t�”�d�;�Ó�ø�t�…�� �E�ð�|

�È�d�d�÷�F�� �R�d�t�”�d���� �Q�?�¶�t�d�c�t�E�§�÷�Š�§�÷�t�� �; �E�§�÷�t�ø�?�Ó�d�F�”�ø�E�ø�F�t�d�E�c�;�ø�Ó�;�”�ø�÷�ƒ�ð�d�E�§�F�c�<�¤�§�ø�A�ø�c�d�� �� �d�÷�F�� �R�§�÷�Š
�;�d�|�Š�|�{�� �� �� �A-�™�v�� �Ï-�� �‰���� -�Ï �™�¥�� -�� �T�� �� -�Õ�� �� �} �<�{�c�� �ƒ�c�d�E�c�¨ �§�Ó�Ó�?�d�ø�?�Ó�d�¨ �E�§�t�d�R���¨ �÷�t�”�d�F�”�ø�E�ø�F�t�d�E�c�� �…
�t�”�d�E�d�F���¤�d�E�¶�Ë�d�¶�ø�÷�R�c�t�� �E�d�§�t �§�÷�ø�c�d�F�ƒ�E�d�;�Ó�ø�F�d�|�™�”�d�;�c�d�ƒ�R�� �F�� �R�d�…�� �E�t�”�d�E�d�F���¤�d�E�¶�F�� �R�d
�Š�d�÷�d�E�ø�t�§�� �÷�ø�Ó�Š�� �E�§�t�”�ð �§�c�§�Ó�Ó�ƒ�c�t�E�ø�t�d�R�?�d�Ó���¨ �•

�!�0�)�� �/�$�*�) �"� �)� �-�� �/� �f�-� �� �*�1� �-�4�f�� �*�� � �t�u�a
�- �a�• �*�+� �)�.�.�' �f�� �� �� �� �f�� �4�/� �.�t�7�;�u
�& �a�• �� �� �� �� �9�8�f�� �� �� �� �� �`� �)�� �*�� � �t�-�u
�-� �/�0�-�) �!�*�-�(�� �/�t�k�x�y�g�x�y�g�x�y�g�x�y�g�x�y�g�x�y�k�_ �&� �4�v�6�a�:�w�_ �&� �4�v�:�a�>�w�_ �&� �4�v�>�a�7�8�w�_

�&� �4�v�7�8�a�7�<�w�_ �&� �4�v�7�<�a�8�6�w�_ �&� �4�v�8�6�a�8�:�w�u

�Å�÷�;�E�d�F�§�c�d�Ó�¶�t�”�d�c�ø�ð�d�¨ �ø�¶�ø�c�R�d�c�F�E�§�?�d�R�ø�?���¤�d�…�� �E�¶�� �ƒ�E�;�E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�{�¶�� �ƒ�E�E�d�F���¤�d�E�¶�F�� �R�d
�§�c�ƒ�c�d�R�t�� �Š�d�÷�d�E�ø�t�d�ø�F�E�¶�;�t�� �Š�E�ø�;�”�§�F�Ë�d�¶�•�t�”�dRecovery Code Derived Key �;�E�F�R�Ë�<�ƒ�c�§�÷�Š�t�”�d
�c�ø�ð�d�Ë�d�¶�R�d�E�§�¤�ø�t�§�� �÷�…�ƒ�÷�F�t�§�� �÷�ø�÷�R�;�ø�E�ø�ð�d�t�d�E�c�|�Õ�� �ƒ�E�E�F�R�Ë�F�ø�÷�� �÷�Ó�¶�?�d�Š�d�÷�d�E�ø�t�d�R�?�¶�¶�� �ƒ�ø�÷�R
�÷�d�¤�d�E�Ó�d�ø�¤�d�c�t�”�d�R�d�¤�§�F�d�{�c�� �ø�t�t�ø�F�Ë�d�E�c�¨ �§�t�”�� �ƒ�t �Ë�÷���¨ �Ó�d�R�Š�d�� �…�¶�� �ƒ�E�E�d�F���¤�d�E�¶�F�� �R�d�¨ �� �÷�j�t �?�d�ø�?�Ó�d
�t�� �R�d�F�E�¶�;�t �R���¨ �÷�c�t�E�d�ø�ð �F�E�¶�;�t�� �Š�E�ø�;�”�§�F�Ë�d�¶�ð�ø�t�d�E�§�ø�Ó�ø�÷�R�ø�F�F�d�c�c�¶�� �ƒ�E�c�t�� �E�d�R�§�t�d�ð�c�|

���� �6�3 ���������������$ �5�H�Y���� �� �7�U�D�Q�V�L�W�L�R�Q�L�Q�J�W�K�H�8�V�H�R�I�&�U�\�S�W�R�J�U�D�S�K�L�F�$�O�J�R�U�L�W�K�P�V�D�Q�G�. �H�\ �/�H�Q�J�W�K�V�U�H�F�R�P�P�H�Q�G�V�D�N�H�\
�V�L�]�H�R�I�D�W�O�H�D�V�W������ �E�L�W�V�R�I�V�H�F�X�U�L�W�\��
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https://datatracker.ietf.org/doc/html/rfc4648#section-6
https://csrc.nist.gov/publications/detail/sp/800-131a/rev-2/final


A word about your recovery code
�Å�t �§�c�¤�d�E�¶�§�ð�;�� �E�t�ø�÷�t �t�� �Ë�d�d�; �t�”�§�c�E�d�F���¤�d�E�¶�F�� �R�d�§�÷�ø�c�ø�…�d�Ó�� �F�ø�t�§�� �÷�|�Å�…�¶�� �ƒ�d�¤�d�E�…�� �E�Š�d�t
�¶�� �ƒ�E�;�E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�{�t�”�§�c�E�d�F���¤�d�E�¶�F�� �R�d�¨ �§�Ó�Ó�?�d�t�”�d�� �÷�Ó�¶�¨ �ø�¶�t�� �E�d�F���¤�d�E�ø�F�F�d�c�c�t��
�t�”�d�¤�ø�ƒ�Ó�t �ø�÷�R�F�”�ø�÷�Š�d�¶�� �ƒ�E�;�E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�|

�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�”�ø�c�÷�� �Ë�÷���¨ �Ó�d�R�Š�d�� �…�¶�� �ƒ�E�;�E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�� �E�¶�� �ƒ�E�E�d�F���¤�d�E�¶�F�� �R�d�{
�c�� �§�…�¶�� �ƒ�Ó�� �c�d�?�� �t�”�{�¶�� �ƒ�E�¤�ø�ƒ�Ó�t �¨ �§�Ó�Ó�?�d�;�d�E�ð�ø�÷�d�÷�t�Ó�¶�d�÷�F�E�¶�;�t�d�R�ø�÷�Rall your data will be
effectively lost�|

�™�”�d�;�; �R�Ë�ø�÷�R�E�F�R�Ë�?�� �t�” �”�ø�¤�d�t�”�d�ø�?�§�Ó�§�t�¶�t�� �ƒ�÷�Ó�� �F�Ë�¶�� �ƒ�E�¤�ø�ƒ�Ó�t�|�Å�÷�� �E�R�d�E�t�� �ø�Ó�Ó���¨ �t�¨ �� �R�§�…�…�d�E�d�÷�t
�Ë�d�¶�c�t�� �”�ø�¤�d�ø�F�F�d�c�c�t�� �t�”�d�c�ø�ð�d�§�÷�…�� �E�ð�ø�t�§�� �÷�{�¨ �d�ƒ�c�d�c�� �ð�d�t�”�§�÷�Š�F�ø�Ó�Ó�d�R�ø�¥�c�d�E�~�� �� �t �� �d�¶�|

User Root Key, User Document Key, and Encrypted User Record
�™�”�d�¥�c�d�E�~�� �� �t �� �d�¶�§�c�ø�� �� �� �Q�?�§�t�{�E�ø�÷�R�� �ð�Ó�¶�Š�d�÷�d�E�ø�t�d�R�� �_�‹ �Ë�d�¶�ƒ�c�d�R�t�� �; �E�� �t�d�F�t �t�”�d�F�E�¶�;�t�� �Š�E�ø�;�”�§�F
�Ë�d�¶�t�”�ø�t �ø�F�t�ƒ�ø�Ó�Ó�¶�d�÷�F�E�¶�;�t�c�ø�÷�R�R�d�F�E�¶�;�t�c�¶�� �ƒ�E�c�t�� �E�d�R�§�t�d�ð�c�|�™�”�ø�t �Ë�d�¶�{�Ë�÷���¨ �÷�ø�c�t�”�d�¥�c�d�E
�T�� �F�ƒ�ð�d�÷�t �� �d�¶�{�§�c�ø�Ó�c�� �ø�� �� �� �Q�?�§�t�{�E�ø�÷�R�� �ð�Ó�¶�Š�d�÷�d�E�ø�t�d�R�� �_�‹ �Ë�d�¶�|�™�”�§�c�t�¨ �� �Q�t�§�d�E�ø�;�; �E�� �ø�F�” �d�÷�ø�?�Ó�d�c
�ƒ�c�d�E�c�t�� �F�”�ø�÷�Š�d�t�”�d�§�E�;�E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�¨ �§�t�”�� �ƒ�t �d�¤�d�E�”�ø�¤�§�÷�Š�t�� �R�d�F�E�¶�;�t �t�”�d�d�÷�t�§�E�d�¤�ø�ƒ�Ó�t �ø�÷�R
�E�d�Q�d�÷�F�E�¶�;�t �ƒ�c�§�÷�Š�ø�÷�d�¨ �¥�c�d�E�T�� �F�ƒ�ð�d�÷�t �� �d�¶�|�È�”�ø�t �”�ø�;�; �d�÷�c�§�÷�t�”�d�?�ø�F�Ë�Š�E�� �ƒ�÷�R�§�c�t�”�ø�t �t�”�d�¥�c�d�E
�~�� �� �t �� �d�¶�§�c�c�§�ð�;�Ó�¶�E�d�Q�d�÷�F�E�¶�;�t�d�R�¨ �§�t�” �t�”�d�÷�d�¨ �; �ø�c�c�¨ �� �E�R�|
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�™�”�§�c�ø�Ó�c�� �d�÷�ø�?�Ó�d�c�F�”�ø�÷�Š�§�÷�Š�t�”�d�E�d�F���¤�d�E�¶�F�� �R�d�§�…�÷�d�d�R�d�R�•�t�”�d�ø�;�; �F�ø�÷�;�E�d�c�d�÷�t �t�”�d�ƒ�c�d�E�¨ �§�t�” �ø
�÷�d�¨ �E�d�F���¤�d�E�¶�F�� �R�d�ø�÷�R�E�d�Q�d�÷�F�E�¶�;�t �t�”�d�¥�c�d�E�~�� �� �t �� �d�¶�t�� �?�d�E�d�Q�d�÷�F�E�¶�;�t�d�R�ƒ�c�§�÷�Š�t�”�d�÷�d�¨ �Ó�¶
�R�d�E�§�¤�d�R�Ë�d�¶�|

�‰�� �E�ø�÷�ø�R�R�§�t�§�� �÷�ø�Ó�Ó�ø�¶�d�E�� �…�c�d�F�ƒ�E�§�t�¶�{�§�…�t�”�d�ƒ�c�d�E�F�”�ø�÷�Š�d�c�?�� �t�” �t�”�d�;�E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�ø�÷�R�t�”�d
�E�d�F���¤�d�E�¶�F�� �R�d�ø�t �t�”�d�c�ø�ð�d�t�§�ð�d�{�t�”�d�÷�¨ �d�ø�Ó�c�� �� �; �; �� �E�t�ƒ�÷�§�c�t�§�F�ø�Ó�Ó�¶�E�� �t�ø�t�d�t�”�d�¥�c�d�E�~�� �� �t �� �d�¶�ø�÷�R
�d�÷�F�E�¶�;�t �t�”�d�÷�d�¨ �� �÷�d�¨ �§�t�” �?�� �t�” �Ë�d�¶�c�|

�™�”�d�_�÷�F�E�¶�;�t�d�R�¥�c�d�E�~�d�F�� �E�R�§�c�…�§�E�c�t �Š�d�÷�d�E�ø�t�d�R�Ó�� �F�ø�Ó�Ó�¶�ƒ�c�§�÷�Š�t�”�d�…�� �Ó�Ó���¨ �§�÷�Š�§�÷�…�� �E�ð�ø�t�§�� �÷�•

�� �)�� �-�4�+�/� �� �� �.� �-�� � �� �*�-�� �x
�+�-�$�(�� �-�4�f�+�� �.�.�2�*�-�� �f�&� �4�a �� �)�� �-�4�+�/� �� �� �.� �-�� �*�*�/�� � �4�_
�-� �� �*�1� �-�4�f�� �*�� � �a �� �)�� �-�4�+�/� �� �� �.� �-�� �*�*�/�� � �4�_
�$�� � �)�/�$�/�4�a �� �0�� �' �$�� �� � �4
�� �*�� �4�a �� �)�� �-�4�+�/� �� �� �.� �-�� � �� �*�-�� �� �*�� �4

�y

�™�”�d�§�R�d�÷�t�§�t�¶�ø�?���¤�d�§�c�t�”�d�c�ø�ð�d�§�R�d�÷�t�§�t�¶�ƒ�c�d�R�…�� �E�ø�ƒ�t�”�d�÷�t�§�F�ø�t�§�� �÷�§�÷�t�”�d�;�E�d�¤�§�� �ƒ�c�F�”�ø�;�t�d�E�|�™�”�d
�;�E�§�ð�ø�E�¶�©�;�ø�c�c�¨ �� �E�R�©�Ë�d�¶�§�c�ø�÷�d�÷�F�E�¶�;�t�d�R�¤�d�F�t�� �E�t�”�ø�t �R�d�F�E�¶�;�t�c�t�� �t�”�d�¥�c�d�E�~�� �� �t �� �d�¶�|

�‹�ƒ�;�; �� �c�d�t�”�d�…�� �Ó�Ó���¨ �§�÷�Š�…�ƒ�÷�F�t�§�� �÷�;�E�� �t�� �t�¶�;�d�…�� �E�� �_�‹-�� �� �� -�• �I �# ���� �•

�� �� �� �g�8�;�<�g�� �� �� �f� �)�� �-�4�+�/�t�� �� �/�� �f�/�*�f� �)�� �-�4�+�/�_ �&� �4�_ �
 �� �u

�™�”�d�;�E�§�ð�ø�E�¶�©�;�ø�c�c�¨ �� �E�R�©�Ë�d�¶�ø�÷�R�E�d�F���¤�d�E�¶�©�F�� �R�d�ø�E�d�R�d�…�§�÷�d�R�ø�c�…�� �Ó�Ó���¨ �c�{�ƒ�c�§�÷�Š�ø�E�ø�÷�R�� �ð ���� �?�¶�t�d
�§�÷�§�t�§�ø�Ó�§�Í�ø�t�§�� �÷�¤�d�F�t�� �E(�Å�Å)���� �|

���� �1�,�6�7�6�3 �������������' �� �5�H�F�R�P�P�H�Q�G�D�W�L�R�Q�I�R�U�%�O�R�F�N�&�L�S�K�H�U�0�R�G�H�V�R�I�2�S�H�U�D�W�L�R�Q���* �D�O�R�L�V���&�R�X�Q�W�H�U�0�R�G�H���* �&�0�� �D�Q�G
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�� �_�‹-�� �� �� -�• �I �# �ø�÷�R�t�”�d�¥�c�d�E�T�� �F�ƒ�ð�d�÷�t �� �d�¶�ø�÷�R�c�t�� �E�d�R�§�÷�t�”�d�?�� �R�¶�…�§�d�Ó�R�� �…�t�”�d�c�ø�ð�d
�R�� �F�ƒ�ð�d�÷�t �E�d�F�� �E�R�R�|

���� �6�L�P�L�O�D�U�O�\���$�(�6���* �&�0 �Z�L�W�K�X�S�W�R������ �E�\�W�H�V�R�I�D�G�G�L�W�L�R�Q�D�O�S�D�G�G�L�Q�J�P�D�N�H�V�L�W�U�H�V�L�V�W�D�Q�W�W�R�E�R�W�K�U�H�D�G�D�Q�G�U�H�D�G���Z�U�L�W�H
�D�G�Y�H�U�V�D�U�L�H�V���7�K�H�S�D�G�G�L�Q�J�L�V�H�V�S�H�F�L�D�O�O�\ �L�P�S�R�U�W�D�Q�W�K�H�U�H�V�L�Q�F�H�V�K�R�U�W�S�D�V�V�Z�R�U�G�V���X�S�W�R�D�������E�\�W�H�U�H�V�R�O�X�W�L�R�Q�� �P�D�\
�E�H�W�D�U�J�H�W�H�G�E�\ �D�G�Y�H�U�V�D�U�L�H�V��

���� �: �K�L�O�H�W�K�H�R�U�L�J�L�Q�D�O�F�R�Q�V�W�U�X�F�W�L�R�Q�X�V�L�Q�J�$�(�6���* �&�0 �L�V�D�O�U�H�D�G�\ �,�1�' ���&�3�$ �V�H�F�X�U�H���F�L�S�K�H�U�W�H�[�W�V�D�U�H�V�X�I�I�L�F�L�H�Q�W�O�\
�U�D�Q�G�R�P�L�]�H�G�J�L�Y�H�Q�W�K�H�V�D�P�H�L�Q�S�X�W�D�Q�G�W�K�H�U�H�I�R�U�H�,�1�' ���&�' �%�$ �V�H�F�X�U�H�² �P�H�D�Q�L�Q�J�D�Q�U�H�D�G���R�Q�O�\ �D�G�Y�H�U�V�D�U�\ �F�D�Q�Q�R�W
�J�O�H�D�Q�D�Q�\ �P�H�D�Q�L�Q�J�I�X�O�L�Q�I�R�U�P�D�W�L�R�Q�I�U�R�P �W�K�H�Y�D�X�O�W�����W�K�H�P�H�W�D�G�D�W�D�L�V�I�X�U�W�K�H�U�S�D�G�G�H�G�E�\ �X�S�W�R������ �E�\�W�H�V�W�R�S�U�H�Y�H�Q�W
�D�O�H�Q�J�W�K�V�L�G�H�F�K�D�Q�Q�H�O�I�U�R�P �O�H�D�N�L�Q�J�W�K�H�D�F�W�X�D�O�O�H�Q�J�W�K�R�I�W�K�H�P�H�W�D�G�D�W�D���R�U�V�S�H�F�L�I�L�F�D�O�O�\���W�K�H�G�R�P�D�L�Q�����W�K�H�U�H�I�R�U�H�L�W�L�V
�Q�H�D�U�O�\ �L�P�S�R�V�V�L�E�O�H�W�R�J�O�H�D�Q�W�K�H�D�F�W�X�D�O�G�R�P�D�L�Q�I�U�R�P �H�Q�F�U�\�S�W�H�G�F�L�S�K�H�U�W�H�[�W�R�I�W�K�H�P�H�W�D�G�D�W�D���: �H�Q�R�W�H�W�K�D�W
�$�(�6���* �&�0 �L�V�D�Q�$�(�$�' �F�L�S�K�H�U�D�Q�G�L�V�U�H�V�L�V�W�D�Q�W�D�J�D�L�Q�V�W�D�U�H�D�G���Z�U�L�W�H�D�G�Y�H�U�V�D�U�\ �D�V�S�H�U�W�K�H�0�$�/���&�' �%�$ �J�D�P�H���6�H�H
�2�Q�W�K�H�6�H�F�X�U�L�W�\ �R�I�3�D�V�V�Z�R�U�G�0�D�Q�D�J�H�U�' �D�W�D�E�D�V�H�)�R�U�P�D�W�V���* �D�V�W�L�D�Q�G�5�D�V�P�X�V�V�H�Q������������ �I�R�U�P�R�U�H�G�H�W�D�L�O�V��

���� �7�K�H�U�H�F�R�Y�H�U�\ �F�R�G�H�Z�R�X�O�G�D�O�V�R�D�O�O�R�Z �W�K�H�X�V�H�U�W�R�U�H�W�U�L�H�Y�H�W�K�H�8�V�H�U�' �R�F�X�P�H�Q�W�. �H�\ �D�Q�G�W�K�H�S�U�L�P�D�U�\ �S�D�V�V�Z�R�U�G�L�V
�X�V�H�G�I�R�U�W�K�H�V�D�N�H�R�I�L�O�O�X�V�W�U�D�W�L�R�Q��
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https://web.cs.ucdavis.edu/~rogaway/papers/modes.pdf
https://www.cs.ox.ac.uk/files/6487/pwvault.pdf
https://www.cs.ox.ac.uk/files/6487/pwvault.pdf
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Summary of cryptographic keys
�™�� �”�d�Ó�; �¶�� �ƒ�Ë�d�d�; �t�E�ø�F�Ë�� �…�ø�Ó�Ó�t�”�d�n�Ë�d�¶�c�o�ƒ�c�d�R�§�÷�� �d�¶�c�{�”�d�E�d�j�c�ø�c�ƒ�ð�ð�ø�E�¶�� �…�F�E�¶�;�t�� �Š�E�ø�;�”�§�F�Ë�d�¶�c
�§�÷�t�ø�?�Ó�d�ø�÷�R�R�§�ø�Š�E�ø�ð �…�� �E�ð�c�•

Name Algorithm Purpose Stored
Server-side?

Encrypted
With?

�v�E�§�ð�ø�E�¶
�v�ø�c�c�¨ �� �E�R
�T�d�E�§�¤�d�R
�� �d�¶
�;�; �; �R�Ë�<

�• �d�÷�d�E�ø�t�d�R�¤�§�ø�v�A�� �T�‰��
�¨ �§�t�” �‹�¡ �� �� ���� �¡ �#�� �I �{�� ��
�?�¶�t�d�c�ø�Ó�t�{�� �� �� �� �� ��
�§�t�d�E�ø�t�§�� �÷�c

�¥�c�d�R�…�� �E�� �_�‹-�� �� �� -�• �I �#

�� �d�¶�c�§�Í�d�•�� �� �� �Q�?�§�t�c

�� �_�‹ �Ë�d�¶�R�d�E�§�¤�d�R�ƒ�c�§�÷�Š
�t�”�d�ƒ�c�d�E�;�E���¤�§�R�d�R
primary password�{
�ƒ�c�d�R�t��
�d�÷�F�E�¶�;�t�M�R�d�F�E�¶�;�t �t�”�d
�¥�c�d�E�~�� �� �t �� �d�¶

�+�@ �+�M��

�~�d�F���¤�d�E�¶
�I �� �R�d
�T�d�E�§�¤�d�R
�� �d�¶�;�E�F�R�Ë�<

�• �d�÷�d�E�ø�t�d�R�¤�§�ø�v�A�� �T�‰��
�¨ �§�t�” �‹�¡ �� �� ���� �¡ �#�� �I �{�� ��
�?�¶�t�d�c�ø�Ó�t�{�� �� �� �� �� ��
�§�t�d�E�ø�t�§�� �÷�c

�¥�c�d�R�…�� �E�� �_�‹-�� �� �� -�• �I �#

�� �d�¶�c�§�Í�d�•�� �� �� �Q�?�§�t�c

�� �_�‹ �Ë�d�¶�R�d�E�§�¤�d�R�ƒ�c�§�÷�Š
�t�”�d�E�ø�÷�R�� �ð�Ó�¶�Š�d�÷�d�E�ø�t�d�R
recovery code�{�ƒ�c�d�R�t��
�d�÷�F�E�¶�;�t�M�R�d�F�E�¶�;�t �t�”�d
�¥�c�d�E�~�� �� �t �� �d�¶

�+�@ �+�M��

�¥�c�d�E�~�� �� �t
�� �d�¶

�• �d�÷�d�E�ø�t�d�Rrandomly
�ƒ�c�§�÷�Š�ø�I �‹�v�~�+�•

�¥�c�d�R�…�� �E�� �_�‹-�� �� �� -�• �I �#

�� �d�¶�c�§�Í�d�•�� �� �� �Q�?�§�t�c

�¥�c�d�R�t��
�d�÷�F�E�¶�;�t�M�R�d�F�E�¶�;�t �t�”�d
�_�÷�F�E�¶�;�t�d�R�¥�c�d�E�~�d�F�� �E�R
�F�� �÷�t�ø�§�÷�§�÷�Š�t�”�d�¥�c�d�E
�T�� �F�ƒ�ð�d�÷�t �� �d�¶�ø�÷�R
�v�E�§�¤�ø�t�d�Å�R�d�÷�t�§�t�¶�� �d�¶

�Õ�_�‹�{
�d�÷�F�E�¶�;�t�d�R

�_�÷�F�E�¶�;�t�d�R
�ƒ�c�§�÷�Š�t�”�d
�;�; �R�Ë�ø�÷�R
�t�”�d�E�F�R�Ë

�¥�c�d�E
�T�� �F�ƒ�ð�d�÷�t
�� �d�¶

�• �d�÷�d�E�ø�t�d�Rrandomly
�ƒ�c�§�÷�Š�ø�I �‹�v�~�+�•

�¥�c�d�R�…�� �E�� �_�‹-�� �� �� -�• �I �#

�� �d�¶�c�§�Í�d�•�� �� �� �Q�?�§�t�c

�¥�c�d�R�t��
�d�÷�F�E�¶�;�t�M�R�d�F�E�¶�;�t
�R�� �F�ƒ�ð�d�÷�t �ð�d�t�ø�R�ø�t�ø
�ø�÷�R�?�� �R�¶

�Õ�_�‹�{
�d�÷�F�E�¶�;�t�d�R

�_�÷�F�E�¶�;�t�d�R
�ƒ�c�§�÷�Š�t�”�d
�¥�c�d�E�~�� �� �t
�� �d�¶

�v�ƒ�?�Ó�§�F
�Å�R�d�÷�t�§�t�¶
�� �d�¶

�• �d�÷�d�E�ø�t�d�Rrandomly
�ƒ�c�§�÷�Š�ø�I �‹�v�~�+�•

�¥�c�d�R�…�� �E�~�‹�� -�v�‹�‹
�¤�d�E�§�…�§�F�ø�t�§�� �÷

�� �d�¶�c�§�Í�d�•�� �� �� �� �Q�?�§�t�c

�¥�c�d�R�?�¶�t�”�d�c�d�E�¤�d�E�t��
�¤�d�E�§�…�¶�� �v�Å�E�d�A�ƒ�d�c�t�c�t��
�t�”�d�v�ø�c�c�¨ �� �E�R�#�ø�÷�ø�Š�d�E
�§�c�…�E�� �ð �ø�Ó�d�Š�§�t�§�ð�ø�t�d�ƒ�c�d�E
�¨ �§�t�” �ø�F�F�d�c�c�t�� �t�”�d�¤�ø�ƒ�Ó�t

�Õ�_�‹ �+�M��

�v�E�§�¤�ø�t�d
�Å�R�d�÷�t�§�t�¶
�� �d�¶

�• �d�÷�d�E�ø�t�d�Rrandomly
�ƒ�c�§�÷�Š�ø�I �‹�v�~�+�•

�¥�c�d�R�…�� �E�~�‹�� -�v�‹�‹
�c�§�Š�÷�§�÷�Š

�� �d�¶�c�§�Í�d�•�� �� �� �� �Q�?�§�t�c

�¥�c�d�R�?�¶�t�”�d�F�Ó�§�d�÷�t �t��
�c�§�Š�÷�� �v�Å�E�d�A�ƒ�d�c�t�c�t�� �t�”�d
�v�ø�c�c�¨ �� �E�R�#�ø�÷�ø�Š�d�E
�c�d�E�¤�d�E�t�� �ø�ƒ�t�”�d�÷�t�§�F�ø�t�d
�ø�c�ø�ƒ�c�d�E�¨ �§�t�” �ø�F�F�d�c�c�t��
�t�”�d�¤�ø�ƒ�Ó�t

�Õ�_�‹�{
�d�÷�F�E�¶�;�t�d�R

�_�÷�F�E�¶�;�t�d�R
�ƒ�c�§�÷�Š�t�”�d
�¥�c�d�E�~�� �� �t
�� �d�¶
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5. Password Health
�A�d�¶�� �÷�R�c�t�� �E�§�÷�Š�ø�÷�R�E�d�t�E�§�d�¤�§�÷�Š�¶�� �ƒ�E�Ó�� �Š�§�÷�c�{�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�ø�Ó�c�� �”�d�Ó�;�c�¶�� �ƒ�ð�� �÷�§�t�� �E�ø�÷�R
�§�ð�;�E���¤�d�t�”�d�§�E�c�d�F�ƒ�E�§�t�¶�¨ �§�t�” �ø�…�d�ø�t�ƒ�E�d�¨ �d�F�ø�Ó�ÓPassword Health�|

�v�ø�c�c�¨ �� �E�R�¡ �d�ø�Ó�t�” �Š�§�¤�d�c�ø�;�d�E�F�d�÷�t�ø�Š�d�c�F�� �E�d�…�� �E�t�”�d�n�”�d�ø�Ó�t�”�o�� �…�¶�� �ƒ�E�¤�ø�ƒ�Ó�t�|�™�”�§�c�c�F�� �E�d�t�ø�Ë�d�c�§�÷�t��
�F�� �÷�c�§�R�d�E�ø�t�§�� �÷�c�d�¤�d�E�ø�Ó�…�ø�F�t�� �E�c�…�� �E�d�ø�F�” �Ó�� �Š�§�÷�c�t�� �E�d�R�§�÷�¶�� �ƒ�E�¤�ø�ƒ�Ó�t�|�™�”�d�c�F�� �E�d�§�c�F�ø�Ó�F�ƒ�Ó�ø�t�d�R�Ó�� �F�ø�Ó�Ó�¶
�� �÷�¶�� �ƒ�E�R�d�¤�§�F�d�¨ �§�t�”�� �ƒ�t �c�d�÷�R�§�÷�Š�ø�÷�¶�;�ø�c�c�¨ �� �E�R�c�;�� �E�ø�÷�¶�� �t�”�d�E�d�Ó�d�ð�d�÷�t �� �…�¶�� �ƒ�E�c�t�� �E�d�R�Ó�� �Š�§�÷�<�t��
�ø�÷�¶�c�d�E�¤�d�E�|

�Å�÷�� �E�R�d�E�� �…�R�d�F�E�d�ø�c�§�÷�Š�§�ð�;�� �E�t�ø�÷�F�d�{�t�”�d�…�ø�F�t�� �E�c�…�� �E�d�ø�F�” �Ó�� �Š�§�÷�§�÷�F�Ó�ƒ�R�d�R�§�÷�t�”�d�”�d�ø�Ó�t�” �c�F�� �E�d�ø�E�d�•

���| �¡ �ø�c�t�”�d�;�ø�c�c�¨ �� �E�R�?�d�d�÷exposed �§�÷�ø�Ë�÷���¨ �÷�R�ø�t�ø�?�E�d�ø�F�”�5�� ��

�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�Ó�d�t�c�¶�� �ƒ�Ë�÷���¨ �¨ �”�d�t�”�d�E�¶�� �ƒ�E�;�ø�c�c�¨ �� �E�R�c�”�ø�¤�d�?�d�d�÷�d�±�;�� �c�d�R�§�÷�R�ø�t�ø
�?�E�d�ø�F�”�d�c�ø�Š�Š�E�d�Š�ø�t�d�R�?�¶�¡ �ø�¤�d�Å�A�d�d�÷�v�¨ �÷�d�R�|�Õ�� �ƒ�E�;�ø�c�c�¨ �� �E�R�c�ø�E�d�÷�d�¤�d�E�c�”�ø�E�d�R�¨ �§�t�”
�_�±�;�E�d�c�c�Å�v�+�{�¡ �ø�¤�d�Å�A�d�d�÷�v�¨ �÷�d�R�{�� �E�ø�÷�¶�d�±�t�d�E�÷�ø�Ó�;�ø�E�t�§�d�c�R�ƒ�E�§�÷�Š�t�”�§�c�;�E�� �F�d�c�c�{�ø�c�¨ �d�j�Ó�Ó
�d�±�;�Ó�ø�§�÷�§�÷�‹�d�F�t�§�� �÷���|���|�Å�…�¶�� �ƒ�R�� �÷�� �t �¨ �§�c�” �t�� �F�”�d�F�Ë�…�� �E�d�±�;�� �c�d�R�;�ø�c�c�¨ �� �E�R�c�{�¶�� �ƒ�F�ø�÷
�ø�Ó�¨ �ø�¶�c�R�§�c�ø�?�Ó�d�t�”�§�c�…�d�ø�t�ƒ�E�d�§�÷�t�”�d�ø�;�; �c�d�t�t�§�÷�Š�c�|

�� �| �Å�c�t�”�d�;�ø�c�c�¨ �� �E�R�ƒ�c�d�R�…�� �Emore than one �Ó�� �Š�§�÷�§�÷�¶�� �ƒ�E�¤�ø�ƒ�Ó�t�5
�~�d�ƒ�c�§�÷�Š�;�ø�c�c�¨ �� �E�R�c�;�ƒ�t�c�¶�� �ƒ�ø�t �Š�E�d�ø�t�d�E�E�§�c�Ë�…�E�� �ð �R�ø�t�ø�?�E�d�ø�F�”�d�c�|�Å�…�ø�÷�¶�� �÷�d�� �…�t�”�d�c�§�t�d�c
�ø�E�d�?�E�d�ø�F�”�d�R�t�”�d�÷�t�”�d�ø�t�t�ø�F�Ë�d�E�;�� �t�d�÷�t�§�ø�Ó�Ó�¶�Š�ø�§�÷�c�ø�F�F�d�c�c�t�� �ø�Ó�Ó�� �…�t�”�d�c�§�t�d�c�¨ �”�d�E�d�t�”�d
�c�ø�ð�d�;�ø�c�c�¨ �� �E�R�¨ �ø�c�E�d�ƒ�c�d�R�|�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�F�”�d�F�Ë�c�¨ �”�d�t�”�d�E�¶�� �ƒ�E�;�ø�c�c�¨ �� �E�R�c�ø�E�d
�ƒ�c�d�R�?�¶�ð�� �E�d�t�”�ø�÷�� �÷�d�Ó�� �Š�§�÷�§�÷�ø�;�E�§�¤�ø�F�¶�Q�;�E�d�c�d�E�¤�§�÷�Š�¨ �ø�¶�{�d�÷�c�ƒ�E�§�÷�Š�¶�� �ƒ�E�;�ø�c�c�¨ �� �E�R�c�ø�E�d

���� �7�K�L�V�I�H�D�W�X�U�H�L�V�F�X�U�U�H�Q�W�O�\ �D�Y�D�L�O�D�E�O�H�R�Q�L�2�6 �D�Q�G�$�Q�G�U�R�L�G���D�Q�G�F�R�P�L�Q�J�V�R�R�Q�W�R�W�K�H�E�U�R�Z�V�H�U�H�[�W�H�Q�V�L�R�Q��
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�÷�� �t �R�d�F�E�¶�;�t�d�R�ø�÷�R�Ó�� �ø�R�d�R�§�÷�t�� �ð�d�ð�� �E�¶�ƒ�÷�Ó�d�c�c�ø�?�c�� �Ó�ƒ�t�d�Ó�¶�÷�d�F�d�c�c�ø�E�¶�;�§�|�d�|�{�§�…�¨ �d�…�§�÷�R�t�”�ø�t
�t�¨ �� �”�ø�c�” �; �E�d�…�§�±�d�c�ð�ø�t�F�” �ø�÷�R�ð�ƒ�c�t �?�E�§�d�…�Ó�¶�R�d�F�E�¶�;�t �t�� �F�”�d�F�Ë�…�� �E�ø�÷�d�±�ø�F�t �ð�ø�t�F�”�<�|

�� �| �¡ �� �¨ strong �§�c�t�”�d�;�ø�c�c�¨ �� �E�R�5
�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�ƒ�c�d�c�t�”�d�§�÷�R�ƒ�c�t�E�¶�Q�c�t�ø�÷�R�ø�E�R�Í�±�F�¤�?�÷�t�� �; �E���¤�§�R�d�ø�ð�d�ø�c�ƒ�E�d�� �…�ø
�;�ø�c�c�¨ �� �E�R�j�c�E�d�c�§�c�t�ø�÷�F�d�t�� �Š�ƒ�d�c�c�§�÷�Š�� �E�?�E�ƒ�t�d�Q�…�� �E�F�d�ø�t�t�ø�F�Ë�c�|�� �; �ø�c�c�¨ �� �E�R�§�c�F�� �÷�c�§�R�d�E�d�R
�¨ �d�ø�Ë�§�…�§�t �F�� �ƒ�Ó�R�?�d�d�ø�c�§�Ó�¶�F�E�ø�F�Ë�ø�?�Ó�d�§�÷�ø�ð�ø�t�t�d�E�� �…�”�� �ƒ�E�c�� �E�R�ø�¶�c�|

�� �| �T�� �d�c�t�”�d�Ó�� �Š�§�÷�F�� �÷�t�ø�§�÷�ø2FA �F�� �R�d�;�§�…�t�”�d�R�� �ð�ø�§�÷�§�c�Ë�÷���¨ �÷�t�� �c�ƒ�;�; �� �E�t �§�t�<�5
�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�ƒ�c�d�c�R�ø�t�ø�;�E���¤�§�R�d�R�?�¶�t�”�d�� �‰�� �R�§�E�d�F�t�� �E�¶�t�� �R�d�t�d�E�ð�§�÷�d�§�…�t�”�d�R�� �ð�ø�§�÷�� �…
�t�”�d�Ó�� �Š�§�÷�c�ƒ�;�; �� �E�t�c�� �‰�� �¤�§�ø�™�@�™�v�{�ø�t�§�ð�d�Q�?�ø�c�d�R�� �÷�d�Q�t�§�ð�d�;�ø�c�c�¨ �� �E�R�ø�Ó�Š�� �E�§�t�”�ð�|�™�”�d�F�”�d�F�Ë
�§�c�;�d�E�…�� �E�ð�d�R�Ó�� �F�ø�Ó�Ó�¶�ƒ�c�§�÷�Š�ø�?�ƒ�§�Ó�t�Q�§�÷�R�ø�t�ø�?�ø�c�d�{�c�� �÷�� �E�d�A�ƒ�d�c�t �§�c�÷�d�d�R�d�R�t�� �ø�÷�¶�c�d�E�¤�d�E�|
�� �‰�� �§�ð�;�E���¤�d�c�¶�� �ƒ�E�c�d�F�ƒ�E�§�t�¶�?�¶�;�E���¤�§�R�§�÷�Š�d�ø�F�” �ø�F�F�� �ƒ�÷�t �¨ �§�t�” �ø�F�� �÷�c�t�ø�÷�t�Ó�¶�F�”�ø�÷�Š�§�÷�Š
�� �÷�d�Q�t�§�ð�d�F�� �R�d�|�Å�…�ø�F�� �R�d�§�c�Ó�d�ø�Ë�d�R�t�”�d�÷�{�ƒ�÷�Ó�§�Ë�d�ø�;�ø�c�c�¨ �� �E�R�{�§�t �¨ �§�Ó�Ó�?�d�F�� �ð�d�ƒ�c�d�Ó�d�c�c
�c�”�� �E�t�Ó�¶�ø�…�t�d�E�¨ �ø�E�R�c�|�™�”�d�E�d�…�� �E�d�{�…�� �E�c�§�t�d�c�t�”�ø�t �c�ƒ�;�; �� �E�t �™�@�™�v�c�{�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�¨ �§�Ó�Ó
�d�÷�F�� �ƒ�E�ø�Š�d�¶�� �ƒ�t�� �F�� �÷�…�§�Š�ƒ�E�d�§�t�|�‰�� �E�c�§�t�d�c�÷�� �t �F���¤�d�E�d�R�?�¶�t�”�d�� �‰�� �R�§�E�d�F�t�� �E�¶�{�¶�� �ƒ�F�ø�÷�c�t�§�Ó�Ó
�F�� �÷�…�§�Š�ƒ�E�d�ø�™�@�™�v�|

�� �| �T�� �d�c�t�”�d�Ó�� �Š�§�÷�F�� �÷�t�ø�§�÷�ø�R�� �ð�ø�§�÷�t�”�ø�t �ƒ�c�d�cHTTP�5
�I �� �÷�÷�d�F�t�§�� �÷�c�ð�ø�R�d�ƒ�c�§�÷�Š�¡ �™�™�v �;�ø�c�� �; �; �� �c�d�R�t�� �¡ �™�™�v�‹)�ø�E�d�÷�� �t �d�÷�F�E�¶�;�t�d�R�{�ð�d�ø�÷�§�÷�Š�¶�� �ƒ�E
�F�ø�E�d�…�ƒ�Ó�Ó�¶�Š�d�÷�d�E�ø�t�d�R�c�d�F�ƒ�E�d�;�ø�c�c�¨ �� �E�R�¨ �� �ƒ�Ó�R�?�d�c�d�÷�t �t�� �t�”�d�c�§�t�d�§�÷�;�Ó�ø�§�÷�t�d�±�t�{�¤�ƒ�Ó�÷�d�E�ø�?�Ó�d�t��
�§�÷�t�d�E�F�d�;�t�§�� �÷�� �E�� �?�c�d�E�¤�ø�t�§�� �÷�?�¶�ø�÷�ø�t�t�ø�F�Ë�d�E�|

�Å�…�ø�Ó�� �Š�§�÷�…�ø�Ó�Ó�c�c�”�� �E�t �� �÷�ø�÷�¶�� �…�t�”�d�ø�?���¤�d�…�ø�F�t�� �E�c�{�� �d�¶�c�¨ �§�Ó�Ó�Š�ƒ�§�R�d�¶�� �ƒ�t�”�E�� �ƒ�Š�” �ƒ�;�R�ø�t�§�÷�Š�t�”�d
�E�d�Ó�d�¤�ø�÷�t �…�ø�F�t�� �E�t�� �§�ð�;�E���¤�d�t�”�d�c�d�F�ƒ�E�§�t�¶�� �…�t�”�ø�t �Ó�� �Š�§�÷�{�ø�÷�R�t�”�d���¤�d�E�ø�Ó�Ó�v�ø�c�c�¨ �� �E�R�¡ �d�ø�Ó�t�” �� �…�¶�� �ƒ�E
�¤�ø�ƒ�Ó�t�|

Data breach detection
�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�ƒ�c�d�c�¡ �ø�¤�d�Å�A�d�d�÷�v�¨ �÷�d�R(�¡ �Å�A�v)�t�� �; �E���¤�§�R�d�ð�� �÷�§�t�� �E�§�÷�Š�ø�÷�R�ø�Ó�d�E�t�§�÷�Š�� �…�¨ �”�d�t�”�d�E
�¶�� �ƒ�E�;�ø�c�c�¨ �� �E�R�c�”�ø�¤�d�d�¤�d�E�?�d�d�÷�F�� �ð�;�E�� �ð�§�c�d�R�?�¶�ø�R�ø�t�ø�?�E�d�ø�F�”�|

�™�”�d�¡ �Å�A�v �� �v�Å�c�ø�E�d�F�ø�E�d�…�ƒ�Ó�Ó�¶�R�d�c�§�Š�÷�d�R�ƒ�c�§�÷�Š�Ë�Q�ø�÷�� �÷�¶�ð�§�t�¶�t�� �d�÷�c�ƒ�E�d�t�”�ø�t �¶�� �ƒ�E�R�ø�t�ø�§�c�÷�d�¤�d�E
�c�”�ø�E�d�R�R�§�E�d�F�t�Ó�¶�¨ �§�t�” �t�”�d�;�E���¤�§�R�d�E�� �…�t�”�d�c�d�E�¤�§�F�d�ø�÷�R�t�”�ø�t �d�¤�d�÷�ø�÷�ø�t�t�ø�F�Ë�d�E�� �?�c�d�E�¤�§�÷�Š�t�”�d�t�E�ø�…�…�§�F
�t�� �t�”�� �c�d�c�d�E�¤�§�F�d�c�R�� �d�c�÷�� �t �Š�ø�§�÷�ƒ�c�d�…�ƒ�Ó�§�÷�c�§�Š�”�t�c�§�÷�t�� �t�”�d�R�ø�t�ø�|

�™�”�§�c�§�c�ø�F�”�§�d�¤�d�R�?�¶�R�§�¤�§�R�§�÷�Š�t�”�d�E�d�c�ƒ�Ó�t�c�§�÷�t�� �?�ƒ�F�Ë�d�t�c�� �…�ø�t �Ó�d�ø�c�t �Ë�d�÷�t�E�§�d�c�|�™�”�§�c�d�÷�c�ƒ�E�d�c�t�”�ø�t �t�”�d
�E�d�c�;�� �÷�c�d�ø�c�c�� �F�§�ø�t�d�R�¨ �§�t�” �¶�� �ƒ�E�;�ø�c�c�¨ �� �E�R�� �E�d�ð�ø�§�Ó�§�c�§�÷�R�§�c�t�§�÷�Š�ƒ�§�c�”�ø�?�Ó�d�…�E�� �ð �ø�t �Ó�d�ø�c�t �Ë-�� �� �t�”�d�E
�d�÷�t�E�§�d�c�|�™�”�d�?�ƒ�F�Ë�d�t�c�”�ø�¤�d�?�d�d�÷�R�d�…�§�÷�d�R�?�¶�¡ �Å�A�v �c�ƒ�F�” �t�”�ø�t �Ë�§�c�ø�Ó�¨ �ø�¶�c�ø�t �Ó�d�ø�c�t �c�d�¤�d�E�ø�Ó�”�ƒ�÷�R�E�d�R
�E�d�c�;�� �÷�c�d�c�|

�¡ �Å�A�v �ø�F�”�§�d�¤�d�c�t�”�§�c�?�¶�t�ø�Ë�§�÷�Š�ø�÷�‹�¡ �� �� �”�ø�c�” �� �…�t�”�d�E�d�Ó�d�¤�ø�÷�t �R�ø�t�ø�;�d�§�t�”�d�E�ø�;�ø�c�c�¨ �� �E�R�� �E�ø�÷�d�ð�ø�§�Ó
�ø�R�R�E�d�c�c�<�ø�÷�R�E�d�A�ƒ�d�c�t�§�÷�Š�t�”�d�?�ƒ�F�Ë�d�t�c�� �…�E�d�c�ƒ�Ó�t�c�F�� �E�E�d�c�;�� �÷�R�§�÷�Š�t�� �t�”�d�…�§�E�c�t �+ �”�d�±�ø�R�d�F�§�ð�ø�Ó
�F�”�ø�E�ø�F�t�d�E�c�� �…�t�”�ø�t �”�ø�c�”�|�‰�� �E�;�ø�c�c�¨ �� �E�R�c�{�+ �§�c�� �;�ð�d�ø�÷�§�÷�Š�t�”�d�E�d�ø�E�d���{�� �� �� �{�� ���� �?�ƒ�F�Ë�d�t�c�<�ø�÷�R�…�� �E
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�?�d�d�÷�Ó�d�ø�Ë�d�R�¨ �§�t�”�� �ƒ�t �”�ø�¤�§�÷�Š�t�� �ð�ø�Ë�d�ø�÷�¶�d�±�t�d�E�÷�ø�Ó�� �v�Å�E�d�A�ƒ�d�c�t�c�|

���� �7�K�L�V�L�V�Z�K�\ �(�[�S�U�H�V�V�9�3�1 �. �H�\�V�H�Q�F�R�X�U�D�J�H�V�W�K�H�X�V�H�R�I�V�W�U�R�Q�J���U�D�Q�G�R�P�O�\ �J�H�Q�H�U�D�W�H�G�S�D�V�V�Z�R�U�G�V���(�Y�H�Q�L�I�W�K�H�\
�K�D�S�S�H�Q�W�R�K�D�V�K�W�R�E�X�F�N�H�W���%�$�$�����W�K�H�D�W�W�D�F�N�H�U�¶�V�J�X�H�V�V�Z�R�X�O�G�E�H�Z�U�R�Q�J��

���� �³�S�D�V�V�Z�R�U�G� �́¶�V�6�+�$���� �L�V���%�$�$�����( ���&���%�����)���)���������������%���&�)���������%���(�( �����)�' ��
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6. Supply chain security

Internally developed code
�� �Ó�Ó�F�� �ð�;�� �÷�d�÷�t�c�� �…�t�”�d�_�±�;�E�d�c�c�Å�v�+ �ø�;�; �Ó�§�F�ø�t�§�� �÷�{�§�÷�F�Ó�ƒ�R�§�÷�Š�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�{�ø�E�d�E�§�Š�� �E�� �ƒ�c�Ó�¶
�E�d�¤�§�d�¨ �d�R�?�¶�?�� �t�” �”�ƒ�ð�ø�÷�R�d�¤�d�Ó�� �; �d�E�c�ø�÷�R�ø�ƒ�t�� �ð�ø�t�d�R�c�¶�c�t�d�ð�c�?�d�…�� �E�d�?�d�§�÷�Š�ø�F�F�d�;�t�d�R�ø�÷�R
�ð�d�E�Š�d�R�|�™�”�d�c�d�c�¶�c�t�d�ð�c�ø�E�d�ƒ�c�d�R�t�� �d�÷�…�� �E�F�d�c�d�F�ƒ�E�§�t�¶�;�E�� �; �d�E�t�§�d�c�ø�Ó�Ó�t�”�d�¨ �ø�¶�…�E�� �ð �t�”�d�F�� �R�d�t�”�ø�t
�c�”�§�;�c�t�”�d�ø�;�; �Ó�§�F�ø�t�§�� �÷�t�� �t�”�ø�t �F�� �R�d�§�÷�F�Ó�ƒ�R�d�R�§�÷�t�”�d�c�”�§�;�; �d�R�_�±�;�E�d�c�c�Å�v�+ �ø�;�; �Ó�§�F�ø�t�§�� �÷�|�™�”�d�c�d
�c�¶�c�t�d�ð�c�ø�E�d�R�d�c�§�Š�÷�d�R�…�E�� �ð �t�”�d�Š�E�� �ƒ�÷�R�ƒ�; �t�� �; �E���¤�§�R�d�R�d�…�d�÷�c�d�Q�§�÷�Q�R�d�;�t�”�{�ð�ø�Ë�§�÷�Š�§�t �R�§�…�…�§�F�ƒ�Ó�t �…�� �E
�ø�R�¤�d�E�c�ø�E�§�d�c�t�� �c�”�§�; �ð�ø�Ó�§�F�§�� �ƒ�c�F�� �R�d�ø�÷�R�;�E�d�¤�d�÷�t�§�÷�Š�t�”�d�F�� �ð�;�E�� �ð�§�c�d�� �…�ø�÷�¶�c�§�÷�Š�Ó�d�ð�ø�F�”�§�÷�d�� �E
�R�d�¤�d�Ó�� �; �d�E�…�E�� �ð �ø�…�…�d�F�t�§�÷�Š�t�”�d�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�F�� �R�d�?�ø�c�d�� �E�¨ �§�R�d�E�_�±�;�E�d�c�c�Å�v�+ �F�� �R�d�?�ø�c�d�|

�™�”�d�…�§�E�c�t �c�t�d�; �§�÷�t�”�§�c�;�E�� �F�d�c�c�§�chuman review�|�+�� �F�� �R�d�F�ø�÷�?�d�ø�F�F�d�;�t�d�R�§�÷�t�� �ø�E�d�Ó�d�ø�c�d�?�E�ø�÷�F�”
�� �…�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�ƒ�÷�Ó�d�c�c�§�t �”�ø�c�?�d�d�÷�ø�;�; �E���¤�d�R�?�¶�ø�R�d�¤�d�Ó�� �; �d�E�� �t�”�d�E�t�”�ø�÷�t�”�d�ø�ƒ�t�”�� �E�|�È�”�d�÷�ø
�;�ƒ�Ó�Ó�E�d�A�ƒ�d�c�t (�v�~)�§�c�ð�ø�E�Ë�d�R�ø�c�ø�;�; �E���¤�d�R�{�ø�F�� �÷�t�§�÷�ƒ�� �ƒ�c�§�÷�t�d�Š�E�ø�t�§�� �÷(�I �Å)�?�� �t �t�”�d�÷�F�”�d�F�Ë�c�t�”�ø�t �t�”�d
�ø�;�; �E���¤�d�E�§�c�÷�� �t �t�”�d�ø�ƒ�t�”�� �E�� �…�ø�÷�¶�F�� �ð�ð�§�t �§�÷�t�”�ø�t �v�~�{�ø�÷�R�§�…�ø�E�d�¤�§�d�¨ �d�E�§�c�§�÷�R�d�d�R�F�� �÷�…�Ó�§�F�t�d�R�;�§�|�d�|�{
�ø�ƒ�t�”�� �E�d�R�c�� �ð�d�� �…�t�”�d�F�� �R�d�<�t�”�d�÷�t�”�d�v�~�§�c�÷�� �t �ø�;�; �E���¤�d�R�…�� �E�ð�d�E�Š�d�ø�÷�R�ø�c�d�F�� �÷�R�{
�÷�� �÷�Q�F�� �÷�…�Ó�§�F�t�d�R�E�d�¤�§�d�¨ �d�E�ð�ƒ�c�t �ø�;�; �E���¤�d�|

�™�”�d�÷�d�±�t �c�t�d�; �§�cautomated checks�|�� �Ó�Ó�F�� �ð�ð�§�t�c�ð�ƒ�c�t �?�d�c�§�Š�÷�d�R�?�¶�ø�”�ø�E�R�¨ �ø�E�d�c�d�F�ƒ�E�§�t�¶�R�d�¤�§�F�d
�;�Õ�ƒ�?�§�� �d�¶�<�t�”�ø�t �§�c�t�§�d�R�t�� �ø�R�d�¤�d�Ó�� �; �d�E�ø�t �_�±�;�E�d�c�c�Å�v�+�|�_�¤�d�E�¶�v�~�ø�÷�R�d�¤�d�E�¶�F�� �ð�ð�§�t �§�c�F�”�d�F�Ë�d�R�?�¶
�ø�I �Å�?�� �t �t�� �d�÷�c�ƒ�E�d�t�”�ø�t �t�”�§�c�§�c�t�”�d�F�ø�c�d�|�™�”�d�;�E�d�c�d�÷�F�d�� �…�ø�÷�ƒ�÷�c�§�Š�÷�d�R�F�� �ð�ð�§�t�{�� �E�� �÷�d�t�”�ø�t �§�c�÷�� �t
�c�§�Š�÷�d�R�?�¶�ø�÷�ø�;�; �E���¤�d�R�Õ�ƒ�?�§�� �d�¶�{�¨ �§�Ó�Ó�?�Ó�� �F�Ë�t�”�d�v�~�…�E�� �ð �ð�d�E�Š�§�÷�Š�|�™�”�d�Õ�ƒ�?�§�� �d�¶�c�ƒ�c�d�R�…�� �E�t�”�§�c
�E�d�A�ƒ�§�E�d�ø�;�”�¶�c�§�F�ø�Ó�t�� �ƒ�F�” �� �; �d�E�ø�t�§�� �÷�ø�÷�R�ø�;�ø�c�c�;�”�E�ø�c�d�?�d�…�� �E�d�t�”�d�¶�¨ �§�Ó�Ó�c�§�Š�÷�ø�÷�¶�t�”�§�÷�Š�|�™�”�§�c�ð�d�ø�÷�c
�¨ �§�t�”�� �ƒ�t �; �� �c�c�d�c�c�§�� �÷�� �…�t�”�d�;�”�¶�c�§�F�ø�Ó�Ë�d�¶�§�t�c�d�Ó�…�{�d�¤�d�÷�§�…�ø�R�d�¤�d�Ó�� �; �d�E�j�c�ð�ø�F�”�§�÷�d�¨ �d�E�d�F�� �ð�;�E�� �ð�§�c�d�R�{
�t�”�d�;�E�§�¤�ø�t�d�Ë�d�¶�c�t�”�ø�t �ø�E�d�d�ð�?�d�R�R�d�R�§�÷�t�� �t�”�d�Õ�ƒ�?�§�� �d�¶�ø�E�d�÷�� �t �ø�t �E�§�c�Ë�� �…�?�d�§�÷�Š�c�t�� �Ó�d�÷�|

�‰�§�÷�ø�Ó�Ó�¶�{�d�¤�d�÷�ø�…�t�d�E�ø�F�� �R�d�F�”�ø�÷�Š�d�ð�ø�Ë�d�c�§�t �� �÷�t�� �ø�E�d�Ó�d�ø�c�d�?�E�ø�÷�F�”�{�t�”�d�c�§�Š�÷�ø�t�ƒ�E�d�c�F�E�d�ø�t�d�R�?�¶�t�”�d
�Õ�ƒ�?�§�� �d�¶�c�ø�E�d�c�t�§�Ó�Ó�F�”�d�F�Ë�d�R�|�@�÷�Ó�¶�I �Å�?�ƒ�§�Ó�R�c�;�d�E�…�� �E�ð�d�R�� �÷�?�E�ø�÷�F�”�d�c�t�”�ø�t �F�� �÷�c�§�c�t �d�÷�t�§�E�d�Ó�¶�� �…
�c�ƒ�§�t�ø�?�Ó�¶�c�§�Š�÷�d�R�F�� �R�d�;�E�� �R�ƒ�F�d�ø�÷�¶�ø�E�t�§�…�ø�F�t�c�{�t�”�d�E�d�…�� �E�d�ø�÷�¶�c�”�§�;�; �ø�?�Ó�d�ø�E�t�§�…�ø�F�t�c�ø�E�d�¤�d�E�¶�ƒ�÷�Ó�§�Ë�d�Ó�¶
�t�� �?�d�t�ø�§�÷�t�d�R�¨ �§�t�” �ƒ�÷�c�§�Š�÷�d�R�{�ð�ø�Ó�§�F�§�� �ƒ�c�F�� �R�d�|

Third-party code
�� �c�;�ø�E�t �� �…�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�I �Å�M�I �T �c�¶�c�t�d�ð�c�{�¨ �d�ø�Ó�c�� �; �d�E�…�� �E�ð �¤�ø�E�§�� �ƒ�c�F�”�d�F�Ë�c�t�� �d�÷�c�ƒ�E�d�t�”�d
�c�� �ƒ�E�F�d�F�� �R�d�t�”�ø�t �¨ �d�F�� �÷�c�ƒ�ð�d�…�E�� �ð �t�”�§�E�R�;�ø�E�t�§�d�c�E�d�ð�ø�§�÷�c�c�d�F�ƒ�E�d�ø�÷�R�ƒ�; �t�� �R�ø�t�d�|

�‰�§�E�c�t�{�¨ �d�E�d�Š�ƒ�Ó�ø�E�Ó�¶�E�ƒ�÷�t�� �� �Ó�§�÷�Š�;�� �� �-�"�* �� � �)�4�<�ø�Š�ø�§�÷�c�t �t�”�d�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�F�� �R�d�?�ø�c�d�{�¨ �”�§�F�”
�F�”�d�F�Ë�c�…�� �E�÷�d�¨ �~�ƒ�c�t�‹�d�F�ø�R�¤�§�c�� �E�§�d�c�§�c�c�ƒ�d�c�ø�Š�ø�§�÷�c�t �� �ƒ�E�t�”�§�E�R�Q�;�ø�E�t�¶�R�d�;�d�÷�R�d�÷�F�§�d�c�|�™�”�§�c�ð�d�ø�÷�c
�t�”�ø�t �§�…�ø�÷�d�¨ �§�c�c�ƒ�d�§�c�R�§�c�F���¤�d�E�d�R�{�¨ �d�F�ø�÷�§�ð�ð�d�R�§�ø�t�d�Ó�¶�c�t�ø�E�t �¨ �� �E�Ë�� �÷�ø�÷�ƒ�;�R�ø�t�d�t�”�ø�t �F�� �E�E�d�F�t�c�t�”�d
�¤�ƒ�Ó�÷�d�E�ø�?�§�Ó�§�t�¶�|

�‹�d�F�� �÷�R�{�¨ �d�F�� �ð�ð�§�t �t�� �� �ƒ�E�¤�d�E�c�§�� �÷�F�� �÷�t�E�� �Ó�ø�ð�ø�÷�§�…�d�c�t �;�� �� �-�"�*�`�' �*�� �&�<�t�”�ø�t �d�÷�ƒ�ð�d�E�ø�t�d�c�ø�Ó�Ó�� �…�� �ƒ�E
�t�”�§�E�R�Q�;�ø�E�t�¶�R�d�;�d�÷�R�d�÷�F�§�d�c�|�™�”�§�c�ð�ø�÷�§�…�d�c�t �§�÷�F�Ó�ƒ�R�d�c�ø�‹�¡ �� �� �� �� �F�”�d�F�Ë�c�ƒ�ð �� �…�t�”�d�R�d�;�d�÷�R�d�÷�F�¶�{
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https://www.expressvpn.com/blog/build-verification-system-prevents-malware/
https://www.expressvpn.com/blog/code-integrity-primer-github-commit-signature-verification-via-yubikey/
https://rustsec.org/


�ð�d�ø�÷�§�÷�Š�t�”�ø�t �ø�÷�ø�t�t�ø�F�Ë�d�E�F�ø�÷�÷�� �t �c�ƒ�?�c�t�§�t�ƒ�t�d�ø�F�� �ð�;�E�� �ð�§�c�d�R�¤�d�E�c�§�� �÷�� �…�ø�R�d�;�d�÷�R�d�÷�F�¶�¨ �§�t�”�� �ƒ�t
�Š�d�t�t�§�÷�Š�ø�F�”�ø�÷�Š�d�F�� �ð�ð�§�t�t�d�R�R�§�E�d�F�t�Ó�¶�t�� �� �ƒ�E�¤�d�E�c�§�� �÷�F�� �÷�t�E�� �Ó�c�¶�c�t�d�ð�{�¨ �”�§�F�” �ø�c�¨ �d�”�ø�¤�d�c�”���¨ �÷
�ø�?���¤�d�§�c�ø�ð�� �÷�ƒ�ð�d�÷�t�ø�Ó�t�ø�c�Ë�…�� �E�ø�÷�ø�R�¤�d�E�c�ø�E�¶�|�™�”�§�c�ð�d�ø�÷�c�¨ �d�ø�Ó�¨ �ø�¶�c�Ë�÷���¨ �t�”�d�¤�d�E�c�§�� �÷�� �…�t�”�d
�F�� �R�d�¨ �d�ø�E�d�c�”�§�;�; �§�÷�Š�ø�÷�R�t�”�ø�t �§�t �§�c�÷�� �t �F�”�ø�÷�Š�§�÷�Š�ƒ�÷�d�±�;�d�F�t�d�R�Ó�¶�|�™�� �d�÷�c�ƒ�E�d�¨ �d�R�� �÷�� �t �ð�§�c�c
�§�ð�;�E���¤�d�ð�d�÷�t�c�ø�÷�R�ƒ�;�R�ø�t�d�c�t�� �t�”�§�E�R�Q�;�ø�E�t�¶�F�� �R�d�{�¨ �d�ø�Ó�c�� �E�ƒ�÷�t�� �� �Ó�§�÷�Š�t�”�ø�t �Ó�d�t�c�ƒ�c�Ë�÷���¨ �ø�?�� �ƒ�t
�÷�d�¨ �¤�d�E�c�§�� �÷�c�� �…�R�d�;�d�÷�R�d�÷�F�§�d�c�t�”�ø�t �ø�E�d�÷�� �t �t�§�d�R�t�� �ø�~�ƒ�c�t�‹�d�F�ø�R�¤�§�c�� �E�¶�|

�™�”�d�ø�?���¤�d�F�”�d�F�Ë�c�ø�;�; �Ó�¶�÷�� �t �Ã�ƒ�c�t �t�� �t�”�d�F�� �R�d�t�”�ø�t �ð�ø�Ë�d�c�§�t �§�÷�t�� �t�”�d�_�±�;�E�d�c�c�Å�v�+ �ø�;�; �?�ƒ�t �ø�Ó�c�� �t��
�t�”�d�c�d�E�¤�§�F�d�c�§�R�d�§�÷�…�E�ø�c�t�E�ƒ�F�t�ƒ�E�d�{�d�÷�c�ƒ�E�§�÷�Š�t�”�ø�t �÷�� �ð�ø�Ó�§�F�§�� �ƒ�c�F�� �R�d�F�ø�÷�?�d�;�ƒ�c�”�d�R�…�E�� �ð �ø�c�§�÷�Š�Ó�d
�;�� �§�÷�t �� �…�F�� �ð�;�E�� �ð�§�c�d�ø�÷�R�ð�ø�Ë�§�÷�Š�c�ƒ�E�d�t�”�ø�t �R�d�;�d�÷�R�d�÷�F�§�d�c�� �÷�� �ƒ�E�c�d�E�¤�d�E�c�ø�E�d�ƒ�; �t�� �R�ø�t�d�|

�‰�§�÷�ø�Ó�Ó�¶�{�; �d�E�ð�§�c�c�§�� �÷�t�� �R�d�;�Ó���¶�t�� �t�”�d�;�E�� �R�ƒ�F�t�§�� �÷�§�÷�…�E�ø�c�t�E�ƒ�F�t�ƒ�E�d�E�d�A�ƒ�§�E�d�c�ø�;�; �E���¤�ø�Ó�…�E�� �ð �ø�c�;�d�F�§�…�§�F
�c�ƒ�?�c�d�t �� �…�R�d�¤�d�Ó�� �; �d�E�c�{�t�”�ƒ�c�Ó�§�ð�§�t�§�÷�Š�t�”�d�E�§�c�Ë�� �…�§�÷�c�§�R�d�E�t�”�E�d�ø�t �t�”�E�� �ƒ�Š�” �t�”�d�;�E�§�÷�F�§�;�Ó�d�� �…�Ó�d�ø�c�t
�; �E�§�¤�§�Ó�d�Š�d�|

�_�±�;�E�d�c�c�Å�v�+�j�c�?�ƒ�§�Ó�R�¤�d�E�§�…�§�F�ø�t�§�� �÷�;�E�� �F�d�c�c�”�ø�c�?�d�d�÷�§�÷�R�d�;�d�÷�R�d�÷�t�Ó�¶�ø�ƒ�R�§�t�d�R�?�¶�d�±�;�d�E�t�c�ø�t �v�¨ �I
�‹�¨ �§�t�Í�d�E�Ó�ø�÷�R�|�� �� �‰�� �E�ð�� �E�d�� �÷�t�”�§�E�R�Q�;�ø�E�t�¶�ø�c�c�d�c�c�ð�d�÷�t�c�{�c�d�d�t�”�d�c�d�F�t�§�� �÷�� �÷�d�±�t�d�E�÷�ø�Ó�c�d�F�ƒ�E�§�t�¶
�ø�ƒ�R�§�t�c�|

�� �� �~�d�c�ƒ�Ó�t�c�� �…�t�”�§�c�ø�÷�R�� �t�”�d�E�ø�ƒ�R�§�t�c�ø�E�d�ø�¤�ø�§�Ó�ø�?�Ó�d�t�� �_�±�;�E�d�c�c�Å�v�+ �F�ƒ�c�t�� �ð�d�E�c�� �÷�� �ƒ�E�v�E�§�¤�ø�F�¶�ø�÷�R�‹�d�F�ƒ�E�§�t�¶
�� �ƒ�R�§�t�c�;�ø�Š�d�|
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https://www.expressvpn.com/security-audits
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7. Hardening our apps
�™�”�ƒ�c�…�ø�E�¨ �d�j�¤�d�t�ø�Ó�Ë�d�R�ø�?�� �ƒ�t �”�� �¨ �¨ �d�c�d�F�ƒ�E�d�F�� �ð�ð�ƒ�÷�§�F�ø�t�§�� �÷�c�?�d�t�¨ �d�d�÷�t�”�d�c�d�E�¤�d�E�ø�÷�R�t�”�d
�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�ø�;�; �Ó�§�F�ø�t�§�� �÷�{�ø�c�¨ �d�Ó�Ó�ø�c�t�”�d�F�E�¶�;�t�� �Š�E�ø�;�”�¶�t�”�ø�t �c�d�F�ƒ�E�d�c�¶�� �ƒ�E�¤�ø�ƒ�Ó�t�|�A�ƒ�t �¨ �”�ø�t
�”�ø�;�; �d�÷�c�ø�…�t�d�E�t�”�d�¤�ø�ƒ�Ó�t �§�c�ƒ�÷�Ó�� �F�Ë�d�R�§�c�d�A�ƒ�ø�Ó�Ó�¶�§�ð�;�� �E�t�ø�÷�t�|

�Å�÷�t�”�§�c�c�d�F�t�§�� �÷�{�¨ �d�d�±�;�Ó�� �E�d�t�”�d�c�d�F�ƒ�E�§�t�¶�ð�d�ø�c�ƒ�E�d�c�§�÷�� �ƒ�E�ð�� �?�§�Ó�d�ø�;�; �c�ø�÷�R�?�E���¨ �c�d�E�d�±�t�d�÷�c�§�� �÷
�t�”�ø�t �…�ƒ�E�t�”�d�E�ð�§�÷�§�ð�§�Í�d�t�”�d�E�§�c�Ë�� �…�¶�� �ƒ�E�c�t�� �E�d�R�§�t�d�ð�c�?�d�§�÷�Š�d�±�;�� �c�d�R�|

Stored items remain encrypted until used
�¥�÷�Ó�� �F�Ë�§�÷�Š�¶�� �ƒ�E�¤�ø�ƒ�Ó�t �R�d�F�E�¶�;�t�c�t�”�d�ð�d�t�ø�R�ø�t�ø�ø�?�� �ƒ�t �t�”�d�¤�ø�ƒ�Ó�t �ø�÷�R�d�ø�F�” �R�� �F�ƒ�ð�d�÷�t �¨ �§�t�”�§�÷�§�t�{�?�ƒ�t �§�t
�R�� �d�c�÷�� �t �R�d�F�E�¶�;�t �t�”�d�?�� �R�¶�� �…�ø�÷�¶�R�� �F�ƒ�ð�d�÷�t�|�™�”�§�c�ð�d�ø�÷�c�t�”�ø�t �Ó�� �Š�§�÷�;�ø�c�c�¨ �� �E�R�c�{�™�@�™�v�c�{�t�”�d
�?�� �R�§�d�c�� �…�¶�� �ƒ�E�c�d�F�ƒ�E�d�÷�� �t�d�c�{�ø�÷�R�¶�� �ƒ�E�F�E�d�R�§�t�M�R�d�?�§�t �F�ø�E�R�÷�ƒ�ð�?�d�E�c�ø�÷�R�t�”�d�§�E�c�d�F�ƒ�E�§�t�¶�F�� �R�d�c
�E�d�ð�ø�§�÷�d�÷�F�E�¶�;�t�d�R�ƒ�÷�t�§�Ó�d�±�ø�F�t�Ó�¶�¨ �”�d�÷�t�”�d�¶�ø�E�d�ƒ�c�d�R�{�§�|�d�|�•

�” �¨ �”�d�÷�¶�� �ƒ�F�”�� �� �c�d�t�� �E�d�¤�d�ø�Ó�t�”�d�ð �§�÷�t�”�d�¥�Å�{�� �E

�” �F�� �;�¶�t�”�d�ð �t�� �¶�� �ƒ�E�F�Ó�§�;�?�� �ø�E�R�{�� �E

�” �ƒ�c�d�t�”�d�ð �t�� �ø�ƒ�t�� �…�§�Ó�Ó�ø�Ó�� �Š�§�÷�…�§�d�Ó�R

Autofill security
�È�”�d�÷�¶�� �ƒ�¤�§�c�§�t �ø�¨ �d�?�c�§�t�d�¨ �§�t�” �¶�� �ƒ�E�¤�ø�ƒ�Ó�t �ƒ�÷�Ó�� �F�Ë�d�R�{�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�¨ �§�Ó�Ó�;�E�� �ð�;�t �¶�� �ƒ�t��
�ø�ƒ�t�� �ð�ø�t�§�F�ø�Ó�Ó�¶�…�§�Ó�Ó�§�÷�;autofill�<�¶�� �ƒ�E�Ó�� �Š�§�÷�F�E�d�R�d�÷�t�§�ø�Ó�c�…�� �E�t�”�ø�t �¨ �d�?�c�§�t�d�{�§�…�t�”�d�¶�ø�E�d�§�÷�¶�� �ƒ�E�¤�ø�ƒ�Ó�t�|

�È�”�§�Ó�d�t�”�d�ø�F�t �� �…�;�� �; �ƒ�Ó�ø�t�§�÷�Š�ƒ�c�d�E�÷�ø�ð�d�c�ø�÷�R�;�ø�c�c�¨ �� �E�R�c�§�÷�t�� �ø�¨ �d�?�;�ø�Š�d�ð�§�Š�”�t �c�d�d�ð �c�§�ð�;�Ó�d�{
�t�”�d�E�d�ø�E�d�ø�Ó�� �t �� �…�F�� �ð�;�Ó�d�±�§�t�§�d�c�ø�E�� �ƒ�÷�R�”���¨ �t�� �R�� �t�”�ø�t �c�d�F�ƒ�E�d�Ó�¶�{�d�c�;�d�F�§�ø�Ó�Ó�¶�Š�§�¤�d�÷�t�”�d�;�� �c�c�§�?�§�Ó�§�t�¶
�t�”�ø�t �t�”�d�¨ �d�?�c�§�t�d�§�t�c�d�Ó�…�F�� �ƒ�Ó�R�?�d�”�� �c�t�§�Ó�d�|�™�”�d�¨ �d�?�c�§�t�d�F�� �ƒ�Ó�R�?�d�Ó�¶�§�÷�Š�ø�?�� �ƒ�t �§�t�c�§�R�d�÷�t�§�t�¶�;�d�|�Š�|�{
�; �E�d�t�d�÷�R�§�÷�Š�t�� �?�d�Š�ð�ø�§�Ó�|�F�� �ð�<�{�ø�÷�R�¨ �§�t�” �c�� �ð�d�ð�ø�Ó�§�F�§�� �ƒ�c�c�F�E�§�;�t�§�÷�Š�F�� �ƒ�Ó�R�ø�t�t�d�ð�;�t �t�� �”�ø�E�¤�d�c�t �ø�Ó�Ó
�F�E�d�R�d�÷�t�§�ø�Ó�c�?�¶�…�� �E�F�§�÷�Š�t�”�d�;�ø�c�c�¨ �� �E�R�ð�ø�÷�ø�Š�d�E�j�c�?�E���¨ �c�d�E�d�±�t�d�÷�c�§�� �÷�t�� �ø�ƒ�t�� �…�§�Ó�Ó�t�”�d�ð �§�÷�t�� �ø�…�§�d�Ó�R
�t�”�ø�t �t�”�d�ø�t�t�ø�F�Ë�d�E�F�� �÷�t�E�� �Ó�c�|�� �� �‹�§�ð�§�Ó�ø�E�ø�t�t�ø�F�Ë�c�F�ø�÷�?�d�d�ð�;�Ó���¶�d�R�� �÷�ð�� �?�§�Ó�d�R�d�¤�§�F�d�c�ø�c�¨ �d�Ó�Ó�|

�È�d�d�ð�;�Ó���¶�t�¨ �� �ð�d�F�”�ø�÷�§�c�ð�c�t�� �; �E�d�¤�d�÷�t �F�E�d�R�d�÷�t�§�ø�Ó�”�ø�E�¤�d�c�t�§�÷�Š�t�”�E�d�ø�t�c�•

���| �È�d�c�t�E�§�F�t�Ó�¶�E�d�A�ƒ�§�E�duser interaction �?�d�…�� �E�d�F�E�d�R�d�÷�t�§�ø�Ó�c�ø�E�d�;�� �; �ƒ�Ó�ø�t�d�R�{�c�� �t�”�d�ƒ�c�d�E�§�c
�ø�Ó�¨ �ø�¶�c�ø�¨ �ø�E�d�� �…�¨ �”�ø�t �F�E�d�R�d�÷�t�§�ø�Ó�t�”�d�¶�ø�E�d�…�§�Ó�Ó�§�÷�Š�§�÷�t�� �t�”�d�…�� �E�ð�|�� �÷�¶�t�”�§�÷�Š�t�”�ø�t �c�d�d�ð�c�� �ƒ�t
�� �…�t�”�d�� �E�R�§�÷�ø�E�¶�¨ �§�Ó�Ó�§�ð�ð�d�R�§�ø�t�d�Ó�¶�c�� �ƒ�÷�R�ø�Ó�ø�E�ð �?�d�Ó�Ó�c�|

�� �| �È�d�ø�Ó�c�� �E�d�A�ƒ�§�E�d�c�t�E�§�F�t �F�”�d�F�Ë�c�� �÷�t�”�ddomain �¨ �”�d�E�d�t�”�d�F�E�d�R�d�÷�t�§�ø�Ó�c�ø�E�d�;�� �; �ƒ�Ó�ø�t�d�R�|�Å�÷
�;�ø�E�t�§�F�ƒ�Ó�ø�E�{�¨ �d�¨ �§�Ó�Ó�� �÷�Ó�¶�…�§�Ó�Ó�§�÷�t�”�d�F�E�d�R�d�÷�t�§�ø�Ó�§�…�t�”�d�R�� �ð�ø�§�÷�ð�ø�t�F�”�d�c�� �� �t�”�d�� �÷�d�…�� �E�t�”�d
�F�E�d�R�d�÷�t�§�ø�Ó�§�÷�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�|�Å�…�t�”�d�c�ƒ�?�R�� �ð�ø�§�÷�c�ø�E�d�R�§�…�…�d�E�d�÷�t�{�ø�¨ �ø�E�÷�§�÷�Š�§�c�R�§�c�;�Ó�ø�¶�d�R

���� �7�K�L�V�L�V�D�P�D�W�F�K�R�Q�W�K�H�G�R�P�D�L�Q�Q�D�P�H���D�Q�G�D�O�O�V�X�E�G�R�P�D�L�Q�V�� �D�Q�G�H�D�F�K�S�R�U�W�L�V�W�U�H�D�W�H�G�D�V�D�X�Q�L�T�X�H�P�D�W�F�K��

���� �7�K�L�V�Z�D�V�V�W�X�G�L�H�G�H�[�W�H�Q�V�L�Y�H�O�\ �L�Q�3�D�V�V�Z�R�U�G�0�D�Q�D�J�H�U�V���$�W�W�D�F�N�V�D�Q�G�' �H�I�H�Q�V�H�V���6�L�O�Y�H�U�H�W�D�O����������������
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https://www.usenix.org/system/files/conference/usenixsecurity14/sec14-paper-silver.pdf


�ø�÷�R�t�”�d�ƒ�c�d�E�”�ø�c�t�� �ø�;�; �E���¤�d�t�”�d�E�d�A�ƒ�d�c�t �?�d�…�� �E�d�t�”�d�F�E�d�R�d�÷�t�§�ø�Ó�c�ø�E�d�ø�ƒ�t�� �…�§�Ó�Ó�d�R�|�È�d
�R�d�t�d�E�ð�§�÷�d�t�”�d�F�� �E�E�d�F�t �R�� �ð�ø�§�÷�¤�§�ø�t�E�ƒ�c�t�d�R�� �v�Å�F�ø�Ó�Ó�c�� �� �� �÷�t�”�d�?�E���¨ �c�d�E�d�±�t�d�÷�c�§�� �÷�{�� �÷�R�E�� �§�R�{
�ø�÷�R�§�@�‹�{�E�ø�t�”�d�E�t�”�ø�÷�ø�÷�¶�t�”�§�÷�Š�ð�ƒ�t�ø�?�Ó�d�…�E�� �ð �ø�÷�ø�t�t�ø�F�Ë�d�E�j�c�;�d�E�c�;�d�F�t�§�¤�d�|

�™�”�d�t�¨ �� �ð�d�F�”�ø�÷�§�c�ð�c�R�d�c�F�E�§�?�d�R�c�§�Š�÷�§�…�§�F�ø�÷�t�Ó�¶�E�ø�§�c�d�t�”�d�R�§�…�…�§�F�ƒ�Ó�t�¶�Ó�d�¤�d�Ó�� �…�ø�t�t�d�ð�;�t�§�÷�Š�ø�÷�ø�t�t�ø�F�Ë
�� �÷�� �d�¶�c�j�ø�ƒ�t�� �…�§�Ó�Ó�ð�d�F�”�ø�÷�§�c�ð�|�È�d�…�ƒ�E�t�”�d�E�ø�ƒ�Š�ð�d�÷�t �t�”�d�c�d�R�d�…�d�÷�c�d�c�¨ �§�t�” �E�d�Š�ƒ�Ó�ø�E�§�÷�t�d�E�÷�ø�Ó�ø�÷�R
�d�±�t�d�E�÷�ø�Ó�c�d�F�ƒ�E�§�t�¶�ø�c�c�d�c�c�ð�d�÷�t�c�t�� �d�÷�c�ƒ�E�d�t�”�ø�t �� �ƒ�E�§�ð�;�Ó�d�ð�d�÷�t�ø�t�§�� �÷�� �…�t�”�d�ø�ƒ�t�� �…�§�Ó�Ó�§�c�”�ø�E�R�d�÷�d�R�t��
�¤�ø�E�§�� �ƒ�c�ø�t�t�ø�F�Ë�¤�d�F�t�� �E�c�{�d�¤�d�÷�;�� �t�d�÷�t�§�ø�Ó�Ó�¶�÷���¤�d�Ó�� �÷�d�c�|

Security screen
�È�”�d�÷�ð�ƒ�Ó�t�§�t�ø�c�Ë�§�÷�Š�� �÷�ð�� �?�§�Ó�d�ø�;�; �Ó�§�F�ø�t�§�� �÷�c�{�¶�� �ƒ�F�� �ƒ�Ó�R�;�� �t�d�÷�t�§�ø�Ó�Ó�¶�ð�ø�Ë�d�ø�ð�§�c�t�ø�Ë�d�ø�÷�R�t�ø�Ë�d�ø
�c�F�E�d�d�÷�c�”�� �t �� �…�¶�� �ƒ�E�;�ø�c�c�¨ �� �E�R�ð�ø�÷�ø�Š�d�E�c�F�E�d�d�÷�¨ �”�d�÷�§�t �§�c�§�÷�t�”�d�?�ø�F�Ë�Š�E�� �ƒ�÷�R�{�;�� �t�d�÷�t�§�ø�Ó�Ó�¶�¨ �§�t�” �t�”�d
�;�ø�c�c�¨ �� �E�R�d�±�;�� �c�d�R�|�È�§�t�” security screen�� �� �d�÷�ø�?�Ó�d�R�{�¶�� �ƒ�E�c�F�E�d�d�÷�c�”�� �t�c�¨ �§�Ó�Ó�÷�� �t �F�ø�;�t�ƒ�E�d�ø�÷�¶�t�”�§�÷�Š
�¨ �”�§�Ó�d�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�§�c�§�÷�t�”�d�?�ø�F�Ë�Š�E�� �ƒ�÷�R�|

Biometric unlock
�_�÷�ø�?�Ó�§�÷�Š�?�§�� �ð�d�t�E�§�F�ƒ�÷�Ó�� �F�Ë�§�÷�� �d�¶�c�� �÷�ð�� �?�§�Ó�d�Ó�d�t�c�¶�� �ƒ�ø�F�F�d�c�c�¶�� �ƒ�E�c�t�� �E�d�R�§�t�d�ð�c�ƒ�c�§�÷�Š�¶�� �ƒ�E
�…�§�÷�Š�d�E�;�E�§�÷�t �� �E�…�ø�F�d�§�÷�c�t�d�ø�R�� �…�¶�� �ƒ�E�;�E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�|�™�”�§�c�…�d�ø�t�ƒ�E�d�§�c�;�E�� �t�d�F�t�d�R�?�¶�d�ø�F�”
�; �Ó�ø�t�…�� �E�ð�j�c�÷�ø�t�§�¤�d�ø�ƒ�t�”�d�÷�t�§�F�ø�t�§�� �÷�c�d�F�ƒ�E�§�t�¶�•

�@�÷�§�@�‹�{�¨ �d�ø�Ó�Ó���¨ �ø�ƒ�t�”�d�÷�t�§�F�ø�t�§�� �÷�?�¶�‰�ø�F�d�Å�T �ø�÷�R�™�� �ƒ�F�” �Å�T �� �÷�ø�Ó�Ó�R�d�¤�§�F�d�c�E�ƒ�÷�÷�§�÷�Š�§�@�‹ ���� �ø�÷�R
�ø�?���¤�d�|

�@�÷�� �÷�R�E�� �§�R�{�¨ �d�ø�Ó�Ó���¨ �?�§�� �ð�d�t�E�§�F�ƒ�÷�Ó�� �F�Ë�� �÷�Ó�¶�� �÷�R�d�¤�§�F�d�c�¨ �§�t�” �t�”�d�ð�� �c�t �c�d�F�ƒ�E�d�F�Ó�ø�c�c�� �…�?�§�� �ð�d�t�E�§�F
�c�d�÷�c�� �E�;�I �Ó�ø�c�c�� �<�|

���� �1�R�W�H�W�K�D�W�W�K�L�V�L�V�D�I�H�D�W�X�U�H�R�Q�P�R�E�L�O�H�Y�H�U�V�L�R�Q�V�R�I�(�[�S�U�H�V�V�9�3�1 �. �H�\�V�D�Q�G�L�V�Q�R�W�D�Y�D�L�O�D�E�O�H�R�Q�W�K�H�E�U�R�Z�V�H�U�G�X�H�W�R
�O�L�P�L�W�D�W�L�R�Q�V�R�Q�W�K�H�R�S�H�U�D�W�L�Q�J�V�\�V�W�H�P �D�Q�G�E�U�R�Z�V�H�U�H�[�W�H�Q�V�L�R�Q�L�Q�W�H�U�I�D�F�H��

���� �2�Q�$�Q�G�U�R�L�G���W�K�L�V�S�H�U�I�R�U�P�V�S�D�F�N�D�J�H�Y�H�U�L�I�L�F�D�W�L�R�Q�D�V�S�H�U�$�X�W�R�I�L�O�O�6�H�U�Y�L�F�H�G�R�F�X�P�H�Q�W�D�W�L�R�Q���2�Q�&�K�U�R�P�H���Z�H�X�V�H�W�K�H
�S�U�R�S�H�U�W�L�H�V�R�I�W�K�H�7�D�E�R�E�M�H�F�W���D�F�F�H�V�V�H�G�I�U�R�P �W�K�H�E�D�F�N�J�U�R�X�Q�G�V�F�U�L�S�W���2�Q�L�2�6���Z�H�X�V�H
�$�6�&�U�H�G�H�Q�W�L�D�O�6�H�U�Y�L�F�H�,�G�H�Q�W�L�I�L�H�U��

28

https://source.android.com/docs/security/features/biometric/measure#biometric-classes
https://developer.android.com/reference/kotlin/android/service/autofill/AutofillService.html#package-verification
https://developer.chrome.com/docs/extensions/reference/tabs/#type-Tab
https://developer.apple.com/documentation/authenticationservices/ascredentialserviceidentifier


8. Server and cloud infrastructure
�‹�§�÷�F�d�ƒ�÷�d�÷�F�E�¶�;�t�d�R�ƒ�c�d�E�R�ø�t�ø�÷�d�¤�d�E�Ó�d�ø�¤�d�c�t�”�d�ƒ�c�d�E�j�c�R�d�¤�§�F�d�{�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�j�F�Ó�� �ƒ�R�c�d�E�¤�d�E
�§�÷�…�E�ø�c�t�E�ƒ�F�t�ƒ�E�d�§�c�÷�d�¤�d�E�F�ø�Ó�Ó�d�R�ƒ�;�� �÷�t�� �; �E�� �F�d�c�c�� �E�c�t�� �E�d�§�t�|�‹�t�§�Ó�Ó�{�� �ƒ�E�§�÷�…�E�ø�c�t�E�ƒ�F�t�ƒ�E�d�”�ø�c�?�d�d�÷
�ø�E�F�”�§�t�d�F�t�d�R�t�� �…�� �Ó�Ó���¨ �c�t�E�§�F�t �c�d�F�ƒ�E�§�t�¶�?�d�c�t �; �E�ø�F�t�§�F�d�c�|

�‰�§�E�c�t�{�� �d�¶�c�§�÷�…�E�ø�c�t�E�ƒ�F�t�ƒ�E�d�§�c�F�� �ð�;�Ó�d�t�d�Ó�¶�c�d�;�ø�E�ø�t�d�…�E�� �ð �ø�÷�¶�� �t�”�d�E�_�±�;�E�d�c�c�Å�v�+ �§�÷�…�E�ø�c�t�E�ƒ�F�t�ƒ�E�d�|
�™�”�§�c�§�÷�F�Ó�ƒ�R�d�c�ø�F�F�� �ƒ�÷�t�c�{�c�ƒ�?�c�F�E�§�;�t�§�� �÷�c�d�E�¤�§�F�d�c�{�ø�÷�R�ø�Ó�Ó�Å�v�+ �c�d�E�¤�d�E�c�ø�E�� �ƒ�÷�R�t�”�d�¨ �� �E�Ó�R�|�™�”�§�c
�c�d�;�ø�E�ø�t�§�� �÷�� �…�F�� �÷�F�d�E�÷�c�ð�d�ø�÷�c�t�”�ø�t �_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�j�§�÷�…�E�ø�c�t�E�ƒ�F�t�ƒ�E�d�§�c�÷�d�¤�d�E�d�±�;�� �c�d�R�t�� �ø�÷�¶
�;�d�E�c�� �÷�ø�Ó�Ó�¶�§�R�d�÷�t�§�…�§�ø�?�Ó�d�§�÷�…�� �E�ð�ø�t�§�� �÷(�v�Å�Å)�{�÷�� �E�ø�…�…�d�F�t�d�R�?�¶�ø�÷�¶�� �…�¶�� �ƒ�E�Å�v�+ �t�E�ø�…�…�§�F�|

���§�Ë�d�ø�Ó�Ó�_�±�;�E�d�c�c�Å�v�+ �§�÷�…�E�ø�c�t�E�ƒ�F�t�ƒ�E�d�{�� �d�¶�c�§�÷�…�E�ø�c�t�E�ƒ�F�t�ƒ�E�d�”�ø�c�?�d�d�÷�F�ø�E�d�…�ƒ�Ó�Ó�¶�R�d�c�§�Š�÷�d�R�ø�E�� �ƒ�÷�R�t�”�d
�;�E�§�÷�F�§�;�Ó�d�� �…�Ó�d�ø�c�t �; �E�§�¤�§�Ó�d�Š�d�{�d�÷�F�E�¶�;�t�§�� �÷�ø�t �E�d�c�t�{�ø�c�¨ �d�Ó�Ó�ø�c�;�E�� �ø�F�t�§�¤�d�ð�� �÷�§�t�� �E�§�÷�Š�ø�÷�R�ø�Ó�d�E�t�§�÷�Š�t��
�R�d�t�d�F�t �ø�÷�¶�§�c�c�ƒ�d�c�|

�A�¶�R�d�…�ø�ƒ�Ó�t�{�� �d�¶�c�§�÷�…�E�ø�c�t�E�ƒ�F�t�ƒ�E�d�F�� �÷�t�ø�§�÷�c�÷�� �; �d�E�ð�ø�÷�d�÷�t �ø�R�ð�§�÷�§�c�t�E�ø�t�§�¤�d�c�d�E�¤�§�F�d�c�|�� �Ó�Ó�ø�R�ð�§�÷�§�c�t�E�ø�t�� �E
�ø�F�F�d�c�c�§�c�;�d�E�…�� �E�ð�d�R�ƒ�c�§�÷�Š�?�ø�c�t�§�� �÷�”�� �c�t�c�t�”�ø�t �ø�E�d�F�E�d�ø�t�d�R�� �÷�R�d�ð�ø�÷�R�ø�÷�R�R�d�c�t�E���¶�d�R�¨ �”�d�÷�÷�� �t
�§�÷�ƒ�c�d�|�� �F�F�d�c�c�t�� �F�E�d�ø�t�d�t�”�d�c�d�?�ø�c�t�§�� �÷�”�� �c�t�c�§�c�Š�E�ø�÷�t�d�R�?�¶�ø�c�;�d�F�§�…�§�F�ø�R�ð�§�÷�§�c�t�E�ø�t�§�¤�d�E�� �Ó�d�t�”�ø�t
�”�ø�c�ð�§�÷�§�ð�ø�Ó�;�E�§�¤�§�Ó�d�Š�d�c�{�ø�÷�R�ø�F�F�d�c�c�§�c�Š�ø�t�d�R�?�¶�� �‰�� �?�ø�F�Ë�d�R�?�¶�”�ø�E�R�¨ �ø�E�d�R�d�¤�§�F�d�c(�Õ�ƒ�?�§�� �d�¶�c�<
�ø�÷�R�ø�;�ø�c�c�;�”�E�ø�c�d�Ë�÷���¨ �÷�� �÷�Ó�¶�t�� �t�”�d���¨ �÷�d�E�� �…�t�”�d�”�ø�E�R�¨ �ø�E�d�c�d�F�ƒ�E�§�t�¶�R�d�¤�§�F�d�|�@�÷�F�d�t�”�d�¶�ø�E�d
�F�E�d�ø�t�d�R�{�t�”�d�?�ø�c�t�§�� �÷�”�� �c�t�c�ø�E�d�� �÷�Ó�¶�ø�F�F�d�c�c�§�?�Ó�d�…�E�� �ð �ø�c�;�d�F�§�…�§�F�Ó�§�c�t �� �…�t�E�ƒ�c�t�d�R�c�� �ƒ�E�F�d�Å�v�c�ø�÷�R
�ø�Š�ø�§�÷�¨ �§�t�” �ø�Õ�ƒ�?�§�� �d�¶�|

�T�§�E�d�F�t �ø�R�ð�§�÷�§�c�t�E�ø�t�§�¤�d�ø�F�F�d�c�c�§�c�E�ø�E�d�Ó�¶�{�§�…�d�¤�d�E�{�E�d�A�ƒ�§�E�d�R�§�÷�� �d�¶�c�§�÷�…�E�ø�c�t�E�ƒ�F�t�ƒ�E�d�U�d�¤�d�E�¶�t�”�§�÷�Š
�;�� �c�c�§�?�Ó�d�”�ø�c�?�d�d�÷�ø�ƒ�t�� �ð�ø�t�d�R�|�™�”�d�E�d�…�� �E�d�{�ø�÷�¶�F�E�d�ø�t�§�� �÷�� �…�§�R�d�÷�t�§�t�¶�ø�÷�R�ø�F�F�d�c�c�ð�ø�÷�ø�Š�d�ð�d�÷�t
(�Å�� �#)�E�� �Ó�d�c�� �E�F�Ó�� �ƒ�R�F�E�d�R�d�÷�t�§�ø�Ó�c�t�”�ø�t �ø�E�d�ø�?�Ó�d�t�� �F�E�d�ø�t�d�ø�?�ø�c�t�§�� �÷�”�� �c�t�U�d�¤�d�÷�t�”�d�?�ø�c�t�§�� �÷�”�� �c�t
�F�E�d�ø�t�§�� �÷�d�¤�d�÷�t �§�t�c�d�Ó�…�U�¨ �§�Ó�Ó�Š�d�÷�d�E�ø�t�d�ø�c�d�F�ƒ�E�§�t�¶�ø�Ó�d�E�t �t�”�ø�t �ð�ƒ�c�t �?�d�ø�F�Ë�÷���¨ �Ó�d�R�Š�d�R�� �E�d�Ó�c�d�§�t �§�c
�d�c�F�ø�Ó�ø�t�d�R�t�� �ø�R�d�R�§�F�ø�t�d�R�c�d�F�ƒ�E�§�t�¶�� �; �d�E�ø�t�§�� �÷�c�F�d�÷�t�d�E(�‹�@�I )�|

�T�§�…�…�d�E�d�÷�t �ø�R�ð�§�÷�§�c�t�E�ø�t�§�¤�d�R�ƒ�t�§�d�c�ø�E�d�d�ø�F�” �Š�§�¤�d�÷�ø�R�§�c�t�§�÷�F�t �E�� �Ó�d�;�d�¤�d�÷�t�”�� �ƒ�Š�” �t�”�d�¶�ð�ø�¶�?�d
�;�d�E�…�� �E�ð�d�R�?�¶�t�”�d�c�ø�ð�d�;�d�E�c�� �÷�<�{�ø�÷�R�d�ø�F�” �E�� �Ó�d�§�c�Š�E�ø�÷�t�d�R�� �÷�Ó�¶�t�”�d�ð�§�÷�§�ð�ƒ�ð �;�E�§�¤�§�Ó�d�Š�d�c�t��
�; �d�E�…�� �E�ð �t�”�ø�t �c�;�d�F�§�…�§�F�t�ø�c�Ë�|�� �F�F�d�c�c�t�� �ø�÷�¶�E�� �Ó�d�E�d�A�ƒ�§�E�d�c�ø�ƒ�t�”�d�÷�t�§�F�ø�t�§�� �÷�ƒ�c�§�÷�Š�ø�Õ�ƒ�?�§�� �d�¶�R�d�¤�§�F�d�|
�� �Ó�Ó�ø�F�F�d�c�c�F�E�d�R�d�÷�t�§�ø�Ó�c�ø�E�d�R�§�c�ø�?�Ó�d�R�¨ �”�d�÷�÷�� �t �§�÷�ƒ�c�d�{�ø�÷�R�t�”�§�c�§�c�ð�� �÷�§�t�� �E�d�R�ø�ƒ�t�� �ð�ø�t�§�F�ø�Ó�Ó�¶�c�ƒ�F�”
�t�”�ø�t �§�…�ø�c�d�t �� �…�F�E�d�R�d�÷�t�§�ø�Ó�c�ø�E�d�Ó�d�…�t �d�÷�ø�?�Ó�d�R�{�t�”�§�c�¨ �§�Ó�Ó�?�d�…�Ó�ø�Š�Š�d�R�…�� �E�ø�F�t�§�� �÷�?�¶�t�”�d�‹�@�I �|

�È�”�d�E�d�ø�ƒ�t�� �ð�ø�t�§�� �÷�E�d�A�ƒ�§�E�d�c�§�÷�…�E�ø�c�t�E�ƒ�F�t�ƒ�E�d�ø�F�F�d�c�c�{�¨ �d�Ó�§�Ë�d�¨ �§�c�d�d�÷�c�ƒ�E�d�t�”�ø�t �R�d�R�§�F�ø�t�d�R�E�� �Ó�d�c�¨ �§�t�”
�t�”�d�ð�§�÷�§�ð�ø�Ó�E�d�A�ƒ�§�E�d�R�;�E�§�¤�§�Ó�d�Š�d�c�ø�E�d�ƒ�c�d�R�ø�÷�R�t�”�ø�t �d�¤�d�E�¶�d�÷�¤�§�E�� �÷�ð�d�÷�t �”�ø�c�c�d�;�ø�E�ø�t�d�ƒ�c�d�E�c�ø�÷�R
�c�d�;�ø�E�ø�t�d�F�E�d�R�d�÷�t�§�ø�Ó�c�c�� �t�”�ø�t �d�÷�¤�§�E�� �÷�ð�d�÷�t�c�F�ø�÷�÷�� �t �§�ð�;�ø�F�t �� �÷�d�ø�÷�� �t�”�d�E�|�™�”�§�c�§�÷�F�Ó�ƒ�R�d�c�I �Å�M�I �T �Ã�� �?�c
�¨ �”�d�E�d�t�”�d�…�§�÷�ø�Ó�R�d�;�Ó���¶�ð�d�÷�t �c�t�d�; �E�d�A�ƒ�§�E�d�c�ø�ƒ�t�”�� �E�§�Í�ø�t�§�� �÷�?�¶�ø�÷�ø�R�ð�§�÷�§�c�t�E�ø�t�� �E�?�d�…�� �E�d�t�”�d�Ã�� �?�§�c
�Š�E�ø�÷�t�d�R�ø�F�F�d�c�c�t�� �t�”�d�E�d�A�ƒ�§�E�d�R�F�E�d�R�d�÷�t�§�ø�Ó�c�|

�@�t�”�d�E�;�E�� �; �d�E�t�§�d�c�t�”�ø�t �ø�E�d�ø�ƒ�t�� �ð�ø�t�§�F�ø�Ó�Ó�¶�ð�� �÷�§�t�� �E�d�R�§�÷�F�Ó�ƒ�R�d�t�”�d�F�E�d�ø�t�§�� �÷�� �…�÷�d�¨ �ø�F�F�� �ƒ�÷�t�c�ø�÷�R
�t�”�d�F�E�d�ø�t�§�� �÷�� �…�÷�d�¨ �c�d�F�ƒ�E�§�t�¶�F�E�d�R�d�÷�t�§�ø�Ó�c�|�� �Ó�Ó�d�¤�d�÷�t�c�ø�E�d�ø�Ó�c�� �…�d�R�§�÷�t�� �ø�c�d�F�ƒ�E�§�t�¶�§�÷�…�� �E�ð�ø�t�§�� �÷�ø�÷�R
�d�¤�d�÷�t �ð�ø�÷�ø�Š�d�ð�d�÷�t (�‹�Å�_�#)�c�¶�c�t�d�ð�{�¨ �”�§�F�” �ð�� �÷�§�t�� �E�c�ø�÷�R�ø�Ó�d�E�t�c�� �÷�ø�÷�¶�ø�÷�� �ð�ø�Ó�� �ƒ�c�ø�F�t�§�¤�§�t�¶�|
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9. Security audits

Internal
�� �c�¨ �d�R�d�¤�d�Ó�� �; �d�R�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�{�� �ƒ�E�§�÷�t�d�E�÷�ø�Ó�c�d�F�ƒ�E�§�t�¶�t�d�ø�ð �F�� �÷�R�ƒ�F�t�d�R�ø�÷�d�±�t�d�÷�c�§�¤�d�E�d�¤�§�d�¨
�� �…�t�”�d�t�”�E�d�ø�t �Ó�ø�÷�R�c�F�ø�;�d�ø�÷�R�¤�ƒ�Ó�÷�d�E�ø�?�§�Ó�§�t�§�d�c�t�”�ø�t �F�ø�÷�ø�…�…�d�F�t �; �ø�c�c�¨ �� �E�R�ð�ø�÷�ø�Š�d�E�c�{�E�d�c�ƒ�Ó�t�§�÷�Š�§�÷�t�”�d
�…�� �Ó�Ó���¨ �§�÷�Š�?�ø�t�t�d�E�¶�� �…�t�d�c�t �F�ø�c�d�c�ø�÷�R�c�F�d�÷�ø�E�§�� �c�¨ �d�ƒ�c�d�¨ �”�d�÷�;�d�E�…�� �E�ð�§�÷�Š�� �ƒ�E���¨ �÷�c�d�F�ƒ�E�§�t�¶
�ø�c�c�d�c�c�ð�d�÷�t�c�•

30



External
�™�� �”�d�Ó�; �ƒ�c�F�� �÷�t�§�÷�ƒ�ø�Ó�Ó�¶�§�ð�;�E���¤�d�� �d�¶�c�{�¨ �d�ø�Ó�c�� �F�� �ð�ð�§�c�c�§�� �÷�c�d�F�ƒ�E�§�t�¶�ø�ƒ�R�§�t�c�¨ �§�t�” �E�d�;�ƒ�t�ø�?�Ó�d
�d�±�t�d�E�÷�ø�Ó�¤�d�÷�R�� �E�c�|�Å�÷�ø�c�d�E�§�d�c�� �…�t�”�§�E�R�Q�;�ø�E�t�¶�ø�ƒ�R�§�t�c�{�¨ �d�E�d�A�ƒ�d�c�t�d�R�I �ƒ�E�d�� �� �{�ø�÷�§�÷�R�d�;�d�÷�R�d�÷�t
�c�d�F�ƒ�E�§�t�¶�¤�d�÷�R�� �E�{�t�� �d�¤�ø�Ó�ƒ�ø�t�d�t�”�d�c�d�F�ƒ�E�§�t�¶�;�� �c�t�ƒ�E�d�� �…�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�� �÷�§�@�‹�{�� �÷�R�E�� �§�R�{�ø�÷�R�t�”�d
�I �”�E�� �ð�d�d�±�t�d�÷�c�§�� �÷�|�‹�; �d�F�§�…�§�F�ø�Ó�Ó�¶�{�I �ƒ�E�d�� �� �…�� �F�ƒ�c�d�R�� �÷�¨ �”�d�t�”�d�E�ø�t�”�E�d�ø�t �ø�F�t�� �E�F�� �ƒ�Ó�R�;�d�E�…�� �E�ð �t�”�d
�…�� �Ó�Ó���¨ �§�÷�Š�d�±�;�Ó�� �§�t�c�� �÷�t�”�d�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�ø�;�; �Ó�§�F�ø�t�§�� �÷�•

�” �• �ø�§�÷�ø�?�§�Ó�§�t�¶�t�� �ø�F�F�d�c�c�ø�÷�R�c�t�d�ø�Ó�t�”�d�¤�ø�ƒ�Ó�t �¤�§�ø�ø�÷�¶�E�d�ð�� �t�d�ð�d�ø�÷�c�{�§�÷�F�Ó�ƒ�R�§�÷�Š�§�÷�t�d�E�Q�;�E�� �F�d�c�c
�F�� �ð�ð�ƒ�÷�§�F�ø�t�§�� �÷(�Å�v�I )�ð�d�F�”�ø�÷�§�c�ð�c

�” �_�±�t�E�ø�F�t �� �E�ð�� �R�§�…�¶�c�d�F�E�d�t�c�c�t�� �E�d�R�§�÷�t�”�d�;�ø�c�c�¨ �� �E�R�ð�ø�÷�ø�Š�d�E�¤�ø�ƒ�Ó�t

�Å�÷�ø�Ó�Ó�t�”�E�d�d�ø�c�c�d�c�c�ð�d�÷�t�c�{�t�”�d�c�d�F�ƒ�E�§�t�¶�c�t�ø�÷�F�d�� �…�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�¨ �ø�c�;�d�E�F�d�§�¤�d�R�;�� �c�§�t�§�¤�d�Ó�¶�?�¶
�t�”�d�ø�c�c�d�c�c�� �E�c�|�È�d�”�ø�¤�d�E�d�;�E�� �R�ƒ�F�d�R�d�±�F�d�E�;�t�c�…�E�� �ð �t�”�d�E�d�;�� �E�t�c�”�d�E�d�{�¨ �§�t�” �t�”�d�…�ƒ�Ó�Ó�E�d�;�� �E�t �Ó�§�÷�Ë�d�R
�?�d�Ó���¨ �d�ø�F�”�•

�n�• �d�÷�d�E�ø�Ó�Ó�¶�c�;�d�ø�Ë�§�÷�Š�{�t�”�d���¤�d�E�ø�Ó�Ó�¶�§�d�Ó�R�� �…�…�§�÷�R�§�÷�Š�c�§�c�E�d�Ó�ø�t�§�¤�d�Ó�¶�ð�� �R�d�E�ø�t�d�§�÷�F�� �ð�;�ø�E�§�c�� �÷
�¨ �§�t�” �c�§�ð�§�Ó�ø�E�Ó�¶�c�F�� �; �d�R�ø�ƒ�R�§�t�c�{�¨ �”�§�F�” �¨ �� �ƒ�Ó�R�t�¶�;�§�F�ø�Ó�Ó�¶represent a positive indication of
the inscope items’ perceived security strength.”

�I �ƒ�E�d�� �� �v�d�÷�t�d�c�t�Q�~�d�;�� �E�t �_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�A�E���¨ �c�d�E�_�±�t�d�÷�c�§�� �÷�� �� �|-���� �|�� �� �� ��

�n�™�”�d�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�;�ø�c�c�¨ �� �E�R�ð�ø�÷�ø�Š�d�E�¨ �ø�c�ø�Ó�c�� �R�d�d�ð�d�R�E�d�c�§�Ó�§�d�÷�t �ø�Š�ø�§�÷�c�t �¥�÷�§�F�� �R�d
�E�d�Ó�ø�t�d�R�� �E�§�Š�§�÷�F�� �÷�…�ƒ�c�§�� �÷�ø�t�t�ø�F�Ë�c�} �• �§�¤�d�÷�t�”�d�§�ð�;�� �E�t�ø�÷�F�d�� �…�Ó�� �Š�§�÷�F�E�d�R�d�÷�t�§�ø�Ó�c�t�� �t�”�d
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�@�d�c�F�”�{�‹�|�{�0 �~�ƒ�� �t�§�{�‹�|(�� �� �� �� )�|�™�”�ø�t �È�ø�c�™�”�d�÷�{�™�”�§�c�Å�c�+���¨ �•�� �‹�d�F�ƒ�E�§�t�¶�_�¤�ø�Ó�ƒ�ø�t�§�� �÷�� �…�v�ø�c�c�¨ �� �E�R

�• �d�÷�d�E�ø�t�§�� �÷�{�‹�t�� �E�ø�Š�d�{�ø�÷�R�� �ƒ�t�� �…�§�Ó�Ó�§�÷�A�E���¨ �c�d�E�Q�A�ø�c�d�R�v�ø�c�c�¨ �� �E�R�#�ø�÷�ø�Š�d�E�c�|�Å�÷�� �� �t�” �¥�‹�_�+�Å�Ï

�‹�d�F�ƒ�E�§�t�¶�‹�¶�ð�;�� �c�§�ƒ�ð�{�¥�‹�_�+�Å�Ï �‹�d�F�ƒ�E�§�t�¶�� �� �� �� �{�� �ƒ�Š�ƒ�c�t ���� -���� �{�� �� �� �� �;�; �; �|�� ���� �� -�� ���� �� )�|

�¥�‹�_�+�Å�Ï �� �c�c�� �F�§�ø�t�§�� �÷�|

�~�d�c�F�� �E�Ó�ø�{�_�|(�� �� ���� �{�� �ƒ�Š�ƒ�c�t�<�|�™�”�d�™�E�ø�÷�c�;�� �E�t ���ø�¶�d�E�‹�d�F�ƒ�E�§�t�¶(�™���‹)�v�E�� �t�� �F�� �Ó�Å�d�E�c�§�� �÷���|�� �|�~�‰�I

�� �� �� �� �|�”�t�t�; �c�•�M�M�¨ �¨ �¨ �|�E�…�F�Q�d�R�§�t�� �E�|�� �E�Š�M�§�÷�…�� �M�E�…�F�� �� �� ��
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�~�d�c�F�� �E�Ó�ø�{�_�|�{�0 �T�§�d�E�Ë�c�{�™�|(�� �� �� �� �{�� �ƒ�Š�ƒ�c�t�<�|�™�”�d�™�E�ø�÷�c�;�� �E�t ���ø�¶�d�E�‹�d�F�ƒ�E�§�t�¶(�™���‹)�v�E�� �t�� �F�� �Ó�Å�d�E�c�§�� �÷

���|�� �|�~�‰�I �� �� �� �� �|�”�t�t�; �c�•�M�M�¨ �¨ �¨ �|�E�…�F�Q�d�R�§�t�� �E�|�� �E�Š�M�§�÷�…�� �M�E�…�F�� �� �� ��

�~�� �Š�ø�¨ �ø�¶�{�v�|(�� �� �� �� �{�+���¤�d�ð�?�d�E�<�|�� �ƒ�t�”�d�÷�t�§�F�ø�t�d�R�Q�d�÷�F�E�¶�;�t�§�� �÷�¨ �§�t�” �ø�c�c�� �F�§�ø�t�d�R�Q�R�ø�t�ø�|�v�E�� �F�d�d�R�§�÷�Š�c

�� �…�t�”�d�� �t�” �� �I �# �I �� �÷�…�d�E�d�÷�F�d�� �÷�I �� �ð�;�ƒ�t�d�E�ø�÷�R�‹�d�F�ƒ�E�§�t�¶�{�I �I �‹ �� �� �� �� �{�È�ø�c�”�§�÷�Š�t�� �÷�{�T�I �{

�¥�‹�� �{�� �� -���� ���|�”�t�t�; �c�•�M�M�R�� �§�|�� �E�Š�M���� �|������ �� �M�� �� �� ������ �|�� �� �� ���� ��

�~�� �Š�ø�¨ �ø�¶�{�v�|(�� �� �����{�‰�d�?�E�ƒ�ø�E�¶���� )�|�_�¤�ø�Ó�ƒ�ø�t�§�� �÷�� �…�‹�� �ð�d�A�Ó�� �F�Ë�F�§�;�”�d�E�#�� �R�d�c�� �…�@�;�d�E�ø�t�§�� �÷�|

�”�t�t�; �c�•�M�M�¨ �d�?�|�F�c�|�ƒ�F�R�ø�¤�§�c�|�d�R�ƒ�M�š�E�� �Š�ø�¨ �ø�¶�M�;�ø�;�d�E�c�M�ð�� �R�d�c�|�; �R�…

�‹�ø�ð�ø�E�ø�t�§�{�v�|�{�0 �‹�¨ �d�d�÷�d�¶�{���|(���� �� �� )�|�v�E�� �t�d�F�t�§�÷�Š�v�E�§�¤�ø�F�¶�¨ �”�d�÷�T�§�c�F�Ó�� �c�§�÷�Š�Å�÷�…�� �E�ð�ø�t�§�� �÷�•

�Ë�Q�� �÷�� �÷�¶�ð�§�t�¶�ø�÷�R�Å�t�c�_�÷�…�� �E�F�d�ð�d�÷�t �t�”�E�� �ƒ�Š�” �• �d�÷�d�E�ø�Ó�§�Í�ø�t�§�� �÷�ø�÷�R�‹�ƒ�;�; �E�d�c�c�§�� �÷�|�™�d�F�”�÷�§�F�ø�Ó

�~�d�;�� �E�t �‹�~�Å-�I �‹��-�� �� -�� �� �|�”�t�t�; �c�•�M�M�¨ �¨ �¨ �|�F�c�Ó�|�c�E�§�|�F�� �ð�M�;�ø�;�d�E�c�M�c�E�§�t�E�Q�� �� -�� �� �M

�‹�F�”�ø�ø�R�{�	�|(�� �� �� �� �{�	�ƒ�÷�d�<�|�¥�c�d�� �…�t�”�d�~�‹�� �‹�‹�� -�v�‹�‹ �‹�§�Š�÷�ø�t�ƒ�E�d�� �Ó�Š�� �E�§�t�”�ð �§�÷�I �E�¶�;�t�� �Š�E�ø�;�”�§�F

�#�d�c�c�ø�Š�d�‹�¶�÷�t�ø�±(�I �#�‹)�|�~�‰�I �� �� �� �� �|�”�t�t�; �c�•�M�M�¨ �¨ �¨ �|�E�…�F�Q�d�R�§�t�� �E�|�� �E�Š�M�§�÷�…�� �M�E�…�F�� �� �� ��

�‹�”�ø�÷�÷�� �÷�{�I �|(���� �� �� �{�@�F�t�� �?�d�E�� )�|�I �� �ð�ð�ƒ�÷�§�F�ø�t�§�� �÷�™�”�d�� �E�¶�� �…�‹�d�F�E�d�F�¶�‹�¶�c�t�d�ð�c�|�A�d�Ó�Ó�‹�¶�c�t�d�ð

�™�d�F�”�÷�§�F�ø�Ó�	�� �ƒ�E�÷�ø�Ó�{�� �� (�� )�{�� �� �� �|�”�t�t�; �c�•�M�M�R�� �§�|�� �E�Š�M���� �|���� �� �� �M�Ã�|���� �� �� -���� �� �� �|���� �� �� �|�t�?�� �� �� �� �� �|�±

�‹�”�d�…�…�d�E�{�Õ�|�{�¡ �ø�E�R�t�{�T�|�{�0 �	�� �÷�d�c�{�#�|�A�|(�� �� �� �� �{�‰�d�?�E�ƒ�ø�E�¶�<�|�	�‹�@�+ �È�d�?�™�� �Ë�d�÷�A�d�c�t �I �ƒ�E�E�d�÷�t

�v�E�ø�F�t�§�F�d�c�|�~�‰�I �� ���� �� �|�”�t�t�; �c�•�M�M�¨ �¨ �¨ �|�E�…�F�Q�d�R�§�t�� �E�|�� �E�Š�M�§�÷�…�� �M�E�…�F�� ���� ��

�‹�§�Ó�¤�d�E�{�T�|�{�	�ø�÷�ø�{�‹�|�{�A�� �÷�d�”�{�T�|�{�I �”�d�÷�{�_�|�{�0 �	�ø�F�Ë�c�� �÷�{�I �|(�� �� ���� �{�� �ƒ�Š�ƒ�c�t�<�|�v�ø�c�c�¨ �� �E�R�#�ø�÷�ø�Š�d�E�c�•

�� �t�t�ø�F�Ë�c�ø�÷�R�T�d�…�d�÷�c�d�c�|�v�E�� �F�d�d�R�§�÷�Š�c�� �…�t�”�d�� �� �E�R�¥�‹�_�+�Å�Ï �‹�d�F�ƒ�E�§�t�¶�‹�¶�ð�;�� �c�§�ƒ�ð�{�‹�ø�÷

�T�§�d�Š�� �{�I �� �{�¥�‹�� �{�� �ƒ�Š�ƒ�c�t �� �� -�� �� �{�� �� ���� �{�� �� �� -�� �� �� �|

�È�”�d�d�Ó�d�E�{�T�|���|(�� �� ���� )�|�Í�±�F�¤�?�÷�•���� �¨ �Q�A�ƒ�R�Š�d�t �v�ø�c�c�¨ �� �E�R�‹�t�E�d�÷�Š�t�” �_�c�t�§�ð�ø�t�§�� �÷�|�Å�÷�� �� �t�” �¥�‹�_�+�Å�Ï

�‹�d�F�ƒ�E�§�t�¶�‹�¶�ð�;�� �c�§�ƒ�ð�{�¥�‹�_�+�Å�Ï �‹�d�F�ƒ�E�§�t�¶���� �{�� �ƒ�c�t�§�÷�{�™�Ï �{�¥�‹�� �{�� �ƒ�Š�ƒ�c�t ���� -���� �{�� �� ���� �;�; �; �|

���� ��-������ )�|�¥�‹�_�+�Å�Ï �� �c�c�� �F�§�ø�t�§�� �÷�|

Glossary
�” 2FA: �t�¨ �� �Q�…�ø�F�t�� �E�ø�ƒ�t�”�d�÷�t�§�F�ø�t�§�� �÷�{�ø�c�d�F�ƒ�E�§�t�¶�ð�d�F�”�ø�÷�§�c�ð �t�”�ø�t �E�d�A�ƒ�d�c�t�c�t�”�d�ƒ�c�d�E�t�� �; �E���¤�§�R�d

�t�¨ �� �c�d�;�ø�E�ø�t�d�{�R�§�c�t�§�÷�F�t �…�� �E�ð�c�� �…�§�R�d�÷�t�§�…�§�F�ø�t�§�� �÷�?�d�…�� �E�d�;�E�§�¤�§�Ó�d�Š�d�§�c�Š�E�ø�÷�t�d�R
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�” AEAD: �c�d�dauthenticated encryption with associated data

�” AES: �� �R�¤�ø�÷�F�d�R�_�÷�F�E�¶�;�t�§�� �÷�‹�t�ø�÷�R�ø�E�R�{�ø�÷�§�÷�R�ƒ�c�t�E�¶�c�;�d�F�§�…�§�F�ø�t�§�� �÷�…�� �E�d�÷�F�E�¶�;�t�§�÷�Š�R�ø�t�ø�¨ �§�t�”
�c�¶�ð�ð�d�t�E�§�F�Ë�d�¶�c

�” AES-256-GCM: �ø�ð�� �R�d�…�� �E�� �_�‹ �t�”�ø�t �ƒ�c�d�c�� �� �� �Q�?�§�t �Ë�d�¶�c�ø�÷�R�t�”�d�• �ø�Ó�� �§�c�M�I �� �ƒ�÷�t�d�E�#�� �R�d
�t�”�ø�t �d�÷�c�ƒ�E�d�c�?�� �t�” �F�� �÷�…�§�R�d�÷�t�§�ø�Ó�§�t�¶�ø�÷�R�§�÷�t�d�Š�E�§�t�¶�� �…�t�”�d�R�ø�t�ø

�” API: �� �; �; �Ó�§�F�ø�t�§�� �÷�v�E�� �Š�E�ø�ð�ð�§�÷�Š�Å�÷�t�d�E�…�ø�F�d�{�ø�c�d�t �� �…�R�d�…�§�÷�§�t�§�� �÷�c�ø�÷�R�F�� �÷�t�E�ø�F�t�c�t�”�ø�t �d�÷�ø�?�Ó�d
�R�§�…�…�d�E�d�÷�t �c�¶�c�t�d�ð�c�t�� �F�� �ð�ð�ƒ�÷�§�F�ø�t�d�ø�÷�R�§�÷�t�d�E�ø�F�t �¨ �§�t�” �d�ø�F�” �� �t�”�d�E

�” authenticated encryption with associated data: �ø�÷�d�÷�F�E�¶�;�t�§�� �÷�c�F�”�d�ð�d�t�”�ø�t �d�÷�c�ƒ�E�d�c
�F�� �÷�…�§�R�d�÷�t�§�ø�Ó�§�t�¶�� �…�t�”�d�R�ø�t�ø�ø�÷�R�ø�ƒ�t�”�d�÷�t�§�F�§�t�¶�{�; �� �t�d�÷�t�§�ø�Ó�Ó�¶�¨ �§�t�” �ø�R�R�§�t�§�� �÷�ø�Ó�§�÷�…�� �E�ð�ø�t�§�� �÷�t�”�ø�t
�”�ø�c�§�t�c�§�÷�t�d�Š�E�§�t�¶�;�E�� �t�d�F�t�d�R

�” authentication: �t�”�d�;�E�� �F�d�c�c�� �…�¤�ø�Ó�§�R�ø�t�§�÷�Š�ø�÷�R�¤�d�E�§�…�¶�§�÷�Š�t�”�d�§�R�d�÷�t�§�t�¶�� �…�ø�ƒ�c�d�E�?�d�…�� �E�d
�Š�E�ø�÷�t�§�÷�Š�ø�F�F�d�c�c�;�E�§�¤�§�Ó�d�Š�d�c�t�� �ø�c�¶�c�t�d�ð

�” authenticity: �t�”�d�;�E�� �; �d�E�t�¶�� �…�?�d�§�÷�Š�ƒ�÷�…�� �E�Š�d�ø�?�Ó�d�{�ð�d�ø�÷�§�÷�Š�t�”�ø�t �t�”�d�E�d�d�±�§�c�t�c
�F�E�¶�;�t�� �Š�E�ø�;�”�§�F�d�¤�§�R�d�÷�F�d�t�”�ø�t �t�”�d�E�d�A�ƒ�d�c�t �¨ �ø�c�ð�ø�R�d�?�¶�t�”�d�c�d�÷�R�d�E

�” authorization: �t�”�d�;�E�� �F�d�c�c�� �…�Š�§�¤�§�÷�Š�ø�F�F�d�c�c�;�E�§�¤�§�Ó�d�Š�d�c�t�� �ø�c�¶�c�t�d�ð

�” autofill: �ø�÷�§�÷�;�ƒ�t �ð�d�t�”�� �R�t�”�ø�t �t�ø�Ë�d�c�R�ø�t�ø�…�E�� �ð �ø�R�ø�t�ø�c�� �ƒ�E�F�d�ø�÷�R�ø�ƒ�t�� �ð�ø�t�§�F�ø�Ó�Ó�¶�…�§�Ó�Ó�c�t�”�d
�R�ø�t�ø�� �÷�ø�¨ �d�?�;�ø�Š�d�� �E�ø�;�; �Ó�§�F�ø�t�§�� �÷�{�?�ø�c�d�R�� �÷�t�”�d�F�� �÷�t�d�±�t �� �…�t�”�d�…�§�d�Ó�R�c�t�� �?�d�…�§�Ó�Ó�d�R�§�÷

�” Base32: �ø�÷�d�÷�F�� �R�§�÷�Š�� �…�?�¶�t�d�R�ø�t�ø�t�� �ø�E�d�c�t�E�§�F�t�d�R�c�d�t �� �…�� �� �¨ �E�§�t�ø�?�Ó�d�c�¶�ð�?�� �Ó�c�ø�c�R�d�…�§�÷�d�R
�§�÷�~�‰�I �� �� �� ��

�” bastion host: �ø�”�ø�E�R�d�÷�d�R�c�d�E�¤�d�E�ƒ�c�d�R�t�� �ð�ø�÷�ø�Š�d�ø�F�F�d�c�c�t�� �ø�÷�§�÷�t�d�E�÷�ø�Ó�M�;�E�§�¤�ø�t�d�÷�d�t�¨ �� �E�Ë
�…�E�� �ð �ø�÷�d�±�t�d�E�÷�ø�Ó�÷�d�t�¨ �� �E�Ë�t�� �ð�§�÷�§�ð�§�Í�d�t�”�d�ø�t�t�ø�F�Ë�c�ƒ�E�…�ø�F�d�d�±�;�� �c�d�R�� �÷�t�� �t�”�d�d�±�t�d�E�÷�ø�Ó
�÷�d�t�¨ �� �E�Ë

�” bit: �?�§�÷�ø�E�¶�R�§�Š�§�t �F�� �÷�c�§�c�t�§�÷�Š�� �…�d�§�t�”�d�E�� �� �E��

�” brute-force attacks: �t�”�d�;�E�� �F�d�c�c�� �…�d�÷�ƒ�ð�d�E�ø�t�§�÷�Š�ø�Ó�Ó�;�� �c�c�§�?�§�Ó�§�t�§�d�c�§�÷�� �E�R�d�E�t�� �Š�ø�§�÷�ø�F�F�d�c�c
�t�� �ø�c�¶�c�t�d�ð

�” bug bounty program: �ø�;�E�� �Š�E�ø�ð �t�”�ø�t �ø�Ó�Ó���¨ �c�E�d�c�d�ø�E�F�”�d�E�c�t�� �E�d�;�� �E�t �c�d�F�ƒ�E�§�t�¶�§�c�c�ƒ�d�c�ø�÷�R
�E�d�F�d�§�¤�d�E�d�F�� �Š�÷�§�t�§�� �÷�ø�÷�R�F�� �ð�;�d�÷�c�ø�t�§�� �÷�…�� �E�¤�ø�Ó�§�R�§�c�c�ƒ�d�c

�” byte: �� �?�§�t�c�{�t�¶�;�§�F�ø�Ó�Ó�¶�t�”�d�c�ð�ø�Ó�Ó�d�c�t �ø�R�R�E�d�c�c�ø�?�Ó�d�ƒ�÷�§�t �� �…�ð�d�ð�� �E�¶�� �÷�F�� �ð�;�ƒ�t�d�E�c�{�¨ �”�§�F�”
�d�÷�F�� �R�d�c�ø�c�§�÷�Š�Ó�d�F�”�ø�E�ø�F�t�d�E

�” CA: �c�d�dcertificate authority
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�” CBOR�•�c�d�dConcise Binary Object Representation

�” CD: �c�d�dContinuous Delivery

�” certificate authority: �ø�÷�d�÷�t�§�t�¶�t�”�ø�t �c�t�� �E�d�c�{�c�§�Š�÷�c�{�ø�÷�R�§�c�c�ƒ�d�c�R�§�Š�§�t�ø�Ó�F�d�E�t�§�…�§�F�ø�t�d�c

�” certificate: �ø�Ó�c�� �Ë�÷���¨ �÷�ø�c�ø�;�ƒ�?�Ó�§�F�Ë�d�¶�F�d�E�t�§�…�§�F�ø�t�d�{�t�”�§�c�§�c�ø�÷�d�Ó�d�F�t�E�� �÷�§�F�§�R�d�÷�t�§�…�§�d�E�…�� �E�ø
�Š�§�¤�d�÷�d�÷�t�§�t�¶�¨ �§�t�” �ø�R�§�Š�§�t�ø�Ó�c�§�Š�÷�ø�t�ƒ�E�d�§�c�c�ƒ�d�R�?�¶�ø�F�d�E�t�§�…�§�F�ø�t�d�ø�ƒ�t�”�� �E�§�t�¶

�” Chromium: �t�”�d�� �; �d�÷�Q�c�� �ƒ�E�F�d�¨ �d�?�?�E���¨ �c�d�E�� �÷�¨ �”�§�F�” �ð�ø�÷�¶�� �t�”�d�E�¨ �d�?�?�E���¨ �c�d�E�c�ø�E�d
�?�ø�c�d�R

�” CI: �c�d�dContinuous Integration

�” CI/CD: �I �� �÷�t�§�÷�ƒ�� �ƒ�c�Å�÷�t�d�Š�E�ø�t�§�� �÷�M�I �� �÷�t�§�÷�ƒ�� �ƒ�c�T�d�Ó�§�¤�d�E�¶

�” cipher suites: �ø�c�d�t �� �…�F�E�¶�;�t�� �Š�E�ø�;�”�§�F�ø�Ó�Š�� �E�§�t�”�ð�c�ƒ�c�d�R�§�÷�™���‹ �t�� �d�c�t�ø�?�Ó�§�c�” �c�d�F�ƒ�E�d
�F�� �ð�ð�ƒ�÷�§�F�ø�t�§�� �÷�c�{�¨ �§�t�” �R�§�…�…�d�E�d�÷�t �F�§�;�”�d�E�c�ƒ�§�t�d�c�� �…�…�d�E�§�÷�Š�R�§�…�…�d�E�d�÷�t �Ó�d�¤�d�Ó�c�� �…�c�d�F�ƒ�E�§�t�¶

�” cloud credentials�•�ø�÷�d�Ó�d�F�t�E�� �÷�§�F�;�E�� �� �…�� �…�§�R�d�÷�t�§�t�¶�ƒ�c�d�R�t�� �ø�ƒ�t�”�d�÷�t�§�F�ø�t�d�t�� �F�Ó�� �ƒ�R
�E�d�c�� �ƒ�E�F�d�c

�” commit �ø�c�÷�ø�;�c�”�� �t �� �…�t�”�d�F�ƒ�E�E�d�÷�t �c�t�ø�t�d�� �…�t�”�d�F�� �R�d�?�ø�c�d�§�÷�• �§�t

�” Concise Binary Object Representation: �ø�?�§�÷�ø�E�¶�R�ø�t�ø�c�d�E�§�ø�Ó�§�Í�ø�t�§�� �÷�…�� �E�ð�ø�t �ø�c�R�d�…�§�÷�d�R�§�÷
�~�‰�I �� �� �� ��

�” confidentiality: �t�”�d�;�E�� �; �d�E�t�¶�� �…�c�d�F�E�d�F�¶�� �E�;�E�§�¤�ø�F�¶�� �…�R�ø�t�ø�{�ƒ�c�ƒ�ø�Ó�Ó�¶�ø�F�”�§�d�¤�d�R�¨ �§�t�”
�d�÷�F�E�¶�;�t�§�� �÷

�” Continuous Delivery: �ø�c�� �…�t�¨ �ø�E�d�R�d�¤�d�Ó�� �; �ð�d�÷�t �; �E�ø�F�t�§�F�d�¨ �”�d�E�d�F�� �R�d�F�”�ø�÷�Š�d�c�ø�E�d
�ø�ƒ�t�� �ð�ø�t�§�F�ø�Ó�Ó�¶�;�E�d�;�ø�E�d�R�…�� �E�E�d�Ó�d�ø�c�d�� �E�;�E�� �R�ƒ�F�t�§�� �÷

�” Continuous Integration: �ø�c�� �…�t�¨ �ø�E�d�R�d�¤�d�Ó�� �; �ð�d�÷�t �; �E�ø�F�t�§�F�d�¨ �”�d�E�d�F�� �R�d�F�”�ø�÷�Š�d�c�ø�E�d
�ø�ƒ�t�� �ð�ø�t�§�F�ø�Ó�Ó�¶�t�d�c�t�d�R�¨ �”�d�÷�;�ƒ�c�”�d�R�ƒ�;�c�t�E�d�ø�ð

�” defense-in-depth: �t�”�d�;�E�ø�F�t�§�F�d�� �…�Ó�d�¤�d�E�ø�Š�§�÷�Š�ð�ƒ�Ó�t�§�;�Ó�d�Ó�ø�¶�d�E�c�� �…�c�d�F�ƒ�E�§�t�¶�ð�d�ø�c�ƒ�E�d�c�t��
�ø�F�”�§�d�¤�d�ø�c�d�F�ƒ�E�§�t�¶�Š�� �ø�Ó

�” deserialization: �ø�;�E�� �F�d�c�c�?�¶�¨ �”�§�F�” �ø�?�¶�t�d�c�t�E�d�ø�ð �E�d�;�E�d�c�d�÷�t�§�÷�Š�ø�÷�� �?�Ã�d�F�t �§�c
�E�d�Q�c�t�E�ƒ�F�t�ƒ�E�d�R�?�ø�F�Ë�§�÷�t�� �ø�…�ƒ�Ó�Ó�¶�…�ƒ�÷�F�t�§�� �÷�ø�Ó�� �?�Ã�d�F�t �ø�t �E�ƒ�÷�t�§�ð�d

�” document: �ø�Š�d�÷�d�E�§�F�c�t�� �E�ø�Š�d�…�� �E�ø�E�d�F�� �E�R�§�÷�t�”�d�¤�ø�ƒ�Ó�t�{�F�� �÷�c�§�c�t�§�÷�Š�� �…�d�÷�F�E�¶�;�t�d�R�ð�d�t�ø�R�ø�t�ø
�ø�÷�R�t�”�d�d�÷�F�E�¶�;�t�d�R�F�� �÷�t�d�÷�t�c�;�c�d�dstored item�<
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�” Document Object Model: �t�”�d�R�ø�t�ø�E�d�;�E�d�c�d�÷�t�ø�t�§�� �÷�� �…�t�”�d�� �?�Ã�d�F�t�c�t�”�ø�t �F�� �ð�;�E�§�c�d�t�”�d
�c�t�E�ƒ�F�t�ƒ�E�d�ø�÷�R�F�� �÷�t�d�÷�t �� �…�ø�R�� �F�ƒ�ð�d�÷�t �� �÷�t�”�d�¨ �d�?

�” DOM: �c�d�dDocument Object Model

�” Encrypted User Record: �ø�R�ø�t�ø�E�d�F�� �E�R�F�� �÷�t�ø�§�÷�§�÷�Š�t�”�d�;�; �R�Ë�Q�d�÷�F�E�¶�;�t�d�R�¥�c�d�E�~�� �� �t �� �d�¶�{
�t�”�d�E�F�R�Ë�Q�d�÷�F�E�¶�;�t�d�R�¥�c�d�E�~�� �� �t �� �d�¶�{�t�”�d�v�ƒ�?�Ó�§�F�Å�R�d�÷�t�§�t�¶�� �d�¶�{�ø�÷�R�_�÷�F�E�¶�;�t�d�R
�¥�c�d�E�~�d�F�� �E�R�A�� �R�¶

�” encryption: �t�”�d�;�E�� �F�d�c�c�� �…�;�E�� �t�d�F�t�§�÷�Š�R�ø�t�ø�?�¶�c�F�E�ø�ð�?�Ó�§�÷�Š�§�t �¨ �§�t�” �F�E�¶�;�t�� �Š�E�ø�;�”�§�F
�…�ƒ�÷�F�t�§�� �÷�c�c�ƒ�F�” �t�”�ø�t �� �÷�Ó�¶�ø�÷�ø�F�t�� �E�¨ �§�t�” �t�”�d�Ë�d�¶�F�ø�÷�ø�F�F�d�c�c�t�”�d�ƒ�÷�c�F�E�ø�ð�?�Ó�d�R�R�ø�t�ø

�” encryption at rest: �t�”�d�;�E�� �; �d�E�t�¶�t�”�ø�t �ø�÷�¶�R�ø�t�ø�¨ �E�§�t�t�d�÷�t�� �c�t�� �E�ø�Š�d�§�c�ø�Ó�¨ �ø�¶�c�d�÷�F�E�¶�;�t�d�R
�;�§�|�d�|�{�; �Ó�ø�§�÷�t�d�±�t �§�c�÷�d�¤�d�E�c�t�� �E�d�R�<�|

�” HaveIBeenPwned: �ø�¨ �d�?�c�§�t�d�t�”�ø�t �ø�Ó�Ó���¨ �c�ƒ�c�d�E�c�t�� �F�”�d�F�Ë�¨ �”�d�t�”�d�E�t�”�d�§�E�;�d�E�c�� �÷�ø�Ó�R�ø�t�ø�”�ø�c
�?�d�d�÷�F�� �ð�;�E�� �ð�§�c�d�R�§�÷�R�ø�t�ø�?�E�d�ø�F�”�d�c

�” HIBP: �c�d�dHaveIBeenPwned

�” HMAC: �ø�”�ø�c�”�Q�?�ø�c�d�R�ð�d�c�c�ø�Š�d�ø�ƒ�t�”�d�÷�t�§�F�ø�t�§�� �÷�F�� �R�d�t�”�ø�t �ƒ�c�d�c�ø�F�E�¶�;�t�� �Š�E�ø�;�”�§�F�”�ø�c�”
�…�ƒ�÷�F�t�§�� �÷�t�� �Š�d�t�”�d�E�¨ �§�t�” �ø�F�E�¶�;�t�� �Š�E�ø�;�”�§�F�Ë�d�¶

�” HTTP: �¡ �¶�;�d�E�t�d�±�t �™�E�ø�÷�c�…�d�E�v�E�� �t�� �F�� �Ó�{�…�� �E�t�E�ø�÷�c�ð�§�t�t�§�÷�Š�”�¶�;�d�E�ð�d�R�§�ø�R�� �F�ƒ�ð�d�÷�t�c�Ó�§�Ë�d
�¨ �d�?�;�ø�Š�d�c�§�÷�ø�¨ �d�?�?�E���¨ �c�d�E

�” HTTPS: �¡ �¶�;�d�E�t�d�±�t �™�E�ø�÷�c�…�d�E�v�E�� �t�� �F�� �Ó�‹�d�F�ƒ�E�d�{�ƒ�c�d�R�t�� �t�E�ø�÷�c�ð�§�t �”�¶�;�d�E�ð�d�R�§�ø�R�� �F�ƒ�ð�d�÷�t�c
�c�d�F�ƒ�E�d�Ó�¶�?�¶�Ó�d�¤�d�E�ø�Š�§�÷�ŠTLS

�” IAM role: �Å�R�d�÷�t�§�t�¶�ø�÷�R�� �F�F�d�c�c�#�ø�÷�ø�Š�d�ð�d�÷�t �E�� �Ó�d�{�E�d�;�E�d�c�d�÷�t�c�ø�÷�§�R�d�÷�t�§�t�¶�t�”�ø�t �”�ø�c�c�;�d�F�§�…�§�F
�;�d�E�ð�§�c�c�§�� �÷�c�t�� �F�ø�E�E�¶�� �ƒ�t �t�”�d�c�ƒ�?�c�d�t �� �…�� �; �d�E�ø�t�§�� �÷�c�t�”�ø�t �§�t �§�c�ø�ƒ�t�”�� �E�§�Í�d�R�t�� �; �d�E�…�� �E�ð

�” iframe: �ø�÷�¡ �™�#�� �d�Ó�d�ð�d�÷�t �� �÷�t�”�d�T�@�# �t�”�ø�t �Ó�� �ø�R�c�ø�÷�� �t�”�d�E�R�� �F�ƒ�ð�d�÷�t �¨ �§�t�”�§�÷�t�”�d�F�ƒ�E�E�d�÷�t
�; �ø�Š�d

�” IND-CDBA: �§�÷�R�§�c�t�§�÷�Š�ƒ�§�c�”�ø�?�§�Ó�§�t�¶�� �…�R�ø�t�ø�?�ø�c�d�c�{�ø�;�E�� �; �d�E�t�¶�� �…�ø�;�ø�c�c�¨ �� �E�R�ð�ø�÷�ø�Š�d�E
�R�ø�t�ø�?�ø�c�d�t�”�ø�t �§�ð�;�Ó�§�d�c�ø�E�d�ø�R�Q�� �÷�Ó�¶�ø�R�¤�d�E�c�ø�E�¶�F�ø�÷�÷�� �t �§�÷�…�d�E�§�÷�…�� �E�ð�ø�t�§�� �÷�� �÷�t�”�d�E�d�F�� �E�R�c
�c�t�� �E�d�R�§�÷�t�”�d�;�ø�c�c�¨ �� �E�R�ð�ø�÷�ø�Š�d�E�R�ø�t�ø�?�ø�c�d

�” IND-CPA: �§�÷�R�§�c�t�§�÷�Š�ƒ�§�c�”�ø�?�§�Ó�§�t�¶�ƒ�÷�R�d�E�F�”�� �c�d�÷�Q�;�Ó�ø�§�÷�t�d�±�t �ø�t�t�ø�F�Ë�{�ø�c�d�F�ƒ�E�§�t�¶�;�E�� �; �d�E�t�¶�t�”�ø�t
�§�ð�;�Ó�§�d�c�ø�÷�ø�R�¤�d�E�c�ø�E�¶�t�”�ø�t �”�ø�c�ø�F�F�d�c�c�t�� �ø�÷�d�÷�F�E�¶�;�t�§�� �÷�� �E�ø�F�Ó�d�F�ø�÷�§�÷�…�d�E�ƒ�c�d�…�ƒ�Ó
�§�÷�…�� �E�ð�ø�t�§�� �÷�…�� �E�…�ƒ�t�ƒ�E�d�d�÷�F�E�¶�;�t�§�� �÷�c�?�ø�c�d�R�� �÷�t�”�d�F�§�;�”�d�E�t�d�±�t�c�� �…�t�”�� �c�d�d�÷�F�E�¶�;�t�§�� �÷�c

�” integrity: �ø�c�d�F�ƒ�E�§�t�¶�;�E�� �; �d�E�t�¶�t�”�ø�t �§�ð�;�Ó�§�d�c�ø�÷�ø�R�¤�d�E�c�ø�E�¶�§�c�÷�� �t �ø�?�Ó�d�t�� �t�ø�ð�;�d�E�¨ �§�t�” �ø
�;�§�d�F�d�� �…�§�÷�…�� �E�ð�ø�t�§�� �÷�¨ �§�t�”�� �ƒ�t �?�d�§�÷�Š�R�d�t�d�F�t�d�R
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�” inter-process communication: �ø�ð�d�F�”�ø�÷�§�c�ð �t�”�ø�t �ø�Ó�Ó���¨ �c�R�§�…�…�d�E�d�÷�t �ø�;�; �Ó�§�F�ø�t�§�� �÷�c�t��
�F�� �ð�ð�ƒ�÷�§�F�ø�t�d�ø�÷�R�§�÷�t�d�E�ø�F�t �¨ �§�t�” �d�ø�F�” �� �t�”�d�E

�” IPC: �c�d�dinter-process communication

�” JWT: �	�‹�@�+ �È�d�?�™�� �Ë�d�÷�{�ø�c�t�ø�÷�R�ø�E�R�…�� �E�F�E�d�R�d�÷�t�§�ø�Ó�c�ø�c�R�d�…�§�÷�d�R�§�÷�~�‰�I ���� ����

�” k-anonymity: �ø�;�E�� �; �d�E�t�¶�� �…�ø�R�ø�t�ø�c�d�t �t�”�ø�t �ð�d�ø�c�ƒ�E�d�c�t�”�d�R�d�Š�E�d�d�� �…�ø�÷�� �÷�¶�ð�§�t�¶�;�E���¤�§�R�d�R
�?�¶�t�”�d�R�ø�t�ø�c�d�t �ø�÷�R�E�d�R�ƒ�F�d�c�t�”�d�E�§�c�Ë�� �…�?�d�§�÷�Š�ƒ�÷�§�A�ƒ�d�Ó�¶�E�d�Q�ø�c�c�� �F�§�ø�t�d�R�¨ �§�t�” �ø�;�ø�E�t�§�F�ƒ�Ó�ø�E
�E�d�F�� �E�R

�” KDF: �c�d�dKey Derivation Function

�” Kerckhoffs's principle: �t�”�d�;�E�§�÷�F�§�;�Ó�d�t�”�ø�t �ø�F�E�¶�;�t�� �c�¶�c�t�d�ð �c�”�� �ƒ�Ó�R�?�d�c�d�F�ƒ�E�d�d�¤�d�÷�§�…
�d�¤�d�E�¶�t�”�§�÷�Š�ø�?�� �ƒ�t �t�”�d�c�¶�c�t�d�ð�{�d�±�F�d�;�t �t�”�d�Ë�d�¶�{�§�c�;�ƒ�?�Ó�§�F�Ë�÷���¨ �Ó�d�R�Š�d

�” Key Derivation Function: �ø�…�ƒ�÷�F�t�§�� �÷�ƒ�c�d�R�t�� �R�d�E�§�¤�d�c�d�F�E�d�t �Ë�d�¶�§�÷�Š�ð�ø�t�d�E�§�ø�Ó�…�E�� �ð �ø�c�d�F�E�d�t
�ø�÷�R�� �t�”�d�E�§�÷�…�� �E�ð�ø�t�§�� �÷

�” MAC: �c�d�dmessage authentication code

�” MAL-CDBA: �ð�ø�Ó�Ó�d�ø�?�§�Ó�§�t�¶�� �…�F�”�� �c�d�÷�R�ø�t�ø�?�ø�c�d�Š�ø�ð�d�{�ø�c�d�F�ƒ�E�§�t�¶�;�E�� �; �d�E�t�¶�t�”�ø�t �§�ð�;�Ó�§�d�c�ø
�;�ø�c�c�¨ �� �E�R�ð�ø�÷�ø�Š�d�E�R�ø�t�ø�?�ø�c�d�F�ø�÷�R�d�t�d�F�t �t�”�ø�t �§�t �§�c�?�d�§�÷�Š�t�ø�ð�;�d�E�d�R�¨ �§�t�” �?�¶�ø�E�d�ø�R�Q�¨ �E�§�t�d
�ø�R�¤�d�E�c�ø�E�¶�t�”�ø�t �”�ø�c�ø�F�F�d�c�c�t�� �ø�÷�d�÷�F�E�¶�;�t�§�� �÷�� �E�ø�F�Ó�d

�” message authentication code: �ø�R�§�Š�§�t�ø�Ó�t�ø�Š�ƒ�c�d�R�t�� �ø�ƒ�t�”�d�÷�t�§�F�ø�t�d�ø�ð�d�c�c�ø�Š�d�ø�÷�R�§�t�c
�§�÷�t�d�Š�E�§�t�¶

�” nonce: �ø�÷�ƒ�ð�?�d�E�t�”�ø�t �§�c�� �÷�Ó�¶�ƒ�c�d�R�� �÷�F�d�{�d�ð�;�Ó���¶�d�R�§�÷�F�� �÷�Ã�ƒ�÷�F�t�§�� �÷�¨ �§�t�” �ø�E�d�A�ƒ�d�c�t �t��
�; �E�d�¤�d�÷�t �E�d�;�Ó�ø�¶�ø�t�t�ø�F�Ë�c

�” OpenSSL: �ø�÷�� �; �d�÷�c�� �ƒ�E�F�d�c�� �…�t�¨ �ø�E�d�Ó�§�?�E�ø�E�¶�…�� �E�t�”�d�™���‹ �; �E�� �t�� �F�� �Ó

�” Password Health: �ø�c�F�� �E�d�§�÷�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�E�d�;�E�d�c�d�÷�t�§�÷�Š�t�”�d�c�d�F�ƒ�E�§�t�¶�� �…�t�”�d�Ó�� �Š�§�÷�c�§�÷
�¶�� �ƒ�E�¤�ø�ƒ�Ó�t�{�t�ø�Ë�§�÷�Š�§�÷�t�� �ø�F�F�� �ƒ�÷�t �; �E�d�¤�§�� �ƒ�c�d�±�;�� �c�ƒ�E�d�{�E�d�Q�ƒ�c�d�{�c�t�E�d�÷�Š�t�”�{�; �E�d�c�d�÷�F�d�� �…�� �‰�� �{
�ø�÷�R�;�E�� �t�� �F�� �Ó�ƒ�c�d�R

�” PBKDF2: �v�ø�c�c�¨ �� �E�R�Q�A�ø�c�d�R�� �d�¶�T�d�E�§�¤�ø�t�§�� �÷�‰�ƒ�÷�F�t�§�� �÷�� �{�ø�F�E�¶�;�t�� �Š�E�ø�;�”�§�F�…�ƒ�÷�F�t�§�� �÷�ƒ�c�d�R�t��
�Š�d�÷�d�E�ø�t�d�F�E�¶�;�t�� �Š�E�ø�;�”�§�F�Ë�d�¶�c�…�E�� �ð �;�ø�c�c�¨ �� �E�R�c�{�ø�c�R�d�…�§�÷�d�R�§�÷�~�‰�I �� �� �� ��

�” perfect forward secrecy: �ø�c�d�F�ƒ�E�§�t�¶�…�d�ø�t�ƒ�E�d�� �…�F�”�ø�÷�Š�§�÷�Š�F�E�¶�;�t�� �Š�E�ø�;�”�§�F�Ë�d�¶�c�c�� �t�”�ø�t
�c�d�c�c�§�� �÷�c�ø�E�d�÷�� �t �F�� �ð�;�E�� �ð�§�c�d�R�d�¤�d�÷�§�÷�t�”�d�d�¤�d�÷�t �t�”�ø�t �t�”�d�Ó�� �÷�Š�t�d�E�ð �c�d�F�E�d�t �§�c
�F�� �ð�;�E�� �ð�§�c�d�R

�” personally identifiable information: �R�ø�t�ø�t�”�ø�t �F�ø�÷�?�d�ƒ�c�d�R�t�� �§�R�d�÷�t�§�…�¶�ø�;�d�E�c�� �÷�{
�§�÷�F�Ó�ƒ�R�§�÷�Š�?�ƒ�t �÷�� �t �Ó�§�ð�§�t�d�R�t�� �÷�ø�ð�d�c�{�ø�R�R�E�d�c�c�d�c�{�; �”�� �÷�d�÷�ƒ�ð�?�d�E�c�{�ø�÷�R�d�ð�ø�§�Ó�ø�R�R�E�d�c�c�d�c
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�” PFS: �c�d�dperfect forward secrecy

�” PII: �c�d�dPersonal Identifiable Information

�” plaintext: �ø�÷�¶�R�ø�t�ø�t�”�ø�t �§�c�÷�� �t �d�÷�F�E�¶�;�t�d�R�{�c�� �ð�d�t�§�ð�d�c�F�ø�Ó�Ó�d�R�F�Ó�d�ø�E�t�d�±�t

�” ppdk: �c�d�dPrimary Password Derived Key

�” PR: �c�d�dPull Request

�” primary password: �t�”�d�;�ø�c�c�¨ �� �E�R�ƒ�c�d�R�t�� �ƒ�÷�Ó�� �F�Ë�ø�� �d�¶�c�ƒ�c�d�E�j�c�¤�ø�ƒ�Ó�t�{�; �E���¤�§�R�d�R�¨ �”�d�÷�t�”�d
�ƒ�c�d�E�…�§�E�c�t �c�§�Š�÷�c�§�÷�t�� �_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c

�” Primary Password Derived Key: �ø�F�E�¶�;�t�� �Š�E�ø�;�”�§�F�Ë�d�¶�R�d�E�§�¤�d�R�…�E�� �ð �t�”�d�;�E�§�ð�ø�E�¶
�;�ø�c�c�¨ �� �E�R�‚ �ƒ�c�d�R�t�� �R�d�F�E�¶�;�t �t�”�d�d�÷�F�E�¶�;�t�d�R�¥�c�d�E�~�� �� �t �� �d�¶�§�÷�t�”�d�_�÷�F�E�¶�;�t�d�R�¥�c�d�E�~�d�F�� �E�R

�” primitives: �¨ �d�Ó�Ó�Q�d�c�t�ø�?�Ó�§�c�”�d�R, �Ó���¨ �Q�Ó�d�¤�d�Ó�ø�Ó�Š�� �E�§�t�”�ð�c�;�d�|�Š�|�{�”�ø�c�” �…�ƒ�÷�F�t�§�� �÷�c�{�Ë�d�¶�d�±�F�”�ø�÷�Š�d�c�<
�ƒ�c�d�R�ø�c�?�ƒ�§�Ó�R�§�÷�Š�?�Ó�� �F�Ë�c�§�÷�ø�Ó�ø�E�Š�d�E�F�E�¶�;�t�� �Š�E�ø�;�”�§�F�c�¶�c�t�d�ð

�” principle of least privilege�•�t�”�d�;�E�§�÷�F�§�;�Ó�d�t�”�ø�t �d�¤�d�E�¶�ð�� �R�ƒ�Ó�d�� �…�ø�F�� �ð�;�ƒ�t�d�E�c�¶�c�t�d�ð �c�”�� �ƒ�Ó�R
�� �÷�Ó�¶�”�ø�¤�d�ø�F�F�d�c�c�t�� �t�”�d�…�ƒ�÷�F�t�§�� �÷�c�÷�d�F�d�c�c�ø�E�¶�…�� �E�§�t�c�Ó�d�Š�§�t�§�ð�ø�t�d�ƒ�c�d�{�ø�÷�R�÷�� �ð�� �E�d

�” Private Identity Key: �ø�÷�~�‹�� �; �E�§�¤�ø�t�d�Ë�d�¶�ƒ�÷�§�A�ƒ�d�t�� �d�ø�F�” �ƒ�c�d�E�{�ƒ�c�d�R�t�� �c�§�Š�÷�E�d�A�ƒ�d�c�t�c
�ð�ø�R�d�t�� �t�”�d�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�� �v�Å�c�d�E�¤�d�E

�” prototype pollution: �ø�	�ø�¤�ø�‹�F�E�§�;�t �¤�ƒ�Ó�÷�d�E�ø�?�§�Ó�§�t�¶�t�”�ø�t �d�÷�ø�?�Ó�d�c�ø�÷�ø�R�¤�d�E�c�ø�E�¶�t�� �ø�R�R
�ø�E�?�§�t�E�ø�E�¶�;�E�� �; �d�E�t�§�d�c�t�� �Š�Ó�� �?�ø�Ó�� �?�Ã�d�F�t �; �E�� �t�� �t�¶�;�d�c�¨ �”�§�F�” �ð�ø�¶�?�d�§�÷�”�d�E�§�t�d�R�?�¶�� �t�”�d�E�� �?�Ã�d�F�t�c

�” Public Identity Key: �ø�÷�~�‹�� �; �ƒ�?�Ó�§�F�Ë�d�¶�ƒ�÷�§�A�ƒ�d�t�� �d�ø�F�” �ƒ�c�d�E�{�ƒ�c�d�R�t�� �¤�d�E�§�…�¶�E�d�A�ƒ�d�c�t�c
�ð�ø�R�d�t�� �t�”�d�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�� �v�Å�c�d�E�¤�d�E

�” Pull Request: �ø�ð�d�F�”�ø�÷�§�c�ð �§�÷�c�� �…�t�¨ �ø�E�d�R�d�¤�d�Ó�� �; �ð�d�÷�t �¨ �”�d�E�d�ø�F�� �÷�t�E�§�?�ƒ�t�� �E�c�§�Š�÷�ø�Ó�c�t��
�� �t�”�d�E�c�t�”�d�§�÷�t�d�÷�t�§�� �÷�t�� �ð�d�E�Š�d�F�� �R�d�F�”�ø�÷�Š�d�c�…�E�� �ð �� �÷�d�c�� �ƒ�E�F�d�t�� �ø�÷�� �t�”�d�E�c�� �ƒ�E�F�d

�” rcdk: �c�d�dRecovery Code Derived Key

�” recovery code: �ø�A�ø�c�d�� �� �d�÷�F�� �R�d�R�{�E�ø�÷�R�� �ð�Ó�¶�Š�d�÷�d�E�ø�t�d�R�c�t�E�§�÷�Š�t�”�ø�t �F�ø�÷�?�d�ƒ�c�d�R�t��
�E�d�F���¤�d�E�ø�F�F�d�c�c�t�� �t�”�d�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�¤�ø�ƒ�Ó�t �§�…�t�”�d�;�E�§�ð�ø�E�¶�;�ø�c�c�¨ �� �E�R�§�c�…�� �E�Š�� �t�t�d�÷�� �E
�Ó�� �c�t

�” Recovery Code Derived Key, �ø�F�E�¶�;�t�� �Š�E�ø�;�”�§�F�Ë�d�¶�R�d�E�§�¤�d�R�…�E�� �ð �t�”�d�E�d�F���¤�d�E�¶�F�� �R�d�‚ �ƒ�c�d�R
�t�� �R�d�F�E�¶�;�t �t�”�d�d�÷�F�E�¶�;�t�d�R�¥�c�d�E�~�� �� �t �� �d�¶�§�÷�t�”�d�_�÷�F�E�¶�;�t�d�R�¥�c�d�E�~�d�F�� �E�R

�” replay attack: �ø�÷�ø�t�t�ø�F�Ë�§�÷�¨ �”�§�F�” �ø�÷�ø�R�¤�d�E�c�ø�E�¶�F�� �Ó�Ó�d�F�t�c�Ó�d�Š�§�t�§�ð�ø�t�d�t�E�ø�…�…�§�F�t�”�d�÷
�E�d�t�E�ø�÷�c�ð�§�t�c�§�t �§�÷�ø�÷�ø�t�t�d�ð�;�t �t�� �Š�ø�§�÷�§�Ó�Ó�d�Š�§�t�§�ð�ø�t�d�ø�F�F�d�c�c
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�” RS256�•�~�‹�� +�‹�¡ �� �� �� �� �ø�c�ƒ�c�d�R�§�÷�t�”�d�	�È�™�c�;�d�F�§�…�§�F�ø�t�§�� �÷�c�t�� �c�§�Š�÷�t�”�d�	�È�™�{�R�d�…�§�÷�d�R�§�÷�~�‰�I
���� ����

�” RSA: �ø�;�ƒ�?�Ó�§�F�Ë�d�¶�F�E�¶�;�t�� �c�¶�c�t�d�ð �ƒ�c�d�R�…�� �E�c�d�F�ƒ�E�d�R�ø�t�ø�t�E�ø�÷�c�ð�§�c�c�§�� �÷�{�¨ �”�d�E�d�ø�Ë�d�¶�;�ø�§�E
�;�; �ƒ�?�Ó�§�F�{�; �E�§�¤�ø�t�d�<�§�c�Š�d�÷�d�E�ø�t�d�R�…�� �E�ƒ�c�d�§�÷�F�E�¶�;�t�� �Š�E�ø�;�”�§�F�� �; �d�E�ø�t�§�� �÷�c�c�ƒ�F�” �ø�c�d�÷�F�E�¶�;�t�§�� �÷�� �E
�c�§�Š�÷�§�÷�Š

�” RSA-PSS: �ø�Ó�c�� �Ë�÷���¨ �÷�ø�c�~�‹�� �‹�‹�� -�v�‹�‹�{�ø�;�E�� �?�ø�?�§�Ó�§�c�t�§�F�c�§�Š�÷�ø�t�ƒ�E�d�c�F�”�d�ð�d�t�”�ø�t �E�d�;�Ó�ø�F�d�c
�~�‹�� �v�� �I �‹�K�� �¤���|�� �{�R�d�…�§�÷�d�R�§�÷�~�‰�I �� �� �� ��

�” salt: �E�ø�÷�R�� �ð �R�ø�t�ø�;�ø�c�c�d�R�ø�c�ø�÷�ø�R�R�§�t�§�� �÷�ø�Ó�§�÷�;�ƒ�t �t�� �ø�� �÷�d�Q�¨ �ø�¶�…�ƒ�÷�F�t�§�� �÷�t�� �§�÷�F�E�d�ø�c�d
�E�d�c�§�Ó�§�d�÷�F�d�t�� �?�E�ƒ�t�d�Q�…�� �E�F�d�ø�t�t�ø�F�Ë�c

�” Security Information and Event Management system: �ø�c�d�F�ƒ�E�§�t�¶�c�� �Ó�ƒ�t�§�� �÷�t�”�ø�t �; �E���¤�§�R�d�c
�E�d�ø�Ó�Q�t�§�ð�d�ø�÷�ø�Ó�¶�c�§�c�� �…�Ó�� �Š�c�ø�÷�R�R�ø�t�ø�…�E�� �ð �ø�;�; �Ó�§�F�ø�t�§�� �÷�c�ø�÷�R�”�ø�E�R�¨ �ø�E�d�t�� �; �E�� �R�ƒ�F�d�c�d�F�ƒ�E�§�t�¶
�ø�Ó�d�E�t�c

�” security operations center: �ø�…�ƒ�÷�F�t�§�� �÷�¨ �§�t�”�§�÷�ø�÷�� �E�Š�ø�÷�§�Í�ø�t�§�� �÷�t�”�ø�t �F�� �÷�t�§�÷�ƒ�� �ƒ�c�Ó�¶
�ð�� �÷�§�t�� �E�c�…�� �E�t�”�E�d�ø�t�c�{�R�d�t�d�F�t�c�ø�R�¤�d�E�c�ø�E�§�ø�Ó�ø�F�t�§�¤�§�t�¶�{�ø�÷�R�§�÷�¤�d�c�t�§�Š�ø�t�d�c�ø�÷�R�E�d�c�;�� �÷�R�c�t��
�F�¶�?�d�E�ø�t�t�ø�F�Ë�c

�” security screen: �ø�;�E�§�¤�ø�F�¶�…�d�ø�t�ƒ�E�d�§�÷�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c�� �÷�ð�� �?�§�Ó�d�;�Ó�ø�t�…�� �E�ð�c�t�”�ø�t
�; �E�d�¤�d�÷�t�c�§�÷�…�� �E�ð�ø�t�§�� �÷�� �÷�t�”�d�ø�;�; �Ó�§�F�ø�t�§�� �÷�c�F�E�d�d�÷�…�E�� �ð �?�d�§�÷�Š�F�ø�;�t�ƒ�E�d�R�§�÷�ø�c�F�E�d�d�÷�c�”�� �t
�¨ �”�§�Ó�d�t�”�d�ø�;�; �Ó�§�F�ø�t�§�� �÷�§�c�E�ƒ�÷�÷�§�÷�Š�§�÷�t�”�d�?�ø�F�Ë�Š�E�� �ƒ�÷�R

�” SHA1: �‹�d�F�ƒ�E�d�¡ �ø�c�” �� �Ó�Š�� �E�§�t�”�ð ���{�ø�”�ø�c�” �…�ƒ�÷�F�t�§�� �÷�t�ø�Ë�d�c�ø�÷�§�÷�;�ƒ�t �ø�÷�R�� �ƒ�t�; �ƒ�t�c�ø���� �� �Q�?�§�t
�ð�d�c�c�ø�Š�d�R�§�Š�d�c�t�{�R�d�…�§�÷�d�R�§�÷�~�‰�I �� ������

�” SHA512: �ø�”�ø�c�” �…�ƒ�÷�F�t�§�� �÷�t�ø�Ë�d�c�ø�÷�§�÷�;�ƒ�t �ø�÷�R�� �ƒ�t�; �ƒ�t�c�ø�� ���� �Q�?�§�t �ð�d�c�c�ø�Š�d�R�§�Š�d�c�t�{�R�d�…�§�÷�d�R
�§�÷�~�‰�I �� �� �� ��

�” SIEM: �c�d�dSecurity Information and Event Management system

�” Signature: �ø�ð�ø�t�”�d�ð�ø�t�§�F�ø�Ó�c�F�”�d�ð�d�…�� �E�¤�d�E�§�…�¶�§�÷�Š�t�”�d�ø�ƒ�t�”�d�÷�t�§�F�§�t�¶�� �…�ð�d�c�c�ø�Š�d�c

�” SOC: �c�d�dSecurity Operations Center

�” step-up authentication: �ø�ð�d�F�”�ø�÷�§�c�ð �t�”�ø�t �E�d�A�ƒ�d�c�t�c�ø�÷�ø�R�R�§�t�§�� �÷�ø�Ó�…�ø�F�t�� �E�…�� �E
�ø�ƒ�t�”�d�÷�t�§�F�ø�t�§�� �÷�¨ �”�d�÷�ø�ƒ�c�d�E�� �…�_�±�;�E�d�c�c�Å�v�+ �¨ �§�c�”�d�c�t�� �ø�F�F�d�c�c�_�±�;�E�d�c�c�Å�v�+ �� �d�¶�c

�” stored item�•�ø�Ó�� �Š�§�÷�;�ƒ�c�d�E�÷�ø�ð�d�M�;�ø�c�c�¨ �� �E�R�<�{�F�E�d�R�§�t�M�R�d�?�§�t �F�ø�E�R�R�d�t�ø�§�Ó�c�{�� �E�c�d�F�ƒ�E�d�÷�� �t�d
�c�t�� �E�d�R�§�÷�ø�ƒ�c�d�E�j�c�¤�ø�ƒ�Ó�t �;�c�d�ddocument�<

�” TLS: �™�E�ø�÷�c�;�� �E�t ���ø�¶�d�E�‹�d�F�ƒ�E�§�t�¶�{�ø�F�E�¶�;�t�� �Š�E�ø�;�”�§�F�;�E�� �t�� �F�� �Ó�t�”�ø�t �; �E���¤�§�R�d�c�d�÷�R�Q�t�� �Q�d�÷�R
�c�d�F�ƒ�E�§�t�¶�…�� �E�R�ø�t�ø�c�d�÷�t �?�d�t�¨ �d�d�÷�;�ø�E�t�§�d�c���¤�d�E�t�”�d�§�÷�t�d�E�÷�d�t
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�” TOTP: �t�§�ð�d�Q�?�ø�c�d�R�� �÷�d�Q�t�§�ð�d�;�ø�c�c�¨ �� �E�R�{�ø�…�� �E�ð �� �…�� �‰�� �t�”�ø�t �ƒ�c�d�c�t�”�d�F�ƒ�E�E�d�÷�t �t�§�ð�d�ø�c�ø
�c�� �ƒ�E�F�d�� �…�ƒ�÷�§�A�ƒ�d�÷�d�c�c�{�R�d�…�§�÷�d�R�§�÷�~�‰�I �� �� �� ��

�” User Document Key: �t�”�d�F�E�¶�;�t�� �Š�E�ø�;�”�§�F�Ë�d�¶�ƒ�c�d�R�t�� �d�÷�F�E�¶�;�t �ø�÷�R�R�d�F�E�¶�;�t �R�� �F�ƒ�ð�d�÷�t�c�j
�ð�d�t�ø�R�ø�t�ø�ø�÷�R�R�� �F�ƒ�ð�d�÷�t�c�F�� �÷�t�ø�§�÷�§�÷�Š�ƒ�c�d�E�÷�ø�ð�d�ø�÷�R�;�ø�c�c�¨ �� �E�R�§�÷�…�� �E�ð�ø�t�§�� �÷

�” User Root Key: �t�”�d�F�E�¶�;�t�� �Š�E�ø�;�”�§�F�Ë�d�¶�ƒ�c�d�R�t�� �R�d�F�E�¶�;�t �t�”�d�d�÷�F�E�¶�;�t�d�R�¥�c�d�E�~�d�F�� �E�R�A�� �R�¶

�” UserRecordBody: �ø�R�ø�t�ø�c�t�E�ƒ�F�t�ƒ�E�d�{�d�÷�F�E�¶�;�t�d�R�?�¶�R�d�…�ø�ƒ�Ó�t�{�t�”�ø�t �c�t�� �E�d�c�t�”�d�¥�c�d�E
�T�� �F�ƒ�ð�d�÷�t �� �d�¶�ø�÷�R�v�E�§�¤�ø�t�d�Å�R�d�÷�t�§�t�¶�� �d�¶

�” vault: �t�”�d�F�� �Ó�Ó�d�F�t�§�� �÷�� �…�ø�Ó�Ó�R�� �F�ƒ�ð�d�÷�t�c�ø�÷�R�t�”�d�§�E�ð�d�t�ø�R�ø�t�ø�{�ƒ�÷�§�A�ƒ�d�Ó�¶�t�§�d�R�t�� �t�”�d�ƒ�c�d�E

�” Web Crypto API: �ø�È�� �I �c�t�ø�÷�R�ø�E�R�t�”�ø�t �R�d�…�§�÷�d�c�ø�÷�§�÷�t�d�E�…�ø�F�d�t�� �; �d�E�…�� �E�ð �F�E�¶�;�t�� �Š�E�ø�;�”�§�F
�� �; �d�E�ø�t�§�� �÷�c�§�÷�¨ �d�?�ø�;�; �Ó�§�F�ø�t�§�� �÷�c

�” YubiKey: �ø�”�ø�E�R�¨ �ø�E�d�ø�ƒ�t�”�d�÷�t�§�F�ø�t�§�� �÷�R�d�¤�§�F�d�t�� �; �E�� �t�d�F�t �ø�F�F�d�c�c�t�� �c�¶�c�t�d�ð�c�{�t�¶�;�§�F�ø�Ó�Ó�¶�ƒ�c�d�R
�ø�c�ø�c�d�F�� �÷�R�…�ø�F�t�� �E

�” zero-knowledge encryption: �t�”�d�;�E�� �F�d�c�c�� �…�d�÷�F�E�¶�;�t�§�÷�Š�ƒ�c�d�E�R�ø�t�ø�¨ �§�t�” �Ë�d�¶�ð�ø�t�d�E�§�ø�Ó�t�”�ø�t
�F�ø�÷�÷�� �t �?�d�§�÷�…�d�E�E�d�R�� �E�R�d�E�§�¤�d�R�?�¶�t�”�d�c�d�E�¤�§�F�d�;�E���¤�§�R�d�E

�” zxcvbn: �ø�÷�� �; �d�÷�c�� �ƒ�E�F�d�;�ø�c�c�¨ �� �E�R�c�t�E�d�÷�Š�t�” �d�c�t�§�ð�ø�t�� �E�{�c�d�d
�”�t�t�; �c�•�M�M�Š�§�t�”�ƒ�?�|�F�� �ð�M�R�E�� �; �?���±�M�Í�±�F�¤�?�÷
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https://github.com/dropbox/zxcvbn

